STATE OF NEW HAMPSHIRE
BUREAU OF PURCHASE AND PROPERTY
STATE HOUSE ANNEX - ROOM 102
25 CAPITOL ST
CONCORD NH 03301-6398

DATE: ' 4/23/2018

CONTRACT #: 9002309 NIGP CODE:

CONTRACT FOR: Security Compliance, Testing & Remediation Services (Merchant Cards)
CONTRACTOR: Carahsoft Technology Corporation ~ VENDOR CODE #: 258442
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FORM NUMBER P-37 (version 5/8/15)
Subject: SECURITY COMPLIANCE, TESTING AND REMEDIATION ~ FORENSIC INVESTIGATION SERVICES

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
‘Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract,

AGREEMENT
The State of New Hampshire and the Contracior hereby mutually agree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION,

1.1 Sicte Agency Name 1.2 State Agency Address
25 Capitol Street
Depariment of Administrative Services Concord, NH 03301
1.3 Contractor Name 1.4 Confractor Address
Carahsofi Technology Corporafion 1840 Michael Faraday Drive
Suite 100
Reston, VA 20190
1.5 Conirocior Phone 1.6 Accouni Number 1.7 Complelion Dale 1.8 Price limitation
Number 272872021 $300,000.00
888-662-2724 Various
1.9 Contraciing Officer for Stale Agency 1.10 State Agency Telephone Number
leffery Haoley $03-271-2202
1.11 Name ond Title of Confractor Signatory
Ellen Lord, Confracts Manoger

1.13 Acknowﬁedgemem. State of Virginia, County of Fairfax

On  April 18, 2018, before the undersigned officer, personally appecred the person ideniified in block 1.12, or satisfoctorily
proven to be the person whose name Is signed in block 1.11, and acknowledged thot s/he executed this document in the
capacily indicated in block 1,12,

1131 Signafure of Notary Public or Justice of the Peace

ﬁiif /;2 ELIZABETH ANN HEINZ
NOTARY PUBLIC
?{g g/gﬂi M}E %EG%&?TRATEQ?‘J% FHRABZES

CORABAMAEAL TR B VIR

1.13.2 N(’me and Tifle of Notary or Justice of fhe Peace TNy COMMISEION EXPIRES
SEPTEMBEER 30, 202

Elizabeth Heinz, Notary

14 Q@ﬁm (( 115 Nome and Tille of Sfate Agency Signatory
Charles M, Arlinghaus, Commissioner
Date: ;U’l / ‘

1.16 Approval by the NJH. depcﬁmeni of Admmisfraﬂon Division of Personns! (if applicable)

By: Direcior, On:

1.17  Approval by the Attomey General {Form, Substance and Execution) [if applicable)

By: On:

1.18 Approval by the Governor and Executive Councll (if applicable]

By: O
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO BE
PERFORMED. The State of New Hampshire, acting through
the agency identified in block 1.1 {“State”), engages
contractor idenfified in block 1.3 {*Confractor”) to
perform, and the Contractor shall perform, the work or
sale of goods, or both, identified and more particularly
described in the attached EXHIBIT A which is
incorporated herein by reference (“Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to
the contrary, and subject to the approval of the
Govemor and Executive Council of the State of New
Hampshire, if applicable, this Agreement, and all
obligations of the parties hereunder, shall become
effective on the date the Govemor and Executive
Counclil approve this Agreement as indicated in block
1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in
block 1.14 {“Effective Date”).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole
risk of the Confractor, and in the event that this
Agreement does not become effective, the State shall
have no liability to the Contractor, including without
limitation, any obligation to pay the Contractor for any
costs incurred or Services performed. Contractor must
complete all Services by the Completion Date specified
in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
confrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments
hereunder, are contingent upon the availability and
continued appropriation of funds, and in no event shall
the State be liable for any payments hereunder in excess
of such available appropriated funds. In the event of a
reduction or fermination of appropriated funds, the State
shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to
terminate this Agreement immediately upon giving the
Confractor notice of such termination. The State shall not
be required to transfer funds from any other account to
the Account identified in block 1.6 in the event funds in
that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are idenfified and more particularly described
in EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall
be the only and the complete reimbursement to the
Contractor for all expenses, of whatever nature incurred
by the Contractorin the performance hereof, and shall
be the only and the complete compensation to the
Contractor for the Services. The State shall have no
liability to the Contractor other than the contract price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this
Agreement those liquidated amounts required or
permitted by N.H. RSA 80:7 through RSA 80:7-¢ or any
other provision of law.

5.4 Notwithstanding any provision in this Agreement to
the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments
authorized, or actually made hereunder, exceed the
Price Limitation set forth in block 1.8.

§. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT OPPORTUNITY.

6.1 In connection with the performance of the Services,
the Confractor shall comply with all statutes, laws,
regulations, and orders of federal, state, county or
municipal authorities which impose any obligation or duty
upon the Contractor, including, but not fimited to, civil
rights and equal opportunity laws. This may include the
requirement to utilize auxiliary aids and services fo ensure
that persons with communication disabilities, including
vision, hearing and speech, can communicate with,
receive information from, and convey information to the
Contractor. In addition, the Contractor shall comply with
all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor
shall not discriminate against employees or applicants for
employment because of race, color, religion, creed, age,
sex, handicap, sexual orientation, or national origin and
will take affirmative action fo prevent such discrimination.
6.3 1f this Agreement is funded in any part by monies of
the United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60}, and with any rules, regulations and
guidelines as the State of New Hampshire or the United
States issue to implement these regulations. The
Contractor further agrees to permit the State or United
States access to any of the Contractor's books, records
and accounts for the purpose of ascertaining
compliance with alf rules, regulations and orders, and the
covenants, terms and conditions of this Agreement,

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The
Contractor warrants that all personnel engaged in the
Services shall be quadlified to perform the Services, and
shall be properly licensed and otherwise authorized to do
so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term
of this Agreement, and for a period of six {6) months after
the Completion Date in block 1.7, the Contractor shall
not hire, and shall not permit any subcontractor or other
person, firm or corporation with whom it is engaged in a
combined effort to perform the Services to hire, any
person who is a State employee or official, who is
materially involved in the procurement, administration or
performance of this Agreement. This provision shall
survive termination of this Agreement.
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7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the
event of any dispute concerning the interpretation of this
Agreement, the Contracting Officer’s decision shall be
final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of
the Contractor shall constitute an event of default
hereunder ("Event of Default”):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder;
and/or

8.1.3 failure to perform any other covenant, term or
condition of this Agreement.

8.2 Upon the occurrence of any Event of Default, the
State may take any one, or more, or dll, of the following
actions:

8.2.1 give the Confractor a written notice specifying the
Event of Default and requiring it fo be remedied within, in
the absence of a greater or lesser specification of time,
thirty (30) days from the date of the notice; and if the
Event of Default is not timely remedied, terminate this
Agreement, effective two {2} days after giving the
Conftractor nofice of termination;

8.2.2 give the Conftractor a written notice specifying the
Event of Default and suspending all payments to be
made under this Agreement and ordering that the
portion of the contract price which would otherwise
accrue o the Confractor during the period from the date
of such notice until such fime as the State determines that
the Contractor has cured the Event of Defauit shall never
be paid to the Contractor;

8.2.3 set off against any other obligations the State may
owe to the Contractor any damages the State suffers by
reason of any Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any
of its remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/ PRESERVATION.

9.1 As used in this Agreement, the word "data” shall
mean all information and things developed or obiained
during the performance of, or acquired or developed by
reason of, this Agreement, including, but not limited to, all
studies, reports, files, formulae, surveys, maps, charts,
sound recordings, video recordings, pictorial
reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts,
notes, letters, memoranda, papers, and documents, all
whether finished or unfinished.

9.2 All data and any property which has been received
from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of
the State, and shall be retumed to the State upon
demand or upon termination of this Agreement for any
reason.

9.3 Confidentidlity of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion
of the Services, the Contractor shall deliver to the
Contracting Officer, not later than fifteen (15) days after
the date of termination, a report (“Termination Report”)
describing in detail all Services performed, and the
contract price earned, to and including the date of
termination. The form, subject matter, content, and
number of copies of the Termination Report shall be
identical to those of any Final Report described in the
attached EXHIBIT A.

11. CONTRACTOR'’S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is in all
respects an independent confractor, and is neither an
agent nor an employee of the State. Neither the
Contractor nor any of its officers, employees, agents or
members shall have authority o bind the State orreceive
any benefits, workers’ compensation or other
emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS. The
Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice
and consent of the State. None of the Services shall be
subconfracted by the Contractor without the prior written
notfice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered
by the State, its officers and employees, and any and all
claims, liabilities or penalties asserted against the State, its
officers and employees, by or on behalf of any person,
on account of, based or resulting from, arising out of (or
which may be claimed to arise out of) the acts or
omissions of the Contractor. Notwithstanding the
foregoing, nothing herein contained shall be deemed to
constitute a waiver of the sovereign immunity of the
State, which immunity is hereby reserved to the State. This
covenant in paragraph 13 shall survive the termination of
this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against
alf claims of bodily injury, death or property damage, in
amounts of not less than $1,000,000 per occurrence and
$2,000,000 aggregate; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an
amount not less than 80% of the whole replacement
value of the property.

14.2 The policies described in subparagraph 14.1 herein
shall be on policy forms and endorsements approved for
use in the State of New Hampshire by the N.H.
Department of Insurance, and issued by insurers licensed
in the State of New Hampshire.
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14.3 The Confractor shall furnish to the Contracting
Officer identified in block 1.9, or his or her successor, a
certificate(s) of insurance for all insurance required under
this Agreement. Contractor shall also furnish o the
Contracting Officer identified in block 1.9, or his or her
successor, cerfificate(s) of insurance for all renewal(s) of
insurance required under this Agreement no later than
thirty (30} days prior to the expiration date of each of the
insurance policies. The certificate(s) of insurance and
any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or
his or her successor, no less than thirty (30) days prior
written notice of cancellation or modification of the
policy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Confractor agrees,
cerfifies and warrants that the Contractor is in
compliance with or exempt from, the requirements of
N.H. RSA chapter 281-A (“Workers' Compensation”).

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subconiractor or assignee to
secure and maintain, payment of Workers'
Compensation in connection with activities which the
person proposes to undertake pursuant to this
Agreement. Contractor shall furnish the Coniracting
Officer identified in block 1.9, or his or her successor, proof
of Workers' Compensation in the manner described in
N.H. RSA chapter 281-A and any applicable renewal(s)
thereof, which shall be attached and are incorporated
herein by reference. The State shall not be responsible for
payment of any Workers’ Compensation premiums or for
any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance
of the Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to enforce
any provisions hereof after any Event of Default shall be
deemed a waiver of ifs rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed o
waiiver of the right of the State to enforce each and all of
the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

17. NOTICE. Any noftice by a party hereto to the other
party shall be deemed to have been duly delivered or
given at the fime of mailing by certified mail, postage
prepaid, in a United States Post Office addressed to the
parties at the addresses given in blocks 1.2 and 1.4,
herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing
signed by the parties hereto and only after approval of
such amendment, waiver or discharge by the Governor
and Executive Council of the State of New Hampshire
unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS. This
Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon
and inures to the benefit of the parties and their
respective successors and assigns. The wording used in
this Agreement is the wording chosen by the parties to
express their mutual intent, and no rule of construction
shall be applied against or in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall nof be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words
contained therein shall in no way be held to explain,
modify, amplify or aid in the interpretation, construction
or meaning of the provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set forth in
the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction
to be contrary fo any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which
shall be deemed an original, constitutes the entire
Agreement and understanding between the parties, and
supersedes alf prior Agreements and understandings
relating hereto.
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EXHIBIT A
SCOPE OF SERVICES

1. INTRODUCTION

Carahsoft Technology Corporation {hereinafter referred to as the “Contractor”) hereby agrees to
provide the State of New Hampshire (hereinafter referred to as the “State”), Department of
Administrative Services, with Security Compliance, Testing And Remediation — Forensic Investigation
Services in accordance with the bid sulbmission in response to State Request for Bid #2075-18 and as
described herein.

2. CONTRACT DOCUMENTS

This Contract consists of the following documents (“Contract Documents”) in order of precedence:

State of New Hampshire Terms and Conditions, General Provisions Form P-37
EXHIBIT A Scope of Services

EXHIBIT B Payment Terms

EXHIBIT C Special Provisions

EXHIBIT D RFB 2075-18

EXHIBIT E Pre-Engagement Checklist

g. EXHIBITF Glossary of Terms

TOQ0UT0

3. TERM OF CONTRACT

This contract shall commence upon the approval of the Commissioner of Administrative Services and
terminate on February 28, 2021, a period of approximately two (2) years and ten (10) months.

The Confract may be extended for additional periods of time thereafter under the same terms,
conditions and pricing structure upon the mutual agreement between the Contractor and the
Bureau of Purchase and Property, with the approval of the Commissioner of the Department of
Administrative Services, but shall not exceed five (5) years in total.

4. SCOPE OF WORK

All services performed under this Contract(s) shall be performed between the hours of 8:00 AM. and
4:00 P.M. unless other arrangements are made in advance with the State. Any deviation in work
hours shall be pre-approved by the Contracting Officer. The State requires ten-day advance
knowledge of said work schedules to provide security and access to respective work areas. No
premium charges will be paid for any off-hour work.

The State shall require correction of defective work or damages to any part of a building or its
appurtenances when caused by the Contractor's employees, equipment or supplies. The
Conftractor shall replace in satisfactory condition all defective work and damages rendered thereby
or any other damages incurred. Upon failure of the Contractor to proceed promptly with the
necessary corrections, the State may withhold any amount necessary to correct all defective work or
damages from payments to the Contractor.

The work staff shall consist of qualified persons completely familiar with the products and equipment
they shall use. The Contracting Officer may require the Coniractor fo dismiss from the work such
employees as deems incompetent, careless, insubordinate, or otherwise objectionable, or whose
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continued employment on the work is deemed to be contrary to the public interest or inconsistent
with the best interest of security and the State.

The Contractor or their personnel shall not represent themselves as employees or agents of the State.

While on State property, employees shall be subject to the control of the State, but under no
circumstances shall such persons be deemed to be employees of the State.

All personnel shall observe all regulations or special restrictions in effect at the State Agency.

The Contractor’s personnel shall be allowed only in areas where services are being performed. The
use of State telephones is prohibited.

SUBCONTRACTING:

In addition fo the provisions of Section 12 of the P-37 related to assignment and subcontracting of
confractual rights and obligations, the Contractor shall be responsible to the State for the acts and
omissions of all subcontractors or agents and of persons directly or indirectly employed by such
subcontractors, and for the acts and omissions of persons employed directly by the Contractor. No
contractual relationships exist between any subcontractor and the State.

STAFFING REQUIREMENTS:

Employment of Undocumented Workers Prohibited — Contractor shall not employ any employee
without obtaining documentation showing the employee's eligibility to work in the United States. The
employer shall maintain such documentation for the period required by federal law. Acceptable
documentation of eligibility to work in the United States shall include documents required by federal
law or supporting documentation that safisfies the requirement of federal law.

Bankruptcy or Receivership
Voluntary orinvoluntary bankruptcy or receivership by the Contractor may be cause for termination
at the election of the State.

Material Breach

The non-breaching party may terminate the contract in whole or in part after thirty (30) days written
notice, as described in the Form P-37 General Terms and Conditions Section 8, in the event of the
breaching party’s failure fo perform a material obligation of the contract.

LIAISON AND SERVICE OF NOTICES:

All project management and coordination on behalf of the State shall be through a single point of
contact designated as the State's licison. The Contractor shall designate a licison that shall provide
the single point of contact for management and coordination of Contractor’s work. All work
performed pursuant to this Contract shall be coordinated between the State’s licison and the
Contractor’s licison.

DISPUTE RESOLUTION:

Prior to the filling of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the “Invoking Party”) shall call for the progressive management
involvement in the dispute negotiations by written notice to the other party. Such notice shall be
without prejudice to the invoking party’s right to any other remedy permitted by this Contract.
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SECTION lI: FORENSIC INVESTIGATION SERVICES (ALL DATA BREACHES)

Contractor shall be certified by the PCl Security Standards Council for PCI DSS compliance services
by Visa, MasterCard, American Express and Discover as a PCl Forensic Investigators (PFl). PCl Forensic
Investigators must work for a Qualified Security Assessor (QSA) company that has been qualified by
the PCl Security Standards Council. Only Approved PFls can perform PCl forensic investigations.
QSAs are also qualified to provide forensic investigation services for non-PCl related compliance
incidenfs.

PCI Forensic Investigators provide an independent investigation related to a data breach and the
security vulnerabilities that enabled it. A PFlis retained to investigate the security issue, determine
root cause and provide recommendations on mitigation and remediation efforts.  In addition to
investigations of the State’s PCI cardholder environment, the PFl services can also be used for other
data breaches and security events that compromise personally identifiable information (Pil) and
other sensitive data such as personal health information (PHI) or federal tax information (FTI).

The Coniractor’'s servers and their workers must be located within the United States of America.

The Confractor must be in good standing for the Contract duration. The Contract shall be terminated
immediately if the Contractor is dropped from the PCI SSC listings of QSA companies or is placed on
remediation status.

PCI Forensic Investigators:
Contractor, as a PRl Company, responsibilities mclude {without limitation) the following:
Driving and performing all aspects of PFl Investigations
« Adhere to dll procedures, guidelines and evidence handling as idenfiified in the PCl Security
Standards Council's [PCI SSC) Forensic Investigator Program Guide, under the current version;
¢+ Determine the scope of the investigation and the relevant sources of evidence
¢  Make recommendations on how the State should prioritize containment and secure sensitive

data;
» Provide Investigation reporting and delivery of applicable PFl Reports as further described
below; and

e For cardholder incidents governed by PCl security requirements, provide a feedback form as
described in Appendix D of the PCI SSC’'s Forensic Investigator Program Guide, under the
current version

Investigation Reporting:

The Conftractor, as a PFl Company, will have all requisite authority to provide materials and
information (including but not limited to final and draft PFl Reports and work papers as described
above. Before beginning each PFl Investigation engagement, Contractor must inform the State that
it shall be required to disclose the same as herein described and must obtain clear, unqualified
permission and consent from the State to make such disclosures.

The following reports must be produced as part of each PFl Investigation:

Preliminary Incident Response Report: Each completed Preliminary Incident Response Report must
be delivered to the applicable State agency no later than five (5) business days after beginning PFI
Investigation review.

At a minimum, the preliminary incident response report shall include a description of the scope of

the:
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Identity of the reporting agency

Identify of the lead investigator

Identity of all third parties included in the investigation

Date of the start of the investigation

Date of report

Breach evidence

First confirmed date that the intruder or malware entered the network
Scope of the forensic investigation

Type of data

Initial thoughts on attacker

If contained, how was it contained and when was it contained
Estimated date of investigation completion

Final Incident Response Report:
The completed Final PFl Report must be delivered to each affected Participating Payment Brand, the
applicable State agency, and such State of New Hampshire's affected acquirer(s) (if the State is a
merchant), in each case no later than ten (10) business days after completion of the corresponding
PFl Investigation of such:
» |dentity of the reporting agency
Identify of the lead investigator
Identity of all third parties included in the investigation
Date of the start of the investigation
Date of report
Breach evidence
First confirmed date that the intruder or malware entered the network
Scope of the forensic investigation
Descriptive list of items submitted for examination
Executive Summary of the results and conclusions, including short term and long term
recommendations to prevent future events
» Description of steps taken during the examination including search parameters and recovered
files
» Detailed report of the results and conclusions along with supporting evidence.

5. TERMINATION

The State of New Hampshire has the right to terminate the contract at any time by giving the
Contractor thirty (30) days advance written notice.

6. OBLIGATIONS AND LIABILITY OF THE CONTRACTOR

The Contractor shall provide all services strictly pursuant to, and in conformity with, the specifications
described in State RFB #2075-18, as described herein, and under the terms of this Contract.

The Contractor shall agree to hold the State of NH harmless from liability arising out of injuries or
damage caused while performing this work. The Contractor shall agree that any damage to
building(s), materials, equipment or other property during the performance of the service shall be
repaired at its own expense, to the State's satisfaction.

7. DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION LOWER TIER COVERED
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TRANSACTIONS

The Contractor certifies, by signature of this contract, that neither it nor its principals is presently
debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from
participation in this fransaction by any Federal Department or Agency.

8. INSURANCE

Certificate of insurance amounts must be met and maintained throughout the term of the contract
and any extensions as per the P-37, section 14 and cannot be cancelled or modified until the State
receives a 10 day prior written nofice.
In addition, the following coverage shall be required by the Contractor along with proof of
coverage:

+  Minimum coverage level of $5,000,000 for Professional Errors and Omissions

*  Cyber Theft Liability in the amount of $2,000,000 per occurrence

» Electronic Data Loss (EDL) in the amount of $2,000,000 per occurrence

9. CONFIDENTIALITY & CRIMINAL RECORD

If requested by the using agency, the Contractor and its employees, and Sub-Contractors {if any},
shall be required to sign and submit a Confidential Nature of Department Records Form and a
Criminal Authorization Records Form. These forms shall be submitted to the individual using agency
prior to the start of any work.
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EXHIBIT B
PAYMENT TERMS

1. CONTRACT PRICE

The Confractor hereby agrees to provide security compliance, testing and remediation services in
complete compliance with the terms and conditions specified in Exhibit A for an amount up to and
not to exceed a price of $300,000.00; this figure shall not be considered a guaranteed or minimum
figure; however it shall be considered a maximum figure from the effective date of through the
expiration date set as February 28, 2021.

2. PRICING STRUCTURE

Hourly Rate Hourly Rate
Service Description (Onsite) {Offsite)

Data Breach
Investigative Services $269 $269

3. PRICING QUOTATIONS FOR INDIVIDUAL PROJECTS

State agencies shall request quotations from all contractors awarded in the section of services being
requested by providing a Statement of Work (SOW) describing the services required as well as the
Pre-Engagement Checklist (Exhibit E). If appropriate, the contractors may be allowed to view code
or facilities after the execution of confidentiality agreements. Contractor must return pricing
quotations within five (5) business days. If additional information has been circulated to all
contractors, Contractor shall have one (1) extra business day to revise the quotation. The quoted
hourly rates shall not exceed the rates listed herein. ‘

4. INVOICE

ltemized invoices shall be submitted to the individual agency after the completion of the job/services
and shall include a brief description of the work done along with the location of work.

Contractor shall be paid within 30 days after receipt of properly documented invoice and
acceptance of the work to the State’s satisfaction.

The invoice shall be sent fo the address of the using agency under agreement.
5. PAYMENT

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: hitps://www.nh.gov/treasury
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EXHIBIT C
SPECIAL PROVISIONS

There are no special provisions of this contract.
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EXHIBIT D

RFB #2075-18 is incorporated here within.
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EXHIBIT E

Pre-Engagement Checklist (EXAMPLE)

These questions are infended to help the Contractor understand your agency’s needs for an
assessment to validate your compliance with the Payment Card Industry Data Security Standard (PCI
DSS current version) or Federal, State or industry standards

Agency Information

Contact Name

Name of Organization
Mailing Address

City, State, Zip Code
Telephone Number
Fax Number

E-mail Address

Policy and Procedures
Do information security policies and procedures currently existe Yes No
Can these documents be made available o Contractor analysts? Yes No

Check which of the following performance categories are included under this SOW:

__ PCi-Penetration Testing, or Remediation efforts
_Non-PCl - Security and compliance assessments, code reviews, penetration testing and reviews
for general information management and security compliance

1. ldentify details of the engagement and project schedule.
{Provide narrative that outlines purpose of the engagement. If non-PCl, identify what security
standards are in scope)

2. Details about the environment in scope for the engagement.
(Provide business processes, policies and procedures, network diagrams, data flow diagrams,
IP address and application credentials and any other information about the engagement
needed by the Confractor to assess the level of effort)

4

3. What are the rules of engagement?
{This includes project timeline, success criteria, toolset identification, testing behaviors)
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EXHIBIT F
GLOSSARY OF TERMS

TERM DEFINITION

Also referred to as “merchant bank,” “acquiring bank," or “acquiring financial
institution”. Entity, typically a financial institution that processes payment card
transactions for merchants and is defined by a payment brand as an acquirer.
Acquirers are subject to payment brand rules and procedures regarding merchant

Acquirer compliance.
Any entity that utilizes or seeks to utilize payment card processing services under

Agency contracts secured by DAS

AOC Aftestation of Compliance

BAMS Bank of America Merchant Services

Chase J.P. Morgan Chase Merchant Services

Administrative
Safeguards

Administrative safeguards are administrative actions, policies, and procedures to
prevent, detect, contain, and correct security violations. Administrative safeguards
involve the selection, development, implementation, and maintenance of security
measures to protect e-PHI and to manage the conduct of workforce members in
relation to the protection of that information. A central requirement is that you
perform a security risk analysis that identifies and analyzes risks to e-PHI and then
implement security measures to reduce the identified risks.

Audit

An independent examination of security controls associated with o representative
subset of organizational information systems to determine the operating
effectiveness of system controls; to ensure compliance with established policy and
operational procedures; and fo recommend changes in controls, policy, or
procedures where needed.

Audit trail

A chronological record of system activities sufficient to enable the reconstruction,
review, and examination of security events related to an operation, procedure, or
event in a fransaction from its inception to final results.

Authentication

Verification of the identity of a user, process, or device, often as a prerequisite to
allowing access to resources in an information system.

Display of an information system, which outlines the parameters for system or

Banner information use.
Acronym for "cardholder data environment.” The people, processes and
technology that store, process, or transmit cardholder data or sensitive
CDE authentication data.

Certification in
Health Information
Security

Healthcare Information and Management Systems Society (HIMSS) and the
American Health Information Management Association (AHIMA) are two
organizations that offer certifications upon successful completion of an exam.

Cerfified in
Healthcare Privacy
and Security (CHPS)

This credential is designated fo professionals who are responsible for safeguarding
patient information. This credential signifies expertise in planning, executing, and
administering privacy and security protection programs in health care organizations
ond competence in a specialized skill set in the privacy and security aspects of
health information management.

Certified
Professional in
Healthcare
Information and
Management
Systems {CPHIMS)

CPHIMS is a professional cerfification program for health care information and
management systems professionals.
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CISA Certified Information Systems Auditor (CISA)

CISSP Ceriified Information Systems Security Professional (CISSP)
Classified National security information classified pursuant fo Executive Order 12958.
CMS Centers for Medicare and Medicaid Services

Compensating controls may be considered when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented
Compensating business constraints, but has sufficiently mitigated the risk associated with the
Controls requirement through implementation of other controls. Compensating confrols must:

Also referred to as “data compromise,” or “data breach.” Infrusion into a computer
system where unauthorized disclosure/theft, modification, or destruction of

Compromise cardholder data is suspected.

A structured process of managing and controlling changes to hardware, software,
Configuration firmware, communications, and documentation throughout the system
management development life cycle.
Contractor The company and/or consultants providing the services.
Cross-Site Request Vulnerability that is created from insecure coding techniques, resulting in improper
Forgery {CSRF) input validation. Often used in conjunction with CSRF and/or SQL injection.

Vulnerability that is created from insecure coding methods that allows for the
Cross-Site Scripting execution of unwanted actions through an authenticated session. Often used in

(XSS) conjunction with XSS and/or SQL injection.

The process of rendering plain text information unreadable and restoring such
Cryptography unreadable information to a readable form.

The process of converting encrypted information intfo a readable form. This ferm is
Decryption also referred to as deciphering.

Records that have had enough Pllremoved or obscured such that the remaining
De-identified information does not identify an individual and there is no reasonable basis fo
Information believe that the information can be used to identify an individual.

The Privacy Rule does not restrict the use or disclosure of de-identified health
information. De-identified health information neither identifies nor provides ¢
reasonable basis to identify an individual. If data is de-identified in the manner
prescribed by HIPAA, it is not PHL. Increasingly researchers are seeking and using de-
De-ldentified PHI identified clinical data for health system improvement activities.

A method of restricting logical access to information system objects (e.g., files,
Discretionary access | directories, devices, permissions, rules) based on the identity and need-to-know of
control users, groups, of processes.

Distinguishable
Information Information that can be used to identify an individual.

Abbreviation for “demilitarized zone.” Physical or logical sub-network that provides
an additional layer of security o an organization’s internal private network. The DMZ
adds an additional layer of network security between the Internet and an
organization's internal network so that external parties only have direct connections
DMZ fo devices in the DMZ rather than the enfire internal network.

Acronym for *domain name system” or “domain name server.” A system that stores
information associated with domain names in a distributed database to provide
DNS name-resolution services 1o users on networks such as the Internet.

EHR Electronic Health Record

Europay, MasterCard and Visa which stands for a global standard for cards
equipped with computer chips and the technology used to authenticate chip-card
EMV fransactions.
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Entity Under
Investigation

A merchant, service provider, financial institution or other enftity that processes,
stores, or transmits cardholder data is required to comply with any PCI Standard,
and is at the time in question required pursuant to Industry Rules to undergo a PFI
Investigation of a specific Security Issue by a PFI.

Event

Refers to a single event of a known or suspected data compromise. It is used
interchangeably with the term “incident.”

Forensics

Also referred to as “computer forensics.” As it relates to information security, the
application of investigative tools and analysis techniques to gather evidence from
computer resources to determine the cause of data compromises.

HIPAA

Health Insurance Portability and Accountability Act as updated by the HIPAA
Omnibus Final Rule2 in 2013, set forth how certain entities, including most health care
providers, must protect and secure patient information. They also address the
responsibilities of Business Associates (BAs), which include EHR developers working
with health care providers.

Incident

Refers to each single occurrence of known or suspected data compromise. It is used
interchangeably with the term “event.”

Information Security:
Encryption

Per the HIPAA Security Rule, a CE, such as a health care provider, must use
encryption if, after implementing its security management process, it determines
that encryption is a reasonable and appropriate safeguard in its practice
environment to safeguard the confidentiality, infegrity, and availability of e-PHI.

Information system
security

The protection of information systems and information against unauthorized access,
use modification, or disclosure to ensure the confidentiality, integrity, and availability
of information systems and information.

Integrity

The protection of information systems and information from unauthorized
modification to ensure the quality, accuracy, completeness, nonrepudiation, and
authenticity of information.

Key

Information used to establish and periodically change the operations performed in
cryptographic devices for the purpose of encrypting and decrypting information.

Key Staff

The Contractor's vital staff assigned to the project (for example: QSA’s)

Management
controls

Security controls focused on managing organizational risk and information system
security and devising sufficient countermeasures or safeguards to mitigate risk to
acceptable levels. Management control families include risk assessment, security
planning, system and services acquisition, and security assessment.

Masking

In the context of PCI DSS, it is a method of concealing a segment of data when
displayed or printed. Masking is used when there is no business requirement to view
the entire PAN. Masking relates to protection of PAN when displayed or printed. See
Truncation for protection of PAN when stored in files, databases, etc.

Merchant

For the purposes of the PCI DSS, a merchant is defined as any entity that accepts
payment cards bearing the logos of any of the five members of PCI SSC (American
Express, Discover, JCB, MasterCard or Visa) as payment for goods and/or services.
Note that a merchant that accepts payment cards as payment for goods and/or
services can also be a service provider, if the services sold result in storing,
processing, or fransmitting cardholder data on behalf of other merchants or service

MO/TO

Mail-Order/Telephone-Order
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Also referred to as “segmentation” or “isolation.” Network segmentation isolates
system components that store, process, or transmit cardholder data from systems
that do not. Adequate network segmentation may reduce the scope of the
cardholder data environment and thus reduce the scope of the PCI DSS
assessment. See the Network Segmentation section in the PCI DSS Requirements and

Network Security Assessment Procedures for guidance on using network segmentation.
Segmentation Network segmentation is not o PCI DSS requirement.

Data that has been distorted by cryptographic or other means to hide information.
Obscured Data It is also referred o as being masked or obfuscated.

Security controls focused on mechanisms primarily implemented by people as
opposed to systems. These controls are established to improve the security of a
group, a specific system, or group of systems. Operational controls require technical
or specialized expertise and often rely on management and technical controls.
Operational control families include personnel security, contingency planning,
configuration management, maintenance, system and information integrity,
Operational controls | incident response, and awareness and fraining.

These standards require a CE 1o have contracts or other arrangements with BAs that

Organizational will have access to the CE's e-PHI. The standards provide the specific criteria
Standards required for written contracts or other arrangements.
PA-DSS Payment Application Data Security Standard

Acronym for "primary account number” and also referred to as "account number.”
Unique payment card number (typically for credit or debit cards) that identifies the

PAN issuer and the particular cardholder

In the context of PA-DSS, a software application that stores, processes, or transmits
Payment cardholder data as part of authorization or seftlement, where the payment
Application application is sold, distributed, or licensed to third parties.

Sometimes referred to as “payment gateway” or "payment service provider {PSP)".
Enfity engaged by a merchant or other entity o handle payment card transactions
on their behalf. While payment processors typically provide acquiring services,
payment processors are not considered acquirers unless defined as such by a
Payment Processor payment card brand.

PCI Payment Card Industry

Refers to a company, organization, or other legal entity that is in compliance with all
PFI Company Requirements {defined in the PFl Qualification Requirements) and has

PCI Forensic been qualified as a PFl Company and/or PFI Employee by PCI SSC {or another
Investigator, PF, or Approving Organization, if applicable) as a PFI. A list of PFIs can be obtained at
PFl Company www .pcisecuritystandards.org

PCI-DSS Payment Card Industry Data Security Standard

Penetration tests attempt to identify ways to exploit vulnerabilities to circumvent or
defeat the security features of system components. Penetration testing includes
network and application testing as well as controls and processes around the
networks and applications, and occurs from both outside the environment (external
Penetration Test testing) and from inside the environment.

Any information about an individual maintained by an agency with respect to, but
not limited to, education, financial fransactions, medical history, and criminal or
employment history, and information that can be used to distinguish or trace an

Personally individual's identity (e.g.. name, Social Security Number, date and place of birth,
identifiable mother’s maiden name, biometric records) including any other personal information
information linked or linkable to an individual.
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PFl Investigation

Refers to the forensic investigation of a Security Issue for an Entity Under Investigation
pursuant to applicable Industry Rules for PFl Program

PFl Portal

The secure web portal designated by PCI SSC for the applicable purpose in
connection with the PFl Program.

Physical Safeguards

These safeguards are physical measures, policies, and procedures to protect
electronic information systems and related buildings and equipment from natural
and environmental hazards and unauthorized intrusion. These safeguards are the
technology and the policies and procedures for its use that profect e-PHI and
confrol access to it

Pll Confidenftiality
Impact Level

The Pl confidentiality impact level—low, moderate, or high—indicates the potential
harm that could result to the subject individuals and/or the organization if Pll were
inappropriately accessed, used, or disclosed.

PMP

Project Management Professional

POI

Acronym for "Point of Inferaction,” the initial point where data is read from a card.
An electronic fransaction-acceptance product, a POI consists of hardware and
software and is hosted in acceptance equipment to enable a cardholder to
perform a card fransaction. The POl may be attended or unattended. POI
transactions are typically integrated circuit (chip) and/or magnetic-stripe card-
based payment

Point of
Compromise

Refers to the location where account number data was obtained by unauthorized
third parties.

Policies and
Procedures

These standards require a CE to adopt reasonable and appropriate policies and
procedures to comply with the provisions of the Security Rule. A CE must maintain,
until six years after the date of their creation or last effective date (whichever is
later), written security policies and procedures and written records of required
actions, activities, or assessments. A CE must periodically review and update its
documentation in response to environmental or organizational changes that affect
the security of e-PHI.

Privacy Impact
Assessment (PIA)

“An analysis of how information is handled that ensures handling conforms to
applicable legal, regulatory, and policy requirements regarding privacy; determines
the risks and effects of collecting, maintaining and disseminating information in
identifiable form in an electronic information system; and examines and evaluates
protections and alternative processes for handling information to mitigate potential
privacy risks.

Project

The Payment Card Industry Data Security Standard PCI Compliance Assessment
provide 1o the State of New Hampshire

Project Leads

The Contractor’s main staff that will direct the project through to completion (for
example: Project Managers)

Project Staff

All of the Contractor's Staff assigned to complete the PCl Assessments and/or
Remediation efforts, including project leads, management and key staff.

Qudlified Security Assessor

QSA
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Risk Analysis

The risk analysis requirement in the HIPAA Security Rule is much more expansive. It
requires you to assess the potential risks and vulnerabilities to the confidentiality,
integrity, and availability of all the electronic Protected Health Information (e-PHI)
that an organization creates, receives, maintains, or transmits — not just the e-PHI
maintained in Certified EHR Technology {CEHRT). This includes e-PHI in other
electronic systems and all forms of electronic media, such as hard drives, floppy
disks, compact discs {CDs), digital video discs (DVDs), and smart cards or other
storage devices, personal digital assistants, fransmission media, or portable
electronic media. In addition, you will need to periodically review your risk analysis 1o
assess whether changes in your environment necessifate updates to your security
measures.

ROC

Report on Compliance

Security Issue

Refers to an actual or suspected compromise or other incident that, in accordance
with applicable Industry Rules, requires forensic investigation by a PFL

Service Provider

Business entity that is not a payment brand, directly involved in the processing,
sforage, or fransmission of cardholder data on behalf of another entity. This also
includes companies that provide services that control or could impact the security
of cardholder data. Examples include managed service providers that provide
managed firewdls, IDS and other services as well as hosting providers and other
entities. If an entity provides a service that involves only the provision of public
network access—such as a telecommunications company providing just the
communication link—the entity would not be considered a service provider for that
service {although they may be considered a service provider for other services).

SONH

State of New Hampshire

SQL Injection

Form of attack on database-driven web site. A malicious individual executes
unauthorized SQL commands by taking advantage of insecure code on a system
connected fo the Internet. SQL injection attacks are used to steal information from a
database from which the data would normally not be available and/or to gain
access to an organization’s host computers through the computer that is hosting the
database.

State

Refers to the State of New Hampshire

System of Records

“A group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or
other identitying particular assigned fo the individual.l

System Security Plan

An official document that provides an overview of the security requirements for an
information system and describes the security controls in place or planned for
meeting those requirements (NIST SP 800-18).

Technical controls

Security controls executed by the computer system through mechanisms contained
in the hardware, software, and firmware components of the system. Technical
security control families include identification and authentication, access control,
audit and accountability, and system and communications protection.

Traceable

Information that is sufficient to make a determination about a specific aspect of an
individual's activities or status.

Voice over Internet
Protocol (VolP)

A methodology and group of technologies for the delivery of voice
communications and multimedia sessions over Internet protocol networks, such as
the Internet. ]
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Vulnerability
assessment

Systematic examination of an information system to determine its security posture,
identify control deficiencies, propose countermeasures, and validate the operating
effectiveness of such security countermeasures after implementation.

Work Plan

Schedule and description of the elements of the Statement of Work
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CERTIFICATE OF LIABILITY INSURANCE

CARAH-1

OP ID: DJ

DATE (MM/DDIYYYY)
04/18/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.

If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
Russell Ins. Group, Inc. (MAR)
A Subsidiary of ACNB Corp.
2526 West Liberty Road
Westminster, MD 21157

410-875-5617

SSNIACT Debra L. Jeffries x5821

PHONE 410-875-5617

{A/C, No, Ext):

| FAIS No):410-875-5340

Sl os. djeffries@riginsurance.com

Douglas C. Marks INSURER(S) AFFORDING COVERAGE NAIC #
nsurer a : Hartford Casualty Ins. Company 29424
INSURED  Carahsoft Technology Corp wsurer g - Oentinel Insurance Company Ltd 11000
;ﬁi‘gﬂ:ﬁ?ﬁ%ﬁ%@day Dr. #100 wsurer ¢ . Lloyds of London 85202
INSURER D :
INSURERE :
INSURERF :

COVERAGES

CERTIFICATE NUMBER:

REVISION NUMBER:

THIS IS TO CERTIFY. THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
INSR TYPE OF INSURANCE e e POLICY NUMBER (DO TEn | bR LMITS
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE $ 1,000,000
CLAIMS-MADE | X | OCCUR 30SBABU9482 04/19/2018| 04/19/2019 | PAYGIEIORENIED o | 300,000
MED EXP (Any cne person) $ 10,000
PERSONAL & ADV INJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
POLICY B Loc PRODUCTS - COMP/OP AGG | § 2,000,000
OTHER: $
B | AUTOMOBILE LIABILITY j&?'&iﬁf'“% umrr $ 1,000,000
X | ANY AUTO ) 30UECAT1510 04/19/2018 04/19/2019 | 50DILY INJURY (Per persen) | $
OWNED SCHEDULED
AUTOSONLY | AUTGS BODILY INJURY (Per accident) | $
¥ PROPERTY DAMAGE
R oy NORRUNED (Per accident) s
$
A X UMBRELLA LIAB X CCCUR EACH OCCURRENCE $ 5,000,000
EXCESS LIAB CLAIMS-MADE 30SBABU9482 04/19/2018|04/19/2019 AGGREGATE s 5,000,000
pep | X [rerenmions 10,000 s
PER OTH-
AN EMRLOYERS: LIABILITY Sthwre | | &
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $
QFFICER/MEMBER EXCLUDED? N/A
(Mandatory in NH) E.L DISEASE - EA EMPLOYEE| §
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT | §
C |Prof. Liability MPL203759617 08/27/201708/27/2018 |Occur/Agg $10M/$10M
Retro Date 8/27/14 RETENTION-$50,000 Cyber $5M/$10M

liability coverage, ATIMA

s respects to general

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)
*Certificate holder is listed as additional insured a

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire
Administrative Services,
Bureau of Purchase and Propert
25 Capitol Street, Room 102
IConcord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED

ACCORDANCE WITH THE POLIC

Y PROVISIONS.

IN

AUTHORIZED REPRESENTATIVE

Do Pyt

ACORD 25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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ACORD
L

CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DD/YYYY)
04/18/2018

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

certificate holder in lieu of such endorsement(s).

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

PRODUCER CONTACT
. . PHONE FAX
Automatic Data Processing Insurance Agency, Inc. %A:ACAmo, Ext): (A/C, No):
1 Adp Boulevard ADDRESS:
Roseland, NJ 07068 INSURER(S) AFFORDING COVERAGE NAIC #
INSURER A : Twin City Fire Insurance Company 29459
INSURED INSURER B :
CARAHSOFT TECHNOLOGY .
S :
1860 Michael Faraday Dr, Suite 100 INSURER €
Reston, VA 20190 INSURERD :
INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER: 880606 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

[TNSR ADDLISUBR BOLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSD | WVD POLICY NUMBER (MM/DD/YYYY) | (MM/DD/YYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENGE $
DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) 3
MED EXP (Any one person) $
PERSONAL & ADV INJURY | §
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
POLICY ]—_ ] e I Loc PRODUCTS - COMP/OP AGG | $
OTHER: $
AUTOMOBILE LIABILITY (CEg'\ggg‘éEEt)s‘NGLE LIMiT $
ANY AUTO BODILY INJURY (Per person) | $
ALLOWNED [ ] SCHEDULED ’
AUTOS | | AUTOS BODILY INJURY (Per accident) | $
NON-OWNED PROPERTY DAMAGE s
HIRED AUTOS AUTOS (Per accident)
$
UMBRELLA LIAB OCCUR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED ‘ ‘ RETENTION$ $
WORKERS COMPENSATION TPER TOTH-
AND EMPLOYERS' LIABILITY YIN X [ S | |88 000,000
ANY PROPRIETOR/PARTNER/EXECUTIVE .
A O R R N/A| N | 7T6WEGZJ6798 04/19/2018 | 04/19/2019 | &L EACHACCIDENT § it
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE $ 1,000,000
If yes, describe under 1,000,000
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT | § ,000,

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Administrative Services, Bureau of Purchase and Property
25 Capitol Street, Room 102

Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2014/01)

A® 1988-2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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1.

12.

State of Neto Hampshire

APPLICATION FOR CERTIFICATE OF AUTHORITY - FOR PROFIT FOREIGN CORPORATION
NOTES FOR COMPLETING FORM 40 (RSA 293-A:15.03)

The form must be legibly printed or typed on 8.5” x 11" paper and maintain 1" margins. Pencil or erasable ink is not
acceptable.

Article First: The EXACT name of the corporation as registered with the state of incorporation’s secretary of state.
The name must match exactly as on record including punctuation wherever it appears on the Form 40.

Article Second: If the name of the corporation does not contain the word "Corporation”, "Incorporated” or "Limited"
or an abbreviation "Corp.", “Inc.” or “Ltd.", insert the name of the corporation with the word or abbreviation which it
elects to add thereto for use in New Hampshire.

OR

If the corporate name is not available for use in New Hampshire, enter the name to be used in New Hampshire. In
this case a trade name application must be filed with an additional $50.00 fee and a copy of a board of directors'
resolution to use the trade name in New Hampshire. The board of directors’ resolution must be signed by the
SECRETARY of the corporation. (A corporate designation cannot be used on the trade name.)

Article Third: The complete address of its principal office. This must be a street address, city, state and zip code;
post office box, if any, may be included. All mail will be directed to this address unless otherwise specified.

Principal business information is optional and is not part of Article Third.
Article Fourth: The state of incorporation or country (if outside the U.S.) must be listed.”.

Article Fifth: The exact date of incorporation with the corporation’s state of domicile’s Secretary of State. This must
be a month/day/year date. The period of duration is to be listed. If there is none then it must be listed as “perpetual”
or “ongoing

Article Sixth: Per RSA 293 A:15.07, a registered agent and registered office must be provided. The registered
agent must reside in New Hampshire. The registered agent is the person who would receive service of process
should the corporation be sued. The registered office is the registered agent's business address where the registered
agent can be found for in-hand service of process. A street/physical address must be provided. Your application
will not be processed without an agent named or if an out of state address is listed.

Article Seventh: A brief description of the type of business (e.g. real estate, hairdresser, etc.) may be listed. This is
not required by statute.

Article Eighth: Please list the names and addresses of all of the current officers and directors; use an additional
sheet if necessary. If the laws in your state of incorporation do not require directors, please indicate in the space
provided for the directors “none required by law”. :

Application Signatures: The forms must be signed by the chairman of the board of directors, president or another
officer: or see RSA 293-A:1.20(f) for alternative signatures.

The total filing fee to register is $100.00, payable to the State of New Hampshire.

PLEASE NOTE: The name will be searched for availability upon receipt of these documents. If the filing has been
accepted, you will receive a filed-stamped copy within 30 days. If you do not receive an acknowledgement, please
contact our office. Checks are deposited upon receipt. If the check has been cashed, it only indicates we have received
the document. A cashed check is not an indication that the document has been accepted and filed. Please call the
Corporation Division (603-271-3246) with any questions you may have regarding this application.

Mailing Address - Corporation Division, NH Dept. of State, 107 N Main St, Rm 204, Concord, NH 03301-4989

Physical Location - State House Annex, 3rd Floor, Rm 317, 25 Capitol St, Concord, NH
Form 40 (Instruct.)



State of Nefo Hampshire

Filing fee: $100.00 Form 40
Use black print or type. RSA 293-A:15.03

APPLICATION FOR CERTIFICATE OF AUTHORITY
OF A FOR PROFIT FOREIGN CORPORATION

PURSUANT TO THE PROVISIONS of the New Hampshire Business Corporation Act, the undersigned

corporation hereby applies for a certificate of authority to transact business in New Hampshire and for
that purpose submits the following statement:

FIRST: The name of the corporation is Carahsoft Technology Corporation

SECOND: The name which it elects to use in New Hampshire is Carahsoft Technology Corporation

THIRD: The complete address (including zip code and post office box, if any) of its principal office is:

1860 Michael Faraday Dr. Suite 100 Reston VA 20190 .

(no. & street) (cityftown) (state) (zip code)
Principal Business Information:

Principal Mailing Address: 1860 Michael Faraday Dr. Suite 100 Reston VA 20180

(no. & street) {citytown) (state) (zip code)

Business Phone; (703) 871-8500
Business Email; sales@carahsoft.com

¥ Please check if you would prefer to receive the courtesy Annual Report Reminder by email.

FOURTH: It is incorporated under the laws of Maryland

FIFTH: The date of its incorporation is October 25, 1999 and the period of its duration is

SIXTH: The name of its registered agent IN NEW HAMPSHIRE is:
Corporation Service Company

The complete address of its registered office IN NEW HAMPSHIRE (agent's business address) is:

10 Ferry Street Suite 313 Concord NH 03301 .
(no. & street) (city/town) {state) (zip code)

SEVENTH: Describe the principal purpose or purposes which it proposes to pursue in the transaction of
business in New Hampshire (and if known, list the NAICS Code and Sub Code)
Information Technology Distributor/Reseller

NAICS Code (primary): 334614

NAICS Code {secondary): 511210

Page 1 of 2
Form 40



APPLICATION FOR CERTIFICATE OF AUTHORITY Form 40
OF A FOR PROFIT FOREIGN CORPORATION {Cont.)

EEG}?T!—%; Th.e names and usual business addresses of its current officers and directors are: (f there are
additional officers or directors, attach additional sheet OR if the laws of the state of incorporation do not
require directors, indicate below.)

Name Title Address

QFFICERS

Craig Abod President 1860 Michae! Faraday Dr. Suite 100
Reston, VA 20190

Raobert Moore Vice President 1860 Michael Faraday Dr. Suite 100
Reston, VA 20190

DIRECTORS

Eillen Lord Director of Contracts 1860 Michas! Faraday Dr. Suite 100

Reston, VA 20180

™
Carahsoft Teohnoio& Cor oraﬁg;x\
{Corporate rame}z i ? }i\ )

|
(Signatule) ARV

Craig P. Abod
{Print or type name)

President
(Title)

Date signed: April 20, 2018

Note: The sale or offer for sale of capital stock of the corporation will comply with the requirements of the
New Hampshire Uniform Securities Act (RSA 421-B). The capital stock of the corporation: 1} has been
registered or when offered will be registered under RSA 421-B; 2) is exempted or when offerad will be
exempted under RSA 421-B; 3) is or will be offered in a transaction exempted from registration under
RSA 421-B: 4) is not a security under RSA 421-B; OR 5} is a federal covered securities under RSA 421~
B. The statement above shall not by itself constitute a registration cr a notice of exemption from
registration of securities within the meaning of sections 448 and 461(i}(3) of the United States internal
Revenue Code and the regulation promulgated thereunder.

DISCLAIMER: All documents filed with the Corporation Division becoms public records and will be avaiable for
public inspection in either tangible or electronic form.

Mailing Address - Corporation Division, NH Dept of State, 107 N Main St, Rm 204, Concord, NH 03301-4888
Physical Location - State House Annex, 3rd Fioor, Rm 317, 25 Capitol St, Concord, NH

Page 2 of 2
Form 40 (7/2016)
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®) ENDORSE HERE

{ } CHECK HERE AFTER MOBILE OR REMOTE DEPOSIT
hand

DATE

DO NOT vWﬁITE, STAMP OR SIGN BELOW THIS LINE
RESERVED FOR FINANCIAL INSTITUTION USE *
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A% The security features listed below, as well as those RS-76
! ﬁ not listed, exceed industry guidelines.
fod® ’
Security Features:
Hologram = Multi-dimensionat foil seal fused to check

stock. Cannot be photocopied.

Hold red image with fingers or breathz on | .-
it. The imaga will (ade,‘md reappear.

Heat Sensitive Ink

True Watermark « Hold check to a light source to view.
Cannot be photocopied.
Visb'z Fibars * Visible hibers embauded in the paper.
~4-Invisible Fibers + Filers in paper visible upder ultraviciat light,
Void Pantograph with + When check is piwstacopied, the word “VOID™

Verification Area (VA) appears and VA disappears from center area.
Chemically Sensitive Paperand » Stains or spots may appear if chemical
Chemical Wash Delection Area alteration attemipts are made.
Microprinting WP Small type in check border appears

as dotted iine when copied.
High Resolution Waming dand * Text alerts handier to security leatures.

Anti Cepy Technology ¢ Document made wilh technology to prevent
- e rost cepiers from creating a usable copy.

Cxriginal Document Back Paltem » DiScourages cut-and-paste alteralions.

®'Padlock design is a certification mark of the Check Paymen! Systems Association
% FEDERAL RESERVE SOARD OF GOVERANORS REG. CC
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