STATE OF NEW HAMPSHIRE
BUREAU OF PURCHASE AND PROPERTY
STATE HOUSE ANNEX - ROOM 102
25 CAPITOL ST
CONCORD NH 03301-6398

DATE: 5/16/2018

CONTRACT #: 8002314 NIGP CODE: 920-0000

CONTRACT FOR: Security Compliance, Testing & Remediation Services (Merchant Cards)
CONTRACTOR: Codlfire Systems Inc. VENDOR CODE #: 221845

SUBMITTED FOR ACCEPTANCE BY:

= /ﬁ_———————
AF
MATHEW STANTON, ADMINISTRATOR Il DATE (/ 16 /g
BUREAU OF P?QHASE AND PROPERTY
ZE4S
)

ok k *******************************************************************************

APPROVED CEPTANCE BY
GARYTUNETTA, DIRECTOR DATE 3 / 9/ /@0/

DIVISION OF PROCUREMENT & SUPPORT SERVICES
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ACCEPTED FOR THE STATE OF NEW HAMPSHIRE UNDER THE AUTHORITY GRANTED TO ME BY NEW

HAMPSHIR /EVIS_7ED STATUTES ANNOTy 21-1:14, XII.
DATE g// e / /
/17,

CHARLES M. ARLINGHAUS, COMMISSIONER
DEPARTMENT OF ADMINISTRATIVE SERVICES

This is one of é contracts to be awarded

Revised 11/6/17 PAR



FORM NUMBER P-37 (version 5/8/15)
Subject:  SECURITY COMPLIANCE, TESTING AND REMEDIATION - FORENSIC INVESTIGATION SERVICES

f Notice: This agreemem-a.nd all of its attachments shﬁil become public upon submission to Governor and
| Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Coniracior hereby mutually agree as follows:
GENERAL PROVISIONS
1.  IDENTIFICATION. o

| 1.1 State Agency Name 1.2 State Agency Address
| 25 Capitol Street

Depariment of Administrative Senvices j Concord, NH 03301

1.3 Contractor Nome I 14 Confractor Address

Ccealfire Systems, inc. 11000 Westmoor Circle

Suite 450

SN . s Weﬂminsrer’ CO 8m27 ;;;;; -

1.5 Contractor Phone ' 1.6 Account Number 1.7 Completion Date ' 1.8 Price Limltation

Number | 2/28/2021 $300,000.00

303-554-6333 | Vaarious i

1.9 Confracting Officer for State Agency 1.10 Stafe Agency Telephone Number
~ Jeffery Haley 6032712202

1.11_Contractor Signaf, 2 1.1 Name and Title of Confractor Signatory

N i«"' ) Paul Kielnschniiz, Executive Vice President
L : P | el :
w%JW i{v"/im X

113 Acknowledgerrzé{\jﬁ\smfe of Colorado . County of Adams
On RPRIL A9 201§ | petore the undersigned officer, personally appeared the person identified in block 1.12, or

satisfactority proven to be the person whose name is signed in block 1.11, and acknowledged that s/he executed this
document in the caracitv indicated in block 1.12.

1.13.7 Signature of Notary Public or Justice of the Peace T ARJORIE R HOme T
2 Notary Public
% ki <. W State of Colorado
} : ) Notary ID 199540

Seal;

ST

" 1.13.2 Name and Title of Notary or Justice of fhe Peace

MpeSoeie R. HovseH

7 Comission Expires Apr 25, 2013

1.4 State Agency Signature - ., 1.16 Name and Titie of Stafe Agency Signatory
( ' Charles M. Alinghaus, Commissioner
| (l/(”’\ &/\7,(‘ Date: g// 7’/ { %

1.16  Approval by the N.H. Department of Administration, Division of Fersonnai (f applicable)

By: Director, On:

117 Approval by the Aftorney General (Form, Subsiance and Execution) {if applicobie)

By: Cn:

1.18  Approval by the Governor and Executive Coundll (f applicabie)

By: Oon;
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7.3 The Contracting Officer specified In block 1.9, or his or
her successor, shall be the State’s representative. Inthe
event of any dispute conceming the Inferpretation of this
Agresment, the Confracting Officer’s declsion shall be
final for the State.

8. EVENY OF DEFAULT/REMEDIES.

8.1 Any one or more of the following ¢icts or omissions of
the Contractor shall constifule an event of default
hereunder "Event of Default™):

8.1.1 fallure to perform the Sendces satisfactorlly or on
schedule;

8.1.2 fallure to submit any report required hereundsr:
andfor

8.1.3 fallure o perform any other covenant, term or
corxdition of this Agresment.

8.2 Upon the occunence of any Event of Default, the
State may fake any one, or mors, or all, of the following
actions:

8.2.1 give the Contfractor a wiitten notice specifying the
Event of Default and requiing it fo be remedied within, In
the gbsence of a greater or lesser specification of fime,
thirty (30} days from the date of the notice: and if the
Event of Default Is not fimely remedied, terminate this
Agreement, effective two (2) days after giving the,
Contractor nofice of termination;

8.2.2 give the Contractor a wriiten notice specifying the
Event of Default and suspending all paymenis to be
made under this Agreement and ordering that the
portion of the confract price which would otherwlse
accrue to the Contractor during the period from the dote
of such notice unfil such fime as the State determines that
the Confractor has curad the Event of Default shall never
be pald to the Confracior:

8.2.3 set off against any other obligations the State may
owe 1o the Contractor any damages the State suffers by
reason of any Event of Default; and/or

8.24 reat the Agresment as breachad and pursue any
of ifs remedies at low orin equity, or both.

9. DATAJACCESS/CONFIDENTIALITY/ PRESERVATION.

9.1 As used In this Agreement, the word *data” shall
rmean all information and things developed or obtained
during the performance of, or acquired or developed by
reason of, this Agreement, Including, but not limited to, all
studles, reports, files, formulae, surveys, maps, charls,
sound recordings, video recordings, pictoral
repreductions, drawings, analyses, graphic
representations, computer programs, computer printouts,
notes, letters, memoranda, papers, and documents, all
whether finished or unfinished.

9.2 All data and any property which has been received
from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of
the State, and shall be retumed to the State upon -
demand or upen termination of this Agreement for any
reason.

9.3 Confidentiality of data shall be govemned by NH. RSA
chapter 91-A or other exisiing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. in the event of an early termination of
this Agresment for any reason other than the completion
of the Senrvices, the Contractor shail deliver to the
Confracting Officer, not Iater than fiftean (15) days affer
the date of termination, a report CTermination Report?)
describing In detall all Services performed, and the
confract price eamed, 1o and Including the dote of
termination. The form, subject matter, content, and
number of coples of the Termination Report shall be
ldentical to those of any Final Report desciibed In the
attached EXHIBIT A

11. CONTRACTOR'S RELATION TO THE STATE. Inthe
parformance of this Agreement the Confracior is in all
respects an independent contractor, and Is nelther an
agent nor an employee of the State. Nelther the
Contractor nor any of ifs officers, employees, agents or
members shall have autherlty to bind the State or receive
any benefits, workers” compensation or other
emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS. The
Contractor shall not assign, or otherwise fransfer any
interast In this Agreement without the prior writter nofice
and consent of the State. None of tha Services shall be
subcontracted by the Confractor without the prior wiitten
notice and consent of the Siate.

13. INDEMNIFICATION. The Confractor shalt defend,
Indermnlfy and hold harmiess the State, Ifs officers and
employeas, from and against any and all iosses suffored
by the State. ifs officers and employees, and any and il
clairrs, licbilifies or penafties asserted agalnst the Siale, ifs
officers and employees, by or on behalf of any person,
on account of, bosed or resulting from, arising out of (or
which may be claimed to arise out of) the acts or
omisslons of the Contractor, Notwithstanding the
foregoing, nothing herein coniained shall be desmed to
constitute a walver of the soverelgn immunity of the
State, which immunity Is hereby reserved o the Stats. This
covenant In paragraph 13 shall survive the termination of
this Agreerment.

14, INSURAMCE.

14.1 The Contractor shall, af s sole expense, obtain and
maintain In force, and shall require any subcontractor or
assignee to obtain and malnfaln in force, the following
insurance:

14.1.1 comprehersive general liability Insurance agalnst
all clalms of bodily Injury, death or property damage, In
amounts of not less than $1,000,000 per cccurrence and
$2,000,000 aggregate; and

14.1.2 special cause of loss coverage form covering all
property subject o subparagraph 9.2 hereln, inan
amolnt not less than 80% of the whole repiacement
value of the property.

14.2 The policles described in subparagraph 14.1 hersin
shall be on policy forms and endorsementts approved for
wse In the State of New Hompshire by the NH.
Department of Insurance, and lssuad by insurers licensed
in the State of New Hampshire,

Coniractor Inltlals Q LL
Date_&/ ],




14.3 The Contractor shall fumish to the Contracting
Officer identified in block 1.9, or his or her successor, o
certificate(s) of Insurance for all Insurance required under
this Agreement. Centractor shall also fumish o the
Confracting Officer Identified in block 1.9, or his or her
successor, cerfificate(s} of Insurance for all renewal(s) of
insurance required under this Agreement no later than
thirty (30) daws prior fo the expiration date of each of the
Insurance policles. The certificatels) of insurance and
any renswdls thereof shall be affached and are
incorporated herein by reference. Each certificate(s) of
Insurance shall contalin a clause requiring the insurer to
provide the Contracting Officer identifled in block 1.9, or
his or her successor, no less than thirty (30) days prior
written notfice of canceliation or modification of the
policy.

15, WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
cerlifies and wonranis that the CondractorisIn
compliance with or exempt from, the requirsments of
N.H. RSA chapter 281-A ("Workers’ Compensation”),

156.2 To the extent the Coniractor s subject to the
requiremenis of N.H. RSA chopter 281-A. Contractor shall
maintain, and require any subcontractor or assignee 1o
secure and maintain, payment of Workers’
Compensation in connection with activities which the
person proposes o underiake pursuant to this
Agreerment. Contractor shall fumish the Contracting
Officer identified in block 1.9, or his or her successor, proof
of Workers” Compenisation in the manner described in
N.H. RSA chopter 281-A and any opplicable renewal(s)
thereof, which shall be affached and ars incorporated
hereln by reference. The State shall not be responsible for
poyment of any Workers' Compensation premiums or for
any other claim or benefit for Contractor, or any
subcontractor or employee of Contraciar, which might
arise under applicable State of New Hampshire Workers’
Compensation laws in connection with the performance
of the Services under this Agreement.

16. WAIVER OF BREACH, No follure by the State to enforce
any provisions hereof affer any Event of Default shall be
deemed a waiver of Ifs rights with regard to that Event of
Defautt, or any subsequent Event of Default, No express
failure fo enforce any Event of Default shall be deemed g
waiver of the right of the State to enforce each and all of
ihe provisions hereof upon any further or other Event of
Default on the part of the Confractor,

17. ROTICE. Any notice by a party hereto to the other
party shalt be deemed to have been duly dellvered or
given at the fime of mailing by certified mall, postage
prepaid, in a United States Post Office addressed 1o the
parties af the addresses given in blocks 1.2 and 1.4,
herein.
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18. AMENDMERNT. This Agreement may be amendead,
walved or discharged only by an instrurnent in writing
signed by the parties hereto and only after approval of
such amendment, walver or discharge by the Govemnor
and Executive Councl of the State of New Hampshire
unless ne such approval is reguired under the
circumstances pursuant to State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS. This
Agreement shall be construed In accordance with the
laws of the Stafe of New Hampshire, and is binding upon
and Inures to the beneflt of the parties and their
respective successors and assigns. The wording used in
this Agresment Is the wording chosen by the porties to
express their mutual intent, and no rule of construction
shall be applied against or in favor of any party,

20, THIRD PARTIES. The pariies hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit,

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words
contained thereln shall In no way be held o explain,
modify, amplify or ald in the interprefation, construction
or meaning of the provisions of this Agreement,

22. SPECIAL PROVISIONS. Additional provisions set forth in
the attached EXHIBIT C are Incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction
to be contrary to any state or federal law, the remaining
provisions of this Agreement will remain In full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, sach of which
shall be deerned an original, constitutes the entire
Agreement and understanding between the parties, and
supersedes all prior Agreements and understandings
relating hereto.

Contractor Initials JL{
Date "




EXHIBIT A
SCOPE OF SERVICES

1. INTRODUCTION

Ceodliire Systems, Inc. (hereinafter referred to as the “Confractor”) hereby agrees to provide the State
of New Hampshire (hereinafter referred 1o as the “State”), Depariment of Administrative Services,
with Security Compliance, Testing And Remediation -~ Forensic Investigation Services in accordance
with the bid submission in response to State Request for Bid #2075-18 and as described hereln.

2. CONTRACT DOCUMENTS

This Contract consists of the following documents (*Contract Documents”) in order of precedence:

State of New Hampshire Terms and Conditions, General Provisions Form P-37
EXHIBIT A Scope of Services

EXHIBIT B Payment Terms

EXHIBITC Special Provisions

EXHIBITD RFB 2075-18

EXHIBITE Pre-Engagement Checkiist

EXHIBITF Glossary of Terms

EXHIBIT G Additional Terms

Te@*0 00U

3. TERM OF CONIRACT

This contfract shall commence upon the approval of the Commissioner of Administrative Services and
terminate on February 28, 2021, a period of approximately two (2) years and ten (10) months,

The Contract may be extended for additional periods of time thereafter under the same terms,
conditions and pricing siructure upon the mutual agreement between the Contractor and the
Bureau of Purchase and Property, with the approval of the Commissioner of the Depariment of
Administrative Services, but shall not exceed five (5) years in fotal,

4, SCOPE OF WORK

All services performed under this Contraci(s) shall be performed between the hours of 8:00 A.M. and
4:00 P.M. unless other arangements are made In advance with the State. Any deviation In work
hours shall be pre-approved by the Contracting Officer. The State requires ten-day advance
knowledge of said work schedules to provide security and access to respective work areas. No
premium charges will be paid for any off-hour work.

The State shall require correction of defective work or damages to any part of a bullding or fts
appurfenances when caused by the Coniractor’'s employees, equipment or supplies. The
Contractor shall replace in satisfactory condition all defective work and damages rendered thereby
or any other damages incurred. Upon failure of the Confractor fo proceed promptly with the
necessary corrections, the State may withhold any amount necessary to correct all defective work or
damages from payments to the Confractor.

The work staif shall consist of quallfied persons completely familiar with the products and equipment
they shall use. The Contracting Officer may require the Contractor to dismiss from the work such

Page & of 21
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employees as deems incompetent, careless, Insubordinate, or otherwise objectionable, or whose
continued employment on the work is deemed to be contrary to the public inferest or inconsistent
with the best interest of security and the State.

The Coniractor or thelr personnel shall not represent themselves as employees or agents of the State,

While on Stafe property, employees shall be subject to the control of the State, but under no
circumstances shall such persons be deemed to be employees of the State.

All personnel shall observe all regulations or special restrictions in effect at the State Agency.

The Contractor’s personnel shall be allowed only in areas where services are being performed. The
use of State telephones is prohibited.

SUBCONTRACTING:

In addition to the provislons of Section 12 of the P-37 related to assignment and subcontracting of
confractual rights and obligations, the Contractor shall be responsible to the State for the acts and
omissions of all subcontractors or agents and of persons directly or Indirectly employed by such
subcontractors, and for the acts and omisslons of persons employed directly by the Contractor. No
confractual relationships exist between any subcontractor and the State.

STAFFING REQUIREMENTS:

Employment of Undocumented Workers Prohibited —~ Contractor shall not smploy any employee
without obtaining documentation showing the employee's eligibllity to work in the United States. The
employer shall mainfain such documentation for the period required by federal law. Acceptable
documentation of eligibility to work in the United States shall include documents required by federal
law or supporting documentation that satisfies the requirement of federal law.

Bankrupicy or Receivership

Voluntary or inveluntary bankruptcy or receivership by the Contractor may be cause for termination
at the election of the State.

Mdaterial Breach

The non-breaching party may ferminate the contract in whole or in part after thirty (30) days wriften
nofice, as described in the Form P-37 General Terms and Conditions Section 8, in the event of the
breaching party’s failure fo perform a material obligation of the contract.

UAISON AND SERVICE OF NOTICES:

All project management and cocrdination on behalf of the State shall be through a single point of
contact designated as the State’s liaison, The Contractor shall designate a licison that shall provide
the single point of contact for management and coordination of Contractor’s work. All work
performed pursuant to this Confract shall be coordinated between the State’s liaison and the
Coniractor’s licison.

DISPUTE RESOLUTION:

Prior to the filling of any formal proceedings with respect to a dispute (other than an action seeking
Injunctive relief with respect to intellectual property rights or Confidential Informattion), the party
bsiieving itseif aggrieved (the “Invoking Party”) shall call for the progressive management
involverment in the dispute negotiations by wiitten notice to the other parly. Such notice shall be
without prejudice fo the invoking party’s right to any other remedy pemitted by this Contract,

Page 6 of 21
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Contractor shall be certified by the PCI Securily Standards Council for PC| DSS compliance services
by Visa, MasterCard, American Express and Discover as a PCl Forensic Investigators (PF). PCl Forensic
Investigators must work for a Qudlified Security Assessor (QSA) company that has been qualified by
the PCl Security Standards Councll. Only Approved PFis can perform PCl forensic investigations.
Q5As are also qualified fo provide forensic investigation services for non-PCl related compliance
incidents.

PCI Forensic Investigators provide an independent investigation related to a data breach and the
security vuinerabliities that enabled it. A PFl is retained to investigate the security issue, determine
root cause and provide recommendations on mitigation and remediation efforts,  In addition fo
investigations of the State’s PCI cardholder environment, the PH services can dlso be used for other
data breaches and security events that compromise personally identifiable information (PiD) and
other sensitive data such as personal health information (PHI) or federal tax Information (FT1.

The Contractor’s servers and their workers must be located within the United States of America.

The Contractor must be in good standing for the Contract duration. The Contfract shall be terminated
immediately if the Contractor is dropped from the PCI SSC listings of QSA companies or is placed on
remediation status,

PCI Forensic Investigators:
Contractor, as a PH Company, responsibilities include (without limitation) the following:
Driving and performing all aspects of PFI Investigations
» Adhere to all procedures, guidelines and evidence handling as identified in the PCl Security
Standards Council’s (PCl SSC) Forensic Investigator Program Guide, under the current version;
Determine the scope of the investigation and the relevant sources of evidence
Make recommendations on how the Stafe should prioritize containment and secure sensitive
datlg;
= Provide Investigation reporfing and delivery of applicable PFl Reports as further described
below: and _
¢ For cardholder incidents govermned by PCl security requirements, provide a feedback form as
described In Appendix D of the PCI SSC's Forensic Investigator Program Guide, under the
current version

Investigalion Reporiing:

The Contractor, as a PFl Company, will have dll requisite authority to provide materidls and
information (ncluding but not limited to final and draft PFi Reports and work papers as described
above, Before beginning each PFI Investigation engagement, Contractor must inform the State that
it shall be required to disclose the same as herein described and must obtain clear, unqudlified
permission and consent from the State to make such disclosures.

The following reports must be produced as part of each PH Investigation:

Preliminary incident Response Report: Each completed Preliminary incident Response Report must
be delivered fo the applicable State agency no later than five (5) business days after beginning PFI
Investigation review.

Page 7 of 21
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At a minimum, the preliminary incident response report shdll include a description of the scope of
the:

ldentity of the reporting agency

Identify of the lead investigator

identity of all third parties included in the investigation

Date of the start of the Investigation

Date of report

Breach evidence

First confirmed date that the intruder or malware entered the network
Scope of the forensic investigation

Type of data

Initial thoughts on aftacker

If contained, how was It contained and when was it contained
Estimated date of investigation completion

® 8 8 & & & & ® © & O B

Final Incident Response Report:
The completed Final PFl Report must be delivered o each affected Participating Payment Brand, the
applicable State agency, and such State of New Hampshire's affected acquirer(s) (f the State is o
merchant), in each case no later than ten (10) business days after completion of the corresponding
PFl Investigation of such:
« ldentity of the reporting agency
Identify of the lead investigator
Identity of all third parties included in the investigation
Date of the start of the investigation
Date of report
Breach evidence
First confirmed date that the Infruder of malware entered the network
Scope of the forensic investigation
Descriptive list of items submitted for examination
Executive Summary of the results and conclusions, including short term and long term
recommendations to prevent future events
» Description of steps taken during the examination including search parameters and recovered
files
< Detailed report of the results and conclusions along with supporting svidence.

8 ¢ @ o ©» » 2 8 &

5. TERMINATION

The State of New Hompshire has the right to ferminate the contract at any time by giving the
Contractor thirty (30) days advance written notice.

6. OBLIGATIONS AND LIABILITY OF THE CONTRACTOR

The Contractor shall provids all services strictly pursuant to, and in conformfty with, the specifications
described In State RFB #2075-18, as described herein, and under the terms of this Coniract.

The Contractor shall agree to hold the State of NH harmless from liability arlsing out of injuries or
damage caused while performing this work. The Coniractor shall agree that any damage to
building(s), materials, equipment or other property during the performance of the senvice shall be
repaired at ifs own expense, o the State’s satisfaction.
Page 8 of 21
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7. DEBARMENT. SUSPENSION. INELIGIBILITY AND VOLUNTARY EXCLUSION LOWER TIER COVERED
TRANSACTIONS

The Contractor certifies, by signature of this confract, that nelther it nor ls princlpals is presently
debarred, suspended, proposed for debarmment, declared ineligible, or voluntarily excluded from
paricipation in this fransaction by any Federal Department or Agency.

8. INSURANCE

Cerfificate of insurance amounts must be met and maintained throughout the ferm of the contract
and any extensions as per the P-37, section 14 and cannot be cancslled or modiified until the State
receives a 10 day prior written notice.
In addition, the following coverage shall be required by the Contractor along with proof of
coverage:

* Minimum coverage level of $5,000,000 for Professional Errors and Omissions

» Cyber Theft Liabllity In the amount of $2,000,000 per occurrence

* Electronic Data Loss (EDL) in the amount of $2,000,000 per occurrence

9. CONFIDENTIALITY & CRIMINAL RECORD

If requested by the using agency, the Contractor and ifs employees, and Sub-Confractors {f any),
shall be required to sign and submit a Confidential Nature of Department Records Form and a
Criminal Authorization Records Form. These forms shall be submitted to the individual using agency
prior o the start of any work.
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EXHIBIT B
PAYMENT TERMS

1. CONTRACT PRICE

The Conhractor hereby agrees to provide securlly compliance, testing and remediation services in
complete compllance with the terms and condlitions specified in Exhibit A for an amount up to and

figure; however it shall be considered a maximum figure from the effective date of through the
expiration date set as February 28, 2021

2. PRICING STRUCTURE

Hourly Rate Hourly Rale

Service Descrintion {Onsile) (Ofisite)
Data Breach
Investicative Services $350 $350

3. PRICING QUOTATIONS FOR INDIVIDUAL PROJECTS

State agencies shall request quotations from all contractors awarded in the section of services being
requested by providing a Statement of Work (SOW) describing the services required as well as the
Pre-Engagement Checklist (Exhibit E). If appropriate, the contractors may be allowed to view code
or facilities after the execution of confidentiality agreements. Contractor must retumn pricing
quotations within five (6) business days. If additional information has been circulated to dll
contractors, Contractor shall have one (1) extra business day 1o revise the quotation. The quoted
hourly rates shall not exceed the rates listed herein.

4. INVOICE

ltemized invoices shall be submilted to the individual agency after the completion of the job/services
and shall include a brief description of the work done dlong with the location of work.

Contractor shall be paid within 30 days after receipt of properly documented invoice and
acceptance of the work fo the State’s satisfaction.

The Invoice shall be sent to the address of the using agency under agreement.
S. PAYMENT

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for ACH
payments: hifps://www.nh.gov/ireasury
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EXHIBIT C
SPECIAL PROVISIONS

There are no speclal provisions of this contract.
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EXHIBITD

RFB #2075-18 Is incorporated here within,
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EXHIBITE

Pre-Engacement Checklist (EXAMPLE)

These questions are intended to help the Confractor understand your agency's needs for an
assessment to valldate your compliance with the Payment Card Industry Data Security Standard (PCI
DSS current version) or Federal, State or industry standards

Agency Information

Contact Name

Name of Oraanlzation
Malling: Address

Cl, State, 2 Code
Teleczhone Number

Fax Number

E-mail Address

Policy and Procedures

Do information securiiy rolicles and procedures currently exist? L Yes No
Can these documents be made available to Contractor analusts? - Yes No

Check which of the following performance categories are included under this SOW:

—PCl - Penetration Testing, or Remediation efforts
—Non-PCl - Security and compliance assessments, code reviews, penetration testing and reviews
for generdl information management and security compliance

1. ldenfify details of the engagement and project schedule.
(Provide narrative that outlines purpose of the engagement. If non-PCl, identify what security
standards are in scope)

2. Delails about the environment in scope for the engagement.
(Provide business processes, policies and procedures, network diagrams, data flow diagrams,
IP address and application credentials and any other information about the engagement
needed by the Contractor to assess the level of effort)

3. What are the rules of engagement?
(This includes project timeline, success criferia, foolset identification, testing behaviors)
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CISA Certifled Information Sestermns Avuditor (CIBAY
CISEP Cerifled Information Systerrs Security Professional (ISR
Clossified Metional secudty Informeation closs *‘%a;*{;z oursuant fo Execulive Order 120958,
TS Centers for Medcore ond Medicold Services
Compenaciing conbrols may be considersd whan on andily connot mest ¢
requirement sxplicify as stoted, dus to legitirmgte fechnical or documented
Compensating puginass constralnts, but has sufficlerdly mitigoted the sk associoted with the
Conprols reculrement through implarmentation of ofher controls, Compensoaling conhrols mush

Compromise

Also refared To O “Cdoia compromiss,” o "data breach.” Infrasion into o computer
systerrn wheore unauthorlzed disclosurs/th e‘?, rnodification, or destruction of
cordholdsr dota s suspected,

Ashructured process of maoncging ond controlling changes 1o hardwore, soffwore,

’”‘mﬁguméém firnwore, cormmunicotions, and docurmenitation fhroughout the system
mangoerent development life cydle.

Cortractor The comporny and/or consultants providing ths senvices,

Cross-Site Request Yulnerobillty thot is crected from Insecure coding techniguss, resulling in mproper

Forasry (CSREY

input validodion, Often wsad In conjunclion with CSRE and/o vection,

Cross-Site Soriphing
NESy '

e d J

E. iy
Vulnerabiiity that s crected from Insecure coding me ***t ols thor cllows for the
sxecution of unwarnted actions Hyough on outhenficated sesdon, Often wsed in
corpuncHon with JE8 arl/or Sel I @&am

Crypboorcesh

The procsass of rendering g} ain text informadion unrecdable and restorlng such
ureadobls Information 1o o recdabls form.

Decryption

The process of convetling @%‘%J‘ﬂﬁ?@s’f infornation info o recdolde form. This termm s
clso rafered 10 Qs deciphening.

De-ldentifieg
Information

Records that hove hod enoug ?1 ?’n removed or chsoured such thol the t‘aﬁ“m "zing
inforrnotion does not idendfy on indivdducd aond thare i no receonabile bosls to
belisve that the Informaiion can be wed 1o idenilly an ndivicuc,

(}3

Da-identified PH

The Privacy Rule does not restict the use or disclosure of desldentifisd hedlih
informction, De-ldentified h@ﬁi“"?‘s informotion neither ii‘iné: Hies nor provides g
recsonoble basls o Identlfy an Individudl, If doto s de-identified in fhe monner
prescribed by HIPAA, s not PHL Increcsingly researchers are seekdng and using de-
identified clinlcal datg for hedlth svstem improvement activilies,

Dlscretlonary oooess
conhrol

Amathod of s@ﬁﬁa@mg cgical accsss 1o Informalion syefem oblects (e.g. bies,
directories, devices, permisdions, rules) based on the identity and nesd-io-know of
8, O CTOOBEEEE,

LIBRNS, TG

Distinguishable
Irformotion informedion that con be wsed o identihy an individugl,
Abbreviglion for “demilifarized zone.” Physical or loglod sub-networl that provides
an addifondl loyer of secuily To on orgonizafion’s intemdal prvote nm work, The DMZ
adds an additional loyer of nebeork security behween the Intemet ond an
orgunizafion’s intermal network so Thot extemal Qﬁﬁ%@s only have direct connections
Dz to devices in the DMZ rather than the entire intermal network,
&{:rm‘gm for “domain nome systermn” o “domain nome *@W@? © Asyatarn thot stores
inforrnation associated with domain nomes in o dislributed daotabass To provide
DiNS nome-resoiulion services To users on networks such asthe %ﬁﬁemeé,
EHR Elactronic Heglly Record
Europay, MosterCard and Visa which stands for o global slandord for cords
equipped with computer chips ond the technology used to authenticote chip-coard
ErAY ronsaetions,

Poge 15 of 21

Contracior i
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Alsc referred to as “segmentation” or Tisolation.” Network segmentation isolaies
systern components that store, process, or transmit cordholder data from systems
that do not. Adequate nehwork segmentation may reduce the scope of the
cardholder data environment and thus reduce the scope of the PCEDSS
assessment. See the Network Segmentation section in the PCI DSS Requirements and

Network Security Assessment Procedures for guidance on using network segmentation.
amentation Network secmentation is not a PCI DSS requlrement,
Data that has been distorted by cryptographic or other means to hide information.
Obscured Data It is also referred to as being masked or obfuscated,

Crerational controls

Security controls focused on mechanisms primarily implemented by people as
opposed to systems. These conirols are established to improve the security of o
group, a specific system, or group of systems. Operational controls require technical
or specidlized expertise and often rely on management and technical confrols.
Operational control families inciude personnel security, contingency planning,
configuration manogement, maintenance, system and information integrity,
incident resc;onse, and awareness and raining.

These standards require a CE fo hava contfracts or other arrangements with BAs that

Organizational will have access fo the CE's e-PHL. The standaords provide the specific criteria
Standards recuired for writfen confracts or other arranaements.
PA-DSS Pavyment Asridication Data Securiyy Standard

Acronym for “primary account number” and also referred to as “account number.”

Unigue payment card number (typically for credit or debit cards) that identifies the
PAN issuer and the particular cardholder

In the context of PA-DSS, o software application that stores, processes, or ransmits
Payment cardholder data as part of authoiization or setflement, where the payment
Acicilcation appdication is sold, disfributed, or licensed to third narties.

Pavment Processor

Sometimes referred to as “payrnent gateway” or “payment service provider (PSP)°.
Entity engaged by a merchant or other entity fo handle payment card transactions
on their behalf. While payment processors typicdlly provide acquiring services,
payment processors are not considersd acquirers unless defined as such by a
avment cord brand.

PCl

Payment Card Industry

Refers to a company, organization, or other legal entity that is in compliance with all
PFl Company Reqguirements {defined in the PFI Qualification Requirements) and has

PCl Forensic been qudlified as a PFl Company and/or PFl Employee by PCI 8SC (or another
Investigator, PFL, or Approving Organization, if applicable) as a PFL. A list of PFis can be obtained at
PFl Comaany www, rcisecurirsstondards.ors -
PCI-DsS Payment Card Industry Data Securisy Standard
Penefration tests attempt to identify ways to exploit vulnerabilities fo circumvent or
defeat the security feafures of system components. Penetration testing includes
network and application testing as well s controls and processes cround the
-networks and gpplications, and occurs from both outside the environment (external
Penetration Test testing) and from inside the environment,
Any information about an individual mointained by an agency with respect to, but
not imited 1o, education, financlal fransactions, medical history, and criminal or
employment history, and information that can be used o distinguish or trace an
Personally indlividual’s identity (e.g., name, Social Security Number, date and place of birth, |
identifiable mother’s maiden name, blometric records) Including any other personal information |
information linked or linkable to an individual, §
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Refers to the forensic investigation of a Security Issue for an Enfity Under Investigation

PFl Investi:ation giursuant 1o apclicable Indusire Rules for PFl Program
The secure web portal designated by PCl 35C for the applicable purpose in
PFl Portal connection with the PF Program,

Phsical Safequards

These safeguards are physical measures, policles, and procedures fo protect
electronic information systems and related builldings and equipment from natural
and environmental hazards and unauthorized intrusion. These safeguards are the
technology and the policies and procedures for its use that protect e-PHI and
control access 1o it

Pll Confidenticlity

Imoact Level

The Pil confidentiality impact level—low, moderafe, or high—indicates the potential
harm that could result to the subject individuals and/for the organization if Pll were
inagpropriately accessed, used, or disclosed,

PMP

Proiect Management Professional

PO

Acronym for “Point of Inferaction,” the initicl point where dafa isread frorn a card.
An electronic fransaction-acceptance product, a POI consists of hardware and
software and Is hosted in acceptance equipment to enable a cardholder fo
perform a card transaction. The POl may be attended or unattended. POI
fransactions are typically integrated circult (chip) andfor magnetic-siipe card-
based cavment

Point of
Comyromise

Refers to the location where account number data was obtained by unauthorized
third carties,

Policies and
Procedures

These standards require a CE to adopt reasonable and appropriate policies and
procedures to comply with the provisions of the Security Rule. A CE must maintdin,
until six years after the date of thelr creation or last effective date (whichever is
laten), writfen security policies and procedures and written records of required
actions, activities, or assessments. A CE must periodically review and update its
documentation in response o environmental or organizational changes that affect
the securlty of e-PHI,

Privacy Impact

“An analysis of how information is handled that ensures handling conforms to
applicable legal, regulatory, and policy requirements regarding privacy; determines
the risks and effects of collecting, maintaining and disseminating information in
identiflable form in an slectronic Information system; and examines and evaluates
protections and alfernative processes for handling information to mitigate potential

Assessment (PIA} rrivacy risks, :
The Payment Card Industry Data Security Standard PCI Compliance Assessment
Proect pmrovide 1o the State of New Ham:shire

Proiect Leads

The Contractor’s maln staff that will direct the project through to completion (for
examgle: Proiect Managers)

Proect Staff

All of the Confractor’s Staff assigned to complete the PCl Assessments and/or
Remediation efforts, including mroject leads, manacement and ke staff.

QBA

Quualified Securir, Assessor
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Risk Analysls

The risk analysls requirement In the HIPAA Securliy Rule is much more expansive. i
requlres you to assess the potential risks and vulnerabilities to the confidentiality,
integrity, and avdilability of dll the electronic Protected Hedlth Information (e-PHID
that an crganization creates, recelves, maintains, or transmits - not just the e-PHI
maintained In Cerlified EHR Technology (CEHRT). This includes e-PHI In other
electronic systems and all forms of electronic media, such as hard drives, floppy
disks, compact discs (CDs), digital video discs (DVDs). and smart cards or other
storage devices, personal digltal asslstants, fransmission media, or porfable
electronlc media. In addition, you will need to pericdicdlly review your risk analysis to
assess whether changes in your environment necessitate updates to your security
Mmeasures.

ROC

Securty Issue

Refers to an actudl or suspected compromise or other Incldent that, In accordance
with apcilicable Industy Rules, reculres forense Investication by a PA.

Service Provider

Buslness entity that Is not @ payment brand, directly Involved In the processing.
storage, or transmission of cardholder data on behalf of another entity. This also
includes companies that provide services that control or could Impact the security
of cardholder dala, Examples Include managed service providers that provide
managed firewalls, IDS and other services as well as hosting providers and other
entities. If an entity provides a service that involves only the provision of public
network access—such as a telecommunications company providing just the
communication link—the entity would not be considered a service provider for that
senvice (although they may be considered a service provider for other services:

SoNH

State of New Homsshire

Sal Iniection

Form of attack on database-driven web site. A malicious Individual executes
unauthorized SQL commands by taking advantage of Insecure code on a system
connected to the Intemet, SQL Injection attacks are used to stedl information from a
database from which the data would normally not be available and/or to gain
access to an organization’s host computers through the computer that Is hosting the
datgbase.

State

Refers o the State of New Hamzshire

| System of Records

*A group of any records under the contrdl of any agency from which Information Is
retileved by the name of the Individual or by some Identifying number, symbol, or
other identitving narticular assicned to the individual.i

System Securir, Plan

An official document that provides an overview of the securlty requirements for an
information system and describes the security controls in place or planned for
meeting those requlrements (NIST SP 800-18).

Technicadl controls

Security controls executed by the computer system through mechanisms contained
in the hardware, software, and firmware components of the system. Technical
security contro! famiiles include Identification and authentication, access control,
oudlt and accountabliity, and svstem and communications protection,

Traceable

Information that Is sufficient to make a determination about a speclfic aspect of an
Individual’s activities or status,

Volce over Intemet
Protocol fvolPs

A methodology and group of technologies for the delivery of volce
communications and mutiimedia sessions over Intemet protocol networks, such as
the Intemet.
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Systemnatic examination of an information system to determine s security posture,

Vulnerabliity identify control deficlencles, propose countermeasures, and validate the operating
assessment effectiveness of such securlh, countermeasuras after Implemeniation,
Work Plan Schedule and descriz tion of the elernents of the Statement of Work
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EXHIBN &
DIVIONAL TERMS

Notwithstanding anything else fo the confrary in the Agreement, the BFB, or otherwise, the lollowing
terms shall coply o the provision of Services hereunder. In the event of o conflic! between the temrmns
of the Agreement or RFB and this Exhibl, this Exhibif shall govem.

)

@

&

Consequential Domagss Wolver. Nohwithstanding anyihing o the contrary contained In the
Agresment or RFB, in no event will either party, or ifs suppliers, be liable to the other, whether in
contract or In fort or under any other legal theory (ncluding, without limitation, strict fiabilify
cnd negligence), for lost profifs or revenues, loss of use or loss of dato, or for any indirect,
specid, exemplary, punifive, multiple, Incidental, corsequential or similar dormages,
hereunder, even if advised of the possibilify of such damages. Notwithstanding this language.
this lirmitation shall not apply o any of the Contractor’s obligations under any indemnify
clauses in this Agresment,

Limitotion of Vendor's Ugbilily. Contractor, Confractor’s emplovees’, agents’, officers’ ond
directors” total liobiity under the Agreement, RFB, and in connection with any senvices
provided by Condractor be limifed to 2x the amount of fees pold by the Siofe of New
Hompshire hersunder, Nohwithstanding this longuage, this imitation shall not apply o any of
the Contractor's obligations under any indemnity clouses in this Agreement. Further, in no
avent shall Contractor's aggregate lablity for all claims under the Agreement, RFB, and in
connection with any services provided by Coniractor, Including Contractor's indemnification
obligations herein, exceed the greater of one milion doliars ($1.000,000) or the applicable
fimits of Insuronce stated in Exhiblt A, Section § - Insurance.

Ownership of Delivercbles. The parfles agres that, except as specifically provided hersin or
the applicable statement of work, dil deliverables provided in connection with the services are
the property of the State of New Hampshire, Notwithstanding the foregoing, the parties agree
that Contractor Infellectuol Property {(defined bslow) shall not be considered “work for hire”
and shalt remain the exclusive properly of Contractor. In the event Contractor Intellectud
Properly is Incorporated info any deliverables, Contracior grants the Stafe of New Hampshirs
an imevocable, nonexclusive, royaity-free, imited license for the Stote of New Hampshirs 1o
use Confractor Infellectud] Property 1o the exdent necessary fo use such deliverable for lis
infernal purposes only.  "Confractor Intellectual Property” means any know-how, processes,
techniques, conceptls, methodologies, tools, ideas, designs, inventfions, patents, copwrights,
improvements, computer programs, soffware, source code, object code, graphios,
intellectual  property, information, and/or pictorial representations that () Confractor
developed prior to responding to this RFE and/or prior o entering into the applicoble
statement of work with the State of MNew Hompshire; (i) is or are developed separate ond
opart from the RFB, statement of work, and/or services at any fime by Contractor or (D led io
of produced the resulls of the services or were otherwise used by Confractor fo provide the
senvices.

Wawanty Disclaimer. Except for the wararifies set forth in the RFB, Contractor hereby disclaims
all ofher wanonties, express or implled, including, without limitation, the implied waranties of
merchantability ond filness for o particulor purpose,
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Business Information

Business Details

Business Name: COALFIRE SYSTEMS, INC. Business ID: 616727
Business Type: Foreign Profit Corporation Business Status: Good Standing
Busi Creati N in State of
USINess Lreation oy 16/2009 ame 1N St OF - ALFIRE SYSTEMS, INC.
Date: Incorporation:
Date of F tion i
ate o orrT\a .Iop in 07/16/2009
Jurisdiction:

Principal Office 11000 Westmoor Circle, Suite Mailing Address: 11000 Westmoor Circle, Suite
Address: 450 Attn Tax Dept, 450 Attn Tax Dept,
Westminster, CO, USA Westminster, CO, USA
Citizenship / State of

. Foreign/Delaware
Incorporation:

Last Annual
Report Year:
N
ext Report 2019
Year:
Duration: Perpetual
Business Email: taxmb@coalfire.com Phone #: 303-554-6333
Fiscal Year End
Notification Email: NONE Iscal Year kn NONE
Date:
Principal Purpose
S.No NAICS Code NAICS Subcode

OTHER / IT Consultants for SAS 70 IT Audits
for private businesses.

Page 1 of 1, records 1to 1 of 1

Registered Agent Information

Name: Business Filings Incorporated

Registered Office 9 Capitol Street, Concord, NH, 03301, USA
Address:

Registered Mailing 9 Capitol Street, Concord, NH, 03301, USA
Address:

https://quickstart.sos.nh.gov/online/BusinessInquire/BusinessInformation?businessID=430... 5/16/2018



QuickStart Page 3 of 3

Trade Name Information

No Trade Name(s) associated to this business.

Trade Name Owned By

No Records to View.

Trademark Information

Trademark
m Trademark Name Business Address Mailing Address
Number
No records to view.
Filing History Address History View All Other Addresses Name History
Shares Businesses Linked to Registered Agent Return to Search Back

NH Department of State, 107 North Main St. Room 204, Concord, NH 03301 -- Contact Us
(/online/Home/ContactUs)
Version 2.1 © 2014 PCC Technology Group, LLC, All Rights Reserved.

https://quickstart.sos.nh.gov/online/BusinessInquire/BusinessInformation?businessID=430... 5/16/2018



Client#: 47267

ACORD..

CERTIFICATE OF LIABILITY INSURANCE

COALSYST

DATE (MM/DDIYYYY)
4/11/2018

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
Edgewood Partners Ins. Center

Lic#0B29730 (415) 356-3900

CONTACT
NAME:

FAI‘}g,Nr‘SEo, Ext): 415 356-3900 (FI(\Ié, No):

AL s certs@epicbrokers.com

425 California Street’ 24th Floor INSURER(S) AFFORDING COVERAGE NAIC #
San FranCisco’ CA 94104 INSURER A : Charter Oak Fire Insurance Company 25615
INSURED INSURER B : Travelers Casualty Insurance Co of Amer 25674
Coalfire SVStems’ Inc. INSURER C : Continental Casualty Company 20443
11000 Westmoor Circle, Suite 450 INSURER D - AXIS Insurance Go. 37273
Westminster, CO 80021
. INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

'ITITSRR TYPE OF INSURANCE &%%LW POLICY NUMBER (nﬁlﬁ%%%) (nﬁﬁha'covw?\‘('\’n LIMITS
A | X| COMMERCIAL GENERAL LIABILITY 6306H642162 10/14/2017 | 10/14/201 8 EACH OCCURRENCE $1,000,000
I CLAIMS-MADE OCCUR gé'\Eﬂl\?%Egc()EgEo’E:lguErrence) $1,000,000
L MED EXP (Any one person) | $15,000
| PERSONAL & ADV INJURY | $1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000
|| poLicy D e D Loc PRODUCTS - COMPIOP AGG | $2,000,000
OTHER: $
A | AUTOMOBILE LIABILITY BA5J908704 10/14/2017 |10/14/2018 E0ciien o= "7 151,000,000
ANY AUTO BODILY INJURY (Per person) | $
: QUNED ALY - SCHEDULED BODILY INJURY (Per accident) | $
X R oy [X ] M ERTDPE s
$
| | UMBRELLA LIAB OCCUR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED l f RETENTION $ $
B | VORKERS COMPENSATION . UBT7J138412 1011412017 |10/14/2018 X Efryre [ 17
/O\fgg‘gggﬁwlig“E,ITB(!)%/EI)\(%IBER/EXECUTIVE[E NIA E.L. EACH ACCIDENT $1,000,000
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| 31,000,000
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - PoLIcY LimiT | 51,000,000
C [Tech D&O/Cyber 596731025 10/14/2017{10/14/2018 $5,000,000 Limit
C | & Media Liability 596731025 10/14/201710/14/2018 $2,000,000 EDL Limit
$50,000 Retention

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

*Tech E&O/Cyber (cont'd): Retention is $50,000

Re: 20175-18 Security Compliance, Testing and Remediation Services i
Certificate holder will be provided 30 days advance notice of cancellation and 10 days for non-payment of

premium.

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire
Administrative Services; Bureau of
Purchase and Property

25 Capitol Street, Room 102
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Gl Tt ”
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