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l.INTRODUCTION

The Stote of New Hompshire, octing through the Deportment of Educotion, Division of
Coreer Technology ond Adult Leorning, Bureou of Adult Educotion is releosing this
Requesi for Proposol (RFP) to procure o high school equivolency testing services ond
ossocioted scoring services for Bureou of Adult Educotion to provide o notionol
recognized high school equivolency exom oligned to the Common Core ond College &
Coreer Reodiness Stondords for Adult Educotion.

l.l Project Overview

The New Hompshire Deportment of Educotion, Bureou of Adult Educotion is seeking
high school equivolency testing services oligned to the Common Core ond the
College & Coreer Reodiness Stondords for ihe stote of New Hompshire os o
component of its Adult Educotion progrom.

The high school equivolency exom must ollow for demonstrotion of competencies
equivolent to o high school groduote in the content oreos of Mothemotics, Science,
Sociol Siudies, ond English Longuoge Arts including Writing ond Reoding. The exom
should be occessible to test-tokers with disobilities, including, but not limited to,
olternote formots such os lorge print or Broille. lt is required thot the exom be ovoiloble
in both poper-pencil ond computer-bosed formots. The Vendor is expected to provide
multiplc forms of the test io ollow for rctesting ond multiple forms of proctice tests thot
ore not occessible to the generol public ond ore oppropriote to use os o predictor of
possing scores.

ln oddition to testing services, the Vendor is expected to provide troining for test
odministrotors, generol informotion for test-tokers, stotisticol doto detoiling the
performonce of New Hompshire test tokers ond morketing moteriols. The Vendor must
ensure thot instructionol moteriols reloted to the test ore ovoiloble for odult educotors.

All costs ossocioted with test development, registrotion, odminìstroiion, troining,
moteriols, scoring, reporting ond ony other progrom octivities including retests, must be
covered by fees collected from exominees.

1.1.1 Conlrocl Aword

The Stote plons to execute o Fixed Price Per Unit Controct os o result of this RFP.

lf on oword is mode, it sholl be mode bosed upon evoluotion of the submitted
proposols in occordonce with the review process outlined in Section 5 below.
The oword will be bosed upon criterio, stondords, ond weighting identified in
this RFP.

l.l.l Non-Exclusive Conlrocl
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Any resulting Controct from this RFP will be o non-exclusive Controct. The
Stote reseryes the right, of its discretion, to retoin olher Vendors to provide
ony of the Services or Deliverobles identified under this procurement or
moke on oword by item, port or portion of on item, group of items, or totol
Proposol.

lf o Controct is oworded, the Vendor must obtoin written consent from the Stote
before ony public onnouncement or news releose is issued perioining to ony
Controct oword. Such permission, of o minimum, will be dependent upon
opprovol of the Controct by Governor ond Executive Council of the Stote of New
Hompshire. A Controct oword is contingent on opprovol by the Governor ond
Executive Council.

1.2 Conlrocl Term

Time is of the essence in the performonce of o Vendor's obligotions under the
Controct.

The Vendor sholl be fully prepored lo commence work by Jonuory 1,201/ ofter full
execution of the Controct by the porties, ond the receipt of required governmentol
opprovols, including, but not limited to, Governor ond Executive Council of the
Stote of New Hompshire opprovol ("Effective Dote").

The Vendor's initiol term will begin on the Effective Dote ond extend ihrough
December 31,2020. The term moy be extended up to two yeors ("Extended Term")
of the sole option of the Stote, subject to the porties' prior written ogreement on
opplicoble fees for eoch extended term, up to but not beyond December 3i,
2022.

The Vendor sholl commence work upon issuonce of o Notice to Proceed by the
Stote.

The SioÌe does not require the Vendor to commence work prior to the Effective
Dote; however, if the Vendor commences work prior to the Effective Dote ond o
Notice to Proceed, such work sholl be performed of the sole risk of the Vendor. ln
the event thot the Controct does nof become effective, the Stote sholl be under
no obligotion to poy the Vendor for ony costs incurred or Services performed;
however, if the Controct becomes effective, oll costs incurred prior to the Effective
Dote sholl be poid under the terms of the Controct.

1.3.1 Controct Negotiotions ond Unsuccessful Bidder Nolice

lf o Vendor is selected, the Stote will notify the selected Vendor in writing of
their selection ond the Stote's desire Ìo enter into controct discussions. Until
the Stote successfully completes discussions with the selected Vendor, oll
submitted Proposols remoin eligible for selection by the Stote. ln the event

Poge 3 of 99 DOIT RFP Templote B-lB-15



STATE OF NEW HAMPSHIRE
New Hompshire Deportment of Educotion
High School Equivolency Testing Services

NHDOE - BAE - RFP 2OI6.I I I

controct discussions ore unsuccessful with the selected Vendor, the
evoluotion teom moy recommend onother Vendor.

ln occordonce with New Hompshire Stotutes Chopter 2l-l:13-o, no
informotion sholl be ovoiloble io the public, the members of the generol
court or its stoff, notwithstonding the provisions of RSA 9l-A:4, concerning
specific responses to this RFP, from the time the RFP is mode public until the
controct is octuolly oworded, in order to protect the integrity of the public
procurement process. This meons unsuccessful Vendors sholl nol be notified
until ofter the Governor ond Executive Council hove opproved the resulling
Controct. No informotion con be provided to non-selected Vendor until
ofter controcts ore oworded, of which time non-selected oppliconts moy
submit o written request for more informotion obout the reosons for not being
selected ond recommendotions thot moy moke future opplicotions more
effective. Such requests ore noi considered oppeols. Once on opplicont
hos submitted o letter, the Stote will ottempt to occommodote such requests
within o reosonoble time.

1.3 Subconlroctors

The Vendor sholl identify oll Subcontroctors to be provided to deliver required
Services subject to the terms ond conditions of this RFP, including but not limited io,
in Appendix H Section H-25: Generol Controct Requiremenfs herein ond Appendix
H:Slote of New Hompshire ferms ond Condifions of this RFP.

The Vendor sholl remoin wholly responsible for performonce of the entire Controct
regordless of whether o Subcontroctor is used. The Stote will consider the Vendor
to be the sole point of contoct with regord to oll controctuol motters, including
poyment of ony ond oll chorges resulting from ony Controct.

2. SCHEDUTE OF EVENTS

The following toble provides the Schedule of Events for this RFP through Governor ond
Council opprovol ond Notice to Proceed.

EVENT DATE TIME

RFP releosed to Vendors (on or obout) Moy 9,2016

Vendor lnquiry Period begins (on or obout) Moy 9, 2016

Notificotion to the Siote of the number of
representotives ottending the ( Optionol)
Vendor Conference

Moy 20,2016
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3. SOFTWARE, REQUIREMENTS AND DETIVERABTES

3.1 Sotfwqre

Eoch Proposol must present Softwore thot con fully support the required
functionolily listed in Appendix C:System Requiremenfs ond Deliverob/es.

3.2 Requiremenls

3.2.1 Appendix B: Minimum stondords for Proposol Considerotion, complionce with
System requirements, use of proposed COTS Softwore, Vendor lmplementotion
experience, ond proposed Project Teom.

3.2.2 Appendix C: Sysfem Requr'remenls ond De/iverobles

3.2.3 Appendix D: fopics for Mondotory Norrofive Responses for Softwore,
technicol, Services ond Project Monogement topics.

3.2.4 Appendix E: Stondords for Describing Vendor Quo/ificofions including Vendor
corporote quolificotions, teom orgonizotion ond key stoff, Project Monoger, ond
other key stoff condidotes' quolificotions.

(Optionol) Vendor Conference; locotion
identified in Generol /nsfrucfions, Section 4.3

Moy 23,2016 l0:00
AM

Vendor lnquiry Period ends (finol inquiries
due)

Moy 31 ,2016

Finol Stote responses to Vendor inquiries June i0,2016

Finol dote for Proposolsubmission Jvne 24,2016 4:00
PM

lnvitotions for orol presentotions June 28 ,2016

Vendor presentotions/discussion
sessions/interviews, if necessory

Julyó-July13,
201 6

Anticipoted Governor ond Council
opprovol

August 24,2016

Anticipoted Notice to Proceed September l,
2016

3.3 Deliverobles
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The Stote clossifies Deliverobles into three (3) cotegories: Written Deliverobles,
Softwore Deliverobles, ond Non-Softwore Deliverobles. Pricing ond scheduling
informotion requirements for these deliverobles ore provided in Appendix F: Pricing
Workheefs. A set of required Deliverobles os well os o list of Requirements for these
Deliverobles is detoiled in Appendix C: Sysfem Requiremenls ond De/iverob/es.
Appendix D: fopics for Mondofory Norrofive Responses solicits responses, which will
expound on the Vendors' understonding of the lmplementotion process, the
monner of Service delivery ond experience with similor projects reloted to the
Softwore, technicol Services, ond Project Monogement topics.

4. INSTRUCTIONS

4.1 Proposol Submission, Deqdline, ond locolion lnstructions
Proposols submitted in response to this RFP must be received by the NHDOE Bureou
of Adult Educotion, no loter thon the time ond dote specified in Section 2:

Schedu/e of Evenfs. Proposols must be oddressed to:

Slote of New Hompshire
Deportmenl of Educotion
Burequ of Adult Educotion

c/o Soroh Bennett
2l Soulh Fruit Streel, Suite #20

Concord, New Hompshire 03301

Cortons contoining Proposols must be cleorly mqrked os follows

STATE OF NEW HAMPSHIRE
Deportmenl of Educotion

RESPONSE TO BAE RFP 2016.I I T

High School Equivolency Testing Services

Lole submissions will not be occepted ond will remoin unopened. Delivery of the
Proposols sholl be of the Vendors' expense. The time of receipt sholl be considered
when o Proposol hos been officiolly documented by the NH Deportment of
Educotion, in occordonce with its estoblished policies, os hoving been received ot
the locotion designoted obove. The Stote occepts no responsibility for mislobeled
moil. Any domoge thot moy occur due to shipping sholl be the Vendor's
responsibility.

Vendors ore permitted to submit only one (l) Proposol(s) in response to this RFP

The Stote reseryes the right to reject ony ond oll proposols ond to woive
informolities ond minor irregulorities in proposols received ond to occept ony
portion of o proposol or oll items b¡d if deemed in the best interest of the Bureou to
do so.
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All Proposols submitted in response to ihis RFP must consist of:
o. One (l) originol ond four (4) cleorly identified copies of the

Proposol, including oll requíred ottochments,
b. One (l) copy of the Proposo/ Ironsmifiol Form Letler (described in

Section 4.18.2: IronsmilfolForm Leffer, herein) sholl be signed by on
officiol outhorized to legolly bind the Vendor ond sholl be morked
,.ORIGINAL.''

c. One (l) electronic copy on CD ROM in MS WORD formot.

The originol ond oll copies sholl be bound seporotely, delivered in seoled
contoiners, ond permonently morked os indicoted obove. A Vendor's disclosure or
distribution of its Proposol other thon to the StoÌe will be grounds for disquolificotion.

4.2 Proposol lnquiries

All inquiries concerning this RFP, including but not limited to, requests for
clorificotions, questions, ond ony chonges to the RFP, sholl be emoiled, citing the
RFP title, RFP number, poge, section, ond porogroph ond submitted to the
following RFP Stote Point of Contoct:

Soroh Bennetl, High School Equivolency Adminislrotor
Slole of New Hompshire,
Bureou of Adull Educotion
2l Soulh Fruil Slreet, Suite #20
Concord, New Hompshire 03301
Telephone: (ó03) 27 1 -6701
Emoil: Soroh.Bennett@doe.nh.gov

Vendors ore encouroged to submit questions vio emoil; however, the Stote
ossumes no liobility for ossuring occurote/complete emoil tronsmission/receipt ond
is not responsible to ocknowledge receipt. STATE ACKNOWLEDGEMENT OF VENDOR
INQUIRIES lS ENCOURAGED BUT NOT REQUIRED. E-moiled inquiries to Soroh Bennett
must contoin the phrose "RFP lnquiry - High School Equivolency Testing" in the
subject line.

lnquiries must be received by the RFP Stote Point of Contoct (see obove) no loter
thon the conclusion of the Vendor lnquiry Period (see Section 2: Schedu/e of
Evenfs). lnquiries received loter thon the conclusion of the Vendor lnquiry Period
sholl not be considered properly submitted ond moy nol be considered.

The Stote intends to issue officiol responses to properly submitted inquiries on or
before the dote specified in Section 2: Schedule of Evenfs; however, this dote moy
be subject to chonge of the Stote's discretion. The Stote moy consolidote ond/or
porophrose questions for sufficiency ond clority. The Stote moy, of its discretion,
omend this RFP on its own initiotive or in response to issues roised by inquiries, os il
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deems oppropriote. Orol stotements, representotions, clorificotions, or
modificotions concerning the RFP sholl not be binding upon the Stote. Officiol
responses will be mode in writing.

4.2.1 Reslriclion of Contoct W¡fh Slole Employees

From ihe dote of releose of this RFP until on oword is mode ond onnounced
regording the seleciion of o Vendor, oll communicotion with personnel
employed by or under controct with Íhe Stote regording this RFP is forbidden
unless first opproved by the RFP Stote Point of Conloct listed in Section 4.2:
Proposo/ /nquiries. Stote employees hove been directed not to hold
conferences ond/or discussions concerning this RFP with ony Vendor during
the selection process, unless otherwise outhorized by the RFP Stote Point of
Contoct.

4.3 Vendor Conference

A non-mondotory Vendor Conference will be held of the following locotion on
the dote ond of the time identified in Section 2: Schedu/e of Evenfs:

Deportment of Educofion
Wolker Building, Room 100

2l South Fruit Sireet
Room 330

Concord, New Hompshire 03301

All Vendors who intend to submif Proposols ore encouroged to ottend the Vendor
Conference. Attendonce by teleconference is permitted. Phone numbers will be
emoiled to registronts upon request. Vendors ore requested to RSVP vio emoil by
the dote idenfified in Section 2: Schedu/e of Evenfs, indicoting the number of
individuols who will ottend the Vendor Conference.
Vendors ore ollowed to send o moximum number of two (2) representotives.

Vendors will hove on opportunity to osk questions obout the RFP ond the Stote will
moke o reosonoble ottempt to onswer questions it deems oppropriote. Questions
moy include, without limitotion, o request for clorificotion of the RFP; o request for
chonges to the RFP; suggestions or chonges to the RFP thot could improve the RFP

competition or lower the offered price; ond io review ony opplicoble
Documentotion.

Vendors ore encouroged io emoil inquiries of leost twenty-four Q\ hours prior to
the Vendor Conference. No responses will be given prior to the Vendor
Conference. Orol onswers will not be binding on the Stote. The Stote's finol
response to Vendor inquiries ond ony requested chonges to terms ond conditions
roised during the Vendor lnquiry Period will be emoiled by the dote specified os the
finol Stote responses to Vendor inquiries os specified in Section 2: Schedule of
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Evenls. Vendors ore responsible for ony costs ossocioted with ottending the
Vendor Conference.

4.4 Allerolion of RFP

The originol RFP document is on file with the Stoie of New Hompshire, Deportment
of Administrotive Services. Vendors ore provided on electronic version of the RFP.

Any olterotion to this RFP or ony file ossocioted with this RFP is prohibited. Any such
chonges moy result in o Proposol being rejected.

4.5 RFP Addendum

The Stote reseryes the right to omend this RFP of its discretion, prior to the Proposol
submission deodline. ln the event of on Addendum to this RFP, the Stote, of ifs sole
discretion, moy extend the Proposolsubmission deodline, os it deems oppropriote.

4.6 Non-Collusion

The Vendor's signoture on o Proposol submitted in response to ihis RFP guorontees
thol the prices, terms ond conditions, ond Services quoted hove been estoblished
without collusion with other Vendors ond without effort to preclude the Stote from
obtoining the besï possible competitive Proposol.

4.7 Volidity of Proposol

Proposols must be volid for one hundred ond eighty (180) doys following the
deodline for submission of Proposols in Section 2: Schedu/e of Events, or until the
Effective Dote of ony resulting Controct.

4.8 Property of lhe Slqle

All moteriql received in response to this RFP sholl become the property of the Stote
ond will not be returned to ihe Vendor. Upon Controct oword, the Stote reseryes
ihe right to use ony informotion presented in ony Proposol.

4.? Confidentiolity of o Proposol

A Proposol must remoin confidentiol until the Effective Dote of ony resulting
Controct os o result of Ìhis RFP. A Vendor's disclosure or distribution of Proposols
other thon to the Stote will be grounds for disquolificotion.

4.10 Public Disclosure

Subject to opplicoble low or regulotions, the content of eoch Vendor's Proposol
sholl become public informotion upon the Effective Dote of ony resulting Controct.
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Any informotion submitted os port of o response To this request for proposol (RFP)

moy be subject to public disclosure under RSA 9l-A
(htÌp://www.gencourt.stote.nh.us/rso/html/NHTOC/NHTOC-Vl-91-A.htm). ln
oddition, in occordonce with RSA 9-F:i, ony controct entered into os o result of this
RFP will be mode occessible to the public online vio the website Tronsporent NH
(http://www.nh.gov/tronsporentnh/). Accordingly, business finonciol informotion
ond proprietory informotion such os trode secrets, business ond finonciols models
ond forecosts, ond proprietory formulos moy be exempt from public disclosure
under RSA 9l-A:5, lV. lf you believe ony informotion being submitfed in response
to o request for proposol, bid or informotion should be kept confidentiol os
finonciol or proprietory informotion; you must specificolly identify thot informotion
in o letter to the ogency, ond should mork/stomp the moteriols os such. Morking
of the entire Proposol or entire sections of the Proposol (e.9. pricing) os
confidentiol will neither be occepled nor honored. Notwithstonding ony provision
of this RFP to the controry, Vendor pricing will be subject to disclosure upon
opprovol of the controct by Governor ond Council.

Generolly, eoch Proposol sholl become public informotion upon the opprovol of
Governor ond Council of the resulting controct, os determined by the Stote,
including but not limited to, RSA Chopter 9l-A (Right to Know Low). The Stote will
endeovor to mointoin the confidentiolity of portions of the Proposol thot ore cleorly
ond properly morked confidentiol. lf o request is mode to the Stote to view
portions of o Proposol thot the Vendor hos properly ond cleorly morked
confidentiol, the Stote will notify the Vendor of the request ond of the dote ond the
Stote plons to releose the records. A designotion by the Vendor of informotion ii
believes exempt does not hove the effect of moking such informotion exempt. The
Stote will determine the informotion it believes is properly exempted from
disclosure. By submitting o Proposol, Vendors ogree thot unless the Vendor obtoins
o couri order, of its sole expense, enjoining the releose of the requested
informotion, fhe Stote moy releose the requested informotion on the dote specified
in the Stote's notice wiÌhout ony liobility to lhe Vendors.

4.11 Security

The Stote must ensure thot oppropriote levels of security ore implemented ond
mointoined in order to protect the integrify ond reliobility of its informotion
technology resources, informotion, ond services. Stote resources, informotion, ond
services must be ovoiloble on on ongoing bosis, with the oppropriote infrostructure
ond security controls to ensure business continuity ond sofeguord Slote networks,
Systems ond doto.

The Stote will evoluote the degree to which the proposed System is designed ond
orchitected to ensure the confidentiolity ond integrity of its volued osset, Doto.
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4.12 Non-Commitment

Notwithstonding ony other provision of this RFP, this RFP does not commit the Stote
to oword o Conlroct. The Stote reseryes the right, of its sole discretion, to reject
ony ond oll Proposols, or ony portions thereof, of ony time; to concel this RFP; ond
to solicit new Proposols under o new ocquisition process.

4.13 Proposol Preporolion Cost

By submitting o Proposol, o Vendor ogrees thot in no event sholl the Stote be either
responsible for or held lioble for ony costs incurred by o Vendor in the preporotion
of or in connection with the Proposol, or for work performed prior to the Effective
Dote of o resulling Controct.

4.14 Qrol Presentolions/lnlerviews ond Discussion

The Stote reseryes the right to require Vendors to moke orol presentotions of their
Proposols ond/or to moke ovoiloble for orol presentotions/interviews the lT

consultonts proposed to implement the Service. All costs ossocioted with orol
presentotions/interviews sholl be borne entirely by the Vendor. Vendors moy be
requested to provide demonstrotions of their proposed Systems os port of their
presentotions.

4.15 Required Controct Terms ond Conditions

By submitting o Proposol, the Vendor ogrees thot the Stote of New Hompshire terms
ond conditions, contoined in Appendix H: Sfote of New Hompshire Ierms ond
Conditions herein, sholl form the bosis of ony Controct resulting from this RFP. ln the
event of ony conflict between the Stote's terms ond conditions ond ony portion of
the Vendor's Proposol, the Stote's terms ond conditions sholl toke precedence ond
supersede ony ond oll such conflicting ierms ond conditions contoined in the
Vendor's Proposol.

4.1ó Proposol Formol

Proposols should follow the following formot:

. The Proposolshould be provided in o three-ring binder.

. The Proposol should be prinled on white poper wilh dimensions of 8.5 by ll
inches with right ond left morgins of one (l) inch.

. The Proposol should use Times New Romon font with o size no smoller thon
eleven (l ì).

. Eoch poge of the Proposol should include o poge number ond the number of
totol poges ond identificotion of ihe Vendor in the poge footer.

. Tobs should seporote eoch section of the Proposol.
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Exceptíons for poper ond font sizes ore permissible for: grophicol exhibits, which
moy be printed on white poper with dimensions of I I by lZ inches; ond moteriol in
oppendices.

4.17 Proposol Orgonizolion

Proposols should odhere to the following outline ond should not include items not
identified in the outline.

. Cover poge

. Tronsmillol Form Leller

. Toble of Contents

. Seclion l: Executive Summory

. Section ll: Glossory of Terms ond Abbreviotions

. Section lll: Responses to Requirements ond Deliverobles

. Section lV: Nonotive Responses

. Section V: Corporote Quolificotions

. Seclion Vl: Quolificotions of key Vendor stoff

. Section Vll: Cost Proposol

. Section Vlll: Copy of the RFP ond ony signed Addendum (o)
requÍred in original Proposal only

. Section lX: Appendix

4.18 Proposol Content

4.18.1 Cover Poge

The first poge of the Vendor's Proposol should be o cover poge
contoining the following text:

STATE OF NEW HAMPSHIRE
Deporlmenl of Educolion

RESPONSE TO BAE RFP 2OI6.1 11

High School Equivolency Testing Services

The cover poge should olso include the Vendor's nome, contoct person,
contoct telephone number, oddress, city, stote, zip code, fox number,
ond emoil oddress.

4.18.2 Tronsmittol Form leller

The Vendor must submit signed Tronsmittol Form Letter with their response
using the Tronsmitiol Form Letter Templote provided herewith. Any
electronic olterotion to this Tronsmittol Form Letter is prohibited. Any such
chonges moy result in o Proposol being rejected.
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Stote of New Hompshire ProposolTronsmittol Form Letter

Compony Nome

To: NH Deoortment of Educotion, So Bennett Stote Point of Contoct
Telephone ló03) 2/l-ó701
Emoil: Soroh.Benn ett@doe.nh.oov

RE: Proposol lnvitotion Nome: High School Equivolency Testing Services
Proposol Number: 201 6-1 1 1

Proposol Due Dote ond Time: June 24, 201ó of 4:00 pm

Deor Sir

Compony Nome: hereby offers to sell to the Stote of New
Hompshire the Services indicoted in RFP NH Deportmeni of Educotion BAE-201ó-l I I High
School Equivolency Testing Services of the price(s) quoted in Vendor Response Section Vll:
Cost Proposol, ond Appendix F: Pncing Worksheefs, in complete occordonce wilh oll
condítions of this RFP ond oll Specificotions set forth in the RFP ond in the Stote of New
Hompshire Terms ond Conditions outlined in RFP Appendix H: Stofe of New Hompshire
ferms ond Condiüons.

Compony Signor:
Compony Nome:

is outhorized to legolly obligote

We ottest to the foct thot:
The compony hos reviewed ond ogreed to be bound by oll RFP terms ond

conditions including but not limited to the Slofe of New Hompshire ferms ond Condifions
in Appendix H, which sholl form the bosis of ony Controct resulting from this RFP; No new
terms ond conditions hove been odded ond no existing terms ond conditions hove been
deleted in this RFP Proposol.

The Proposol is effective for o period of 180 doys or until the Effective Dote of ony
resulting Controct.

The prices quoted in the Proposol were estoblished without collusion wifh other
eligible Vendors ond without effort to preclude the Stote of New Hompshire from
obtoining the best possible compelitive price; ond

The Vendor hos reod ond included o copy of RFP BAE 201ó-l I I ond ony
subsequent signed Addendum (o).

Our officiol point of contoct is

Title
Telep hone
Authorized Signoture Printed

o

Authorized Signoture
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Toble of Conlenls

The Vendor must provide o toble of contents with corresponding poge
numbers reloling to its Proposol. The ioble of contents must conform to the
outline provided in Section 4.17: Proposo/ Orgonizotion, but should provide
detoil, e.9., numbering, level of detoil.

4.18.4 Section l: Executive Summory

The executive summory, which must not exceed five (5) poges, must identify
how the Vendor sotisfies the minimum stondords for considerotion, which ore
described in Appendix B: Minimum Sfondords for Proposo/ Considerofion, to
this Request for Proposols. The executive summory will olso provide on
overview of the Vendor's proposed Service. Vendors ore encouroged to
highlight those foctors thot they believe distinguish their Proposol.

4.18.5 Seclion ll: Glossory of Terms ond Abbreviotions

The Vendor must provide o glossory of oll terms, ocronyms, ond
obbreviotions used in its Proposol.

4.18.6 Section lll: Responses lo System Requiremenls ond Deliverobles

Syslem requirements ore provided in Appendix C: Sysfem Requiremenfs ond
De/iverob/es.

Using the response tobles in Appendix C, the Vendor must document the
obilily to meet the Requirements ond Deliverobles of this RFP.

4.18.7 Section lV: Norrotive Responses

Section lV solicits norrotive responses describing the Softwore, Technicol,
Services ond Project Monogement topics defined for fhis RFP Project.
Appendix D: fopics for Mondotory Norofive Responses is orgonized into
sections, which correspond to the different deliverobles or ospects of the
scoring process of the Proposol. Discussion of eoch topic must begin on o
new poge.

4.18.8 Section V: Corporole Quolificqtions

Section V should provide corporote quolificotions of oll firms proposed to
porticipote in the Project. Specific informotion to be provided is described
in Section E-l: Required lnformotion on Corporote Quolificofions of
Appendix E: Sfondords for Describing Vendor Quo/if icofions.
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Section Vl: Quolificolions of key Vendor stoff

This Proposol section must be used to provide required informotion on key
Vendor stoff. Specific informoiion to be provided is described in Sections: E-

2'.Teom Orgonizotion ond Designofion of key Vendor sfoff; E-3: Condidotes
for Project Monoger; ond E-4: Condidofes for key Vendor sloff Roles, of
Appendix E: Slondords for Describing Vendor Quolificofions.

4.18.10 Section Vll: Cosl Proposol

The Cost Proposol must describe the proposed cost of the Vendor
proposol bosed on ond reflected by the inclusion of ihe completed
tobles listed in Appendix F: Pricing Worksheets.

NOIE: SECI/ON VII COSI PROPOSAL, MUSI BECOME PUBLIC

/NFORMAI/ON AND AS SUCH SHALL NOI BE MADE CONFIDENIIAL OR

PROPR'EIARY. PROPOSALS SUBM/TI-ED WITH ALL OR PARI OF SECIION VIl

LABELED CONF/DFNIIAL OR PROPRIEIARY SHALL NOI BE CONSIDERED
RESPONS/VE AND SHALL NOI BE ACCEPTED.

4.18.1 1 Section Vlll: Copy of lhe RFP ond ony signed Addendum(o) ' required in
originol Proposal only

4.18.12 Section lX: Appendix

This section provided for extro moteriols os referenced in Appendix D
such os Product Literoture, Ad Hoc/Federol Reporting, lnterfoce
Stondqrds, Testing (For UAT Plon) ond Stotus Meetings ond Reports.

Remoinder of fhis pc,ge Íntentionally left blonk
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5. PROPOSAT EVAI.UATION PROCESS

5.1 Scoring Proposols

Eoch Proposol will be evoluoted ond considered with regord to the Solution ond
Services proposed, quolificotions of the Vendor ond ony Subcontroctors, experience
ond quolificotions of proposed condidotes, ond cost.

lf the Stote, determines to moke on oword, the Stote will Ìssue on lntent to Aword
notice to o Vendor bosed on these evoluotions. Should lhe Stote be unoble to
reoch ogreement with the selected Vendor durÍng Controct discussions, the Stote
moy then undertoke Controct discussions with the second preferred Vendor ond
so on. Such discussions moy continue of lhe sole option of the Stote, until on
ogreement is reoched, or oll Proposols ore rejected.

The Stote will use o scoring scole of 1000 points, which sholl be opplied to the Solution
os o whole. Points will be distributed omong the following foctors:

. 200 points - Test Formot

. 100 points - Alignment to Common Core ond College & Coreer Reodiness
stondords for Adult Educotion

. 100 points - Portobility of Test Results

. 100 points - Accommodotions

. 100 points - Cost

. 50 poinls - Cuf Scores

. 50 point - Test ltem Development

. 50 points - Supplementol Resources

. 50 points - Officiol Proctice Tests

. 50 points - Compuier Bosed Testing System Requirements

. 50 points - Professionol Development/Troining

. 50 points - Timefrome

. 50 points - Vendor Experience, Vendor Compony Quolificotions

. 1000 poinls - Totql Possible Score

5.2 Righls of the Slote in Evoluoling Proposols

The Stote reserves the right to:
o. Consider ony source of informotion including but not limited to: Stote

employees, lnternet reseorch ond roting ogencies, in evoluoiing
Proposols;

b. Omit ony plonned evoluotion step if, in the Stote's view, the sfep is not
needed;

c. At iis sole discretion, reject ony ond oll Proposols of ony time; ond
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d. Open Controct discussions with the second highest scoring Vendor, if the

Stote is unoble to reoch on ogreement on Controct terms with the highest
scoring Vendor.

5.3 Plonned Evoluolions

The Stote plons to use the following process:
. lnitiol screening:
. Preliminory scoring of the Proposols;
. Orol interviews ond product demonstrotions;
. Finol evoluotion of Proposols.

5.3.1 lnitiolScreening

The Stote will conduct on initiol screening step to verify Vendor complionce
with submission requirements ond to confirm thot the Proposol sotisfies the
conditions defined in Appendix B: Minimum Sfondords for Proposol
Considerofion. A Proposol thot foils to sotisfy either submission requirements or
minimum stondords moy be rejected without further considerotion.

5.3.2 Preliminory Scoring of Proposols

The Stote will estoblish on evoluotion teom to initiolly score Proposols

5.3.3 Orol lnterviews ond Product Demonslrolions

Preliminory scores from the initiol evoluotion of the Proposols will be used to
select Vendors to invite to orol interviews ond product demonstrotions.

The purpose of orol interviews ond product demonstrotions is to clorify ond
expound upon informotion provided in the written Proposols. Vendors ore
prohibited from oltering the bosic substonce of their Proposols during the orol
interviews ond product demonstrotions.

For eoch invited Vendor, Ìhe orol interview ond product demonstrotions will
be limited to two hours in length. A highly structured ogendo will be used for
orol interviews ond product demonstrotions to ensure stondord coveroge of
eoch invited Vendor. lnformotion goined from orol interviews ond product
demonstrotions will be used to refine scores ossigned from the iniliol review of
the Proposols.

5.3.4 Best ond Finol Offer

The Stote will nol be requesting o Best ond Finol Offer. The Stote plons to
negotiote pricing with the highest scoring Vendor. lf on ogreement is not
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reoched, the Stote reseryes the right to move on to negotiotions with ihe
second-highest scoring Vendor.

5.3.5 Finol Evoluotion

The Stote will conduct finol evoluotions os o culminotion of the entire process
of reviewing Vendor Proposols ond informotion gothering. Reference ond
bockground checks will be mode for finolist or finolists os oppropriote. After
moking o preliminory determinotion of oword, the Stote reseryes the right lo
conduct site visits to o Vendor locotion ond/or government site(s) thot ulilizes
the Vendor Softwore.

5.4 Scoring Detoil

The Stote will select o Vendor bosed upon the criterio ond stondords confoined
in this RFP.

5.4.1 Scoring of the Test Formol

Test Formot will be ollocoted o moximum score of 200 (200) points. The
moin purpose of this section is to meosure how well the solution meets
the voried needs of test tokers ond the Stote including, but not limited to,
the following:

. ls the test ovoiloble in both poper-pencil ond computer-bosed
formots?

. ls the test ovoiloble in both English ond Sponish longuoges?
¡ Whot odditionolformots of the test ore ovoiloble?
. Whot other longuoges does the Vendor onticipote will be

offered over the course of the controct?
¡ Does the test include sections for Mothemotics. Science, Sociol

Studies, English Longuoge Arts including Writing ond Reoding?
¡ Whot demogrophic informotion is collected during the

registrotion process?
. Describe how student demogrophic ond score informotion

con be tronsmitted to the Stote through on encrypted file.

5.4.2 Scoring of the Alignmenl lo Common Core ond College & Coreer Reodiness
Stondords

Alignment will be ollocoted o moximum score of 100 points. The moin
purpose of this section is to meosure how well the solution is oligned with
bolh the Common Core ond College & Coreer Reodiness Sfondords
including, bui not limited to, the following:

. How is the test oligned to the Common Core Stondords?

. How is the test oligned to the College & Coreer Reodiness
Stondords?
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Hos the olignment been verified by ony third porty reseorch
ogency? lf so, whot were the conclusions?
ls the tesl oligned with onother other sets of stondords issued
by notionol occreditotion ossociotions? lf so, which ones?

5.4.3 Scoring of Portobility of Tesl Results

Poriobility of Test Results will be ollocoted o moximum score of 100 points.
The moin purpose of this section is to meosure how well lhe test is

recognized ond occepted by colleges, employers ond the militory
including, but not limiied to, the following:

. ls the test occepted by colleges ond troining progroms os the
equivolent of o high school diplomo? Whot process hos the
Vendor undertoken to ensure thot the test results ore
occepted for entry into the post-secondory educotion or
troining progroms?

. ls the test occepted by employers os the equivolent of o high
school diplomo? Whqt process hos the Vendor undertoken to
ensure thot the test results ore occepted by employers?

. ls the lest occepted by the militory os the equivolent of o high
school diplomo? Whot process hos the Vendor undertoken to
ensure ihot the test results ore occepted by the militory?

. Does the Vendor conduct regulor surveys of post-secondory
institutions, employers ond the militory to determine the level of
occeptonce for lhe test results in those oreos?

. Whot is the Vendor's morketing plon for increosing the
recognition ond occeptonce of tesi results os on equivolent to
o high school diplomo?

5.4.4 The Scoring of Accommodolions

Accommodotions will be ollocoted o moximum score of 100 points. The
moin purpose of this seciion is to meosure how well the Vendor con
occommodote testing for persons with disobilities including, but not
limited to, the following:

. Whot occommodotions, if ony, ore ovoiloble without speciol
permission from the Vendor?

. Whot occommodotions, if ony, ore ovoiloble wifh
documentotion?

. ls the documentotion required for occommodotions cost-
prohibitive to low-income odult educqtion students?

. Whot is the Vendor-developed process for opproving
occommodotion requests?

o Are occommodotions ovoiloble in both the poper-pencil ond
computer-bosed testing? lf the occommodotions ore different,
bosed on formot, pleose describe.

a

a
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5.4.5 The Scoring of Cost

Cosls will be ollocofed o moximum of 100 points. The moin purpose of this
section is to meosure the services included in the cost per person for the
Service. lt is the intention of the Bureou thot fees collected from the
exominees cover the cost of the Services. This informotion should
include, but is not limited to, the following:

. Whot is the totol cost per person for odministering the poper-
bosed test?

. Whot is the totol cost per person for odministering the
computer-bosed test?

. ls there o difference in cost if the exominee tokes ports of the
test on different doys?

. Whot is included in the test fees?

. Whot is the cost ossocioted with retesting, poper-bosed or
computer bosed? ls there o limit on the number of times thot o
exominee con retoke the test?

. Whot is the cost ossocioted with printing, moiling, scoring
ond/or downlooding the test?

. Whot is the cosf ossocioted with occessing testing scores?

. Whot is the cost of Officiol Proctice Tests (see Section 5.4.9)?

. Whot ore the options for collecting testing fees?

5.4.6 The Scoring of Cut Scores

Cut Scores will be ollocoted o moximum of 50 points. The moin purpose
of this seciion is to how the Vendor will determine cut scores for the test,
porticulorly those thot indicote high school completion ond
college/coreer reodiness including, but not limited to:

. Whot is the process to determine cut scores for high school
completion?

. Whot is the process io determine cut scores for college &
coreer reodiness?

. How recently were the cut scores reviewed? Whot wos the
process ond were ony substontiol chonges mode ond why?

. When is the next onticipoted review of cut scores? How will ony
determinotion to chonge or not chonge the cut scores be
mode?

. How ore exominees mode o owore of cut scores, both high
school completion ond college & coreer reodiness?

5.4.7 The Scoring of Test llem Developmenl

Tesl ltem Development will be ollocoted o moximum of 50 points. The
moin purpose of this seclion to meosure how well the Vendor meets the
requirement for o minimum of three test forms, including, but not limited
to:
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How ore test items developed ond selected for inclusion on the
fest?
How mony test forms ore ovoiloble eoch yeor? Pleose indicote
the number of test forms ovoiloble in eoch longuoge for
poper-bosed ond computer-bosed testing.
Are chonges to the number of ovoiloble forms onticipoted
within the controct dotes? lf so, pleose eloborote.
Whot is Ìhe Vendor's recommendotion for the number of re-
tests o student con toke?
Whot is the Vendor's policy if o test form becomes
compromised during the yeor?
Are different forms of the tesl cleorly morked ond uniquely
designoted with o seriol number?
Are there ony onlicipoted chonges to question type, formot or
content expected during the controct term? lf so, pleose
describe.

5.4.8 The Scoring of Supplemenlol Resources

Supplementol Resources is ollocoted o moximum of 50 points. The moin
purpose of this section is to meosure how well the Vendor hos built
relotionships with publishers of odult educotion moteriols to moke
instruclionol moteriol occessible, including but not limited to:

. Are there ony Vendor endorsed instructionol moteriols currently
ovoiloble? Pleose briefly describe ovoiloble in poper-bosed
ond online resources.

. Pleose describe ony relotionships, estoblished or impending,
with publishing componies or softwore componies for the
purposes of providing supplementol instructionol resources.

. Pleose describe ony onticipoted delivery of endorsed
moteriols.

. Whot other supplementol resources, including Free/Poid
Proctice Tests or somple questions, will the Vendor provide?

5.4.? The Scoring of Officiol Proctice Tesls

Officiol Proctice Tests is ollocoted o moximum of 50 points. Under NH Ed

704.02 e2, students under l8 ore required to poss o "certified" proctice
test before being ollowed to test. The moin purpose of this section is to
meosure how well the Vendor meets the stote's need for Officiol Proctice
Tests including but not limited to:

. Are there of leost fwo forms of on Officiol Proctice Test in both
the poper-bosed ond computer-bosed formots ovoiloble in
eoch yeor of the controct?

a

a

a

a

a

a

a
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How ore the Officiol Proctice Tesls oligned with the test
bottery?
Are the Officiol Proctice Tests o predictor of sotisfoctory
performonce on the octuol test? Pleose describe the process
used to ensure this.
How does the Vendor prevent the Officiol Proctice Tests from
being ovoiloble to the generol public?
ln the event of substontiol chonges to test item formots ond/or
content, whot is the plon for development of lwo new Officiol
Proctice Tests to be ovoiloble of leost three months prior to the
test chonges?

5.4.10 The Scoring for Computer Bosed Testing Syslem Requirements

System Requirements is ollocoted o moximum of 50 points. The moin
purpose of this section is to meosure how well the computer-bosed
testing system meets the requirements of the NH Deportment of
lnformotion Technology requirements including, but not limited to:

Sotfwore Archilecture
. How well does the Solution odopt to the Agency (or will the

Agency hove to odopt to the Solulion)?
. How does the Solution fit wiih the Agency's existing services ond

strotegies?
. Con the Solution odopt to future orgonizotionol chonges?
. Does the Solulion support orgonizotionol technicol strotegies?
. Con the Solution eosily occommodote ony plonned or possible

growth?
Applicotion

. How long hos the Applicotion been in operotion?

. Whot is the Applicotion's morket shore?

. Who is responsible for the cost of upgrodes to the system?

. How ore future upgrodes determinèd?
Feotures

. How well does the solution do the things the System needs to do?
Compotibility with Stote Syslems

. How frequently ore system checks, upgrodes or other on-site
technicolsupport required by the testing centers?

. Does the Solution operote on o computer with o minimum of
Windows 7 ond lnternet Explorer 8?

. Whot ore the minimum system requirements?
User Friendliness/Usobility ond Efficiency

. How quickly con o user (tesl-toker, test odministrotor ond stote
stoff) perform o needed tosk?

. How eosy is it to leorn, is it intuitive?

. ls its novigotion ond interfoce similor to other softwore used? How
steep is the leorning curve?

a

a

a

a
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Criterio for these scores will be found in bul ore not limiled to:

Proposolsection Ill: Responses to Requiremenls ond Deliverobles
Allochment C-2: Requiremenls, porliculorly business requirements
Proposol Section lV: Norrotive Responses
Vendor Presenlotion ond Demonslrotion

5.4.I 1 The Scoring for Professionol Developmenl/Troining

Professionol Development/Troining is ollocoted o moximum of 50 points. The
moin purpose of this section is to meosure how the Vendor proposes to
provide professionol development ond/or troining for stote odministrotors,
test odministrotors ond odult educotion instructionol stoff including, but not
limited Ìo:

. Whot ore the requirements for q test odministrotor?

. How will test odministrotors be troined?

. Whot ore the troining or certificotion requirements ofter the initiol
troinin g/certif icotio n ?

. Whot troining is ovoiloble for stote odministrotors?

. Whot troining is ovoiloble for technicol support stoff?

. Whot professionol development support, if ony, will be provided to
instructionol stoff ?

5.4.'12 The Scoring for Timefrqme

Timefrome is ollocoted o moximum of 50 points. The moin purpose of this

section is to meosure how the Vendor proposes to implement the high school
equivolency testing services including, but not limited to:

. How will the Vendor ensure thot controcted services will be reody
to use on Jonuory 1,2017?

. How will ihe Vendor ossist the stote to provide o smooth tronsition
from the previous controcted services into the oworded
controcted services?

5.4.13 The Scoring for Vendor Experience, Vendor Compony Quolificotions

Vendor Experience & Quolificotions is ollocoted o moximum of 50 points.
It must be estoblished thot the Vendor is copoble of corrying oul the
Service. The Vendor must be copoble of working with the requirements of
Stote, Federol ond locol lows ond stotutes with regords to doto
collection, reporting ond privocy including, but not limited to:

. How long in business - A proven trock record of operotion for o
number of yeors thot the compony will coniinue to supporl the System.
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How mony yeors of experience w¡th lhis Service - Demonslroted
competence in working with the proposed Service or Technology.
Bench Strenglh ond support slructures - The Slote will consider the
depth of required technicol skill within lhe compony os well os the
Vendor's plon for knowledge tronsfer to Stote stoff.
References - The meosure of o compony's worih is more occurote
when mode by o third porty thot hos colloboroted with the Vendor on
o similor project.
litigotion - The relevonce of involvement of the compony in litigotion
will be considered.
Finonciol Slrenglh - Finonciol strength when meosured by finonciol
stotements or o roting compony is on indicotion of the compony's
obilily to operote long term ond through unexpected problems.
Protection of Doto - The degree to which continuous operotions
ore insures ogoinst unexpected problems.
Project Execulion - Do compony procedures focilitote:
communicolion with the Stote, the eorly discovery ond resolution
of problems, efficient ond effective operotion through
lmplementotion ond on effective support structure of the System
Projecl Monogemenl Compelence - Administrotive, monogement
quolity control ond oversight

Crilerio for lhese scores will be found in bul ore not limiled lo:

Proposol Seclion lll: Responses to Requiremenls ond Deliverobles Allochment
Proposol Section lV: Norrolive Responses
Proposol Section V: Corporole Quolificotions
Proposol Section Vl: Quolificofions of Key Stoff
C-2 - Technicol Requirements
Proposed Work Plon
References
Vendor Presenlolions

a

a

a

a

a

a

a

a
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APPENDIX A: BACKGROUND INFORMATION

NH Deporlment of Educolion (NHDOE)

The New Hompshire Deportment of Educotion is responsible for:
. Providing generol supervision for elementory ond secondory schools,

teochers ond odministrotors;
. Regulotion of postsecondory institutions ond progroms, including

postsecondory coreer schools ond eligible progroms for veterons ond
their beneficiories utilizing Gl B¡ll benefits;

. Providing odult educotion, youth workforce troining ond coreer
development progromming; ond

. Providing vocotionol rehobilitotion ond sociol securiTy disobility
determinotions services for person with disobilities.

The mission of the New Hompshire Deportment of Educoiion is to provide
educotionol leodership ond services which promote equol educotionol
opportunities ond quolity proctices ond progroms thot enoble New Hompshire
residents to become full productive members of society.

The Bureou of Adult Educolion

The NHDOE's Bureou of Coreer Development is responsible for leodership ond
support of the odult educotion systems in New Hompshire. The Bureou provides
gronts to school districts ond privote non-profit orgonizotions for the purposes of
offering educolionol services to odults who hove not received o high school
diplomo or high school equivolency certificole, or who need to improve bosic
skills in reoding, moth, writing ond English longuoge leorning.

Gools ond Objectives for High School Equivolency Tesfing Services:

lmplement notionolly-recognized high school equivolency testing
service, oligned with Common Core ond College & Coreer Reodiness
stondords.
Provide multiple testing formots including poper-bosed, computer-
bosed, olternote longuoges, ond formots to occommodote
exominees with disobilities.
Guorontee the sofety ond confidentiolity of oll doto collect by the
system, including user informotion.
Provide user odministrotor ond exom odministrotion tools thot con be
occess ond utilized by oppropriote Stote ond locolstoff.

a

a

a

a
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Provide online occess to tronscripts or score reports, controlled by
role-bosed security, to verify competence for issuonce of o high
school equivolency certificote;
Ensure thot the test is user-friendly, regordless of formot, ond the
computer-bosed test is eosily occessible on existing equipment
through o stondord lnlernet browser.
Provide stotisticol informotion pertoining to test-tokers in New
Hompshire;
Provide downloodoble reports in formots thot ore eosily reodoble
(PDF, XLS, RTF, etc.) ond ore compotible with other systems (CSV, tob
delimited, etc.)

A-2 Deporlment of lnformolion Technology ond Technology Slolus

The Project will be conducted in cooperotion with the New Hompshire Deportment
of lnformotion Technology (DolT). DolT coordinotes the stotewide lnformotion
Technology octivilies.

A-2.1 Technicol Archileclure

ComponenÌs of the Stote's technicol orchitecture include

Stote Network Environment: The Stote operotes multiple wide-oreo
networks using vorious technologies including frome reloy, fiber,
dedicoted lines, ond wireless, Voice over lP (VOIP) ond VPN
technologies.
lnternet Access: All Stote ogencies ore connected to the Stote's
intronet which provides occess to the lnternet.

A-2.2 Fulure Syslems Environmenl

Future design ond development efforts should conform to the emerging
environment os defined by current informotion technology initiotives, the
New Hompshire Stotewide Strotegic lnformotion Technology Plon, ond the
Stote's e-Government Architecfure Plon.

This environment is end user centric, utilizing the lnternet ond Web whenever
possible, promoting electronic tronsoctions, ond centrolized common
services (security, e-poyment, content seorch), where possible.

A-3 Reloted Documenls Required of Contrqct time
o. Certificote of Good Stonding/Authority (Appendix G-2-item A) doted ofter April

of the current yeor ond ovoiloble from the Deportment of Stote by colling (ó03)
271-3244 or (ó03) 271-3246. Forms ore olso ovoilqble on:

b. Certificote of Vote (Appendix G-2-ltem B)

a

a

a

a

a

a

Poge 26 of 99 DOIT RFP Templote B-lB-15



STATE OF NEW HAMPSH¡RE

New Hompshire Deporlmenl of Educolion
High School Equivolency Ïesling Services

NHDOE - BAE . RFP 2OIó.'I11
c. Proof of lnsuronce complionl with Appendix H: Stote of New Hompshire ferms

ond Condifions.

A-4 Stote Project Teom

Stote high-level stoffing for the Project will include:

A-4.1 Project Sponsor

The Project Sponsor, Poul Leother, Deputy Commissioner of Educotion, will
be responsible for securing finoncing ond resources, oddressing issues

brought to his ottention by the Stote Project Monoger, ond ossisiing the
Sfote Project Monoger in promoting the Project throughout the Stote. The
Project Sponsor or on oppropriote designee will be ovoiloble to resolve
issues on o timely bosis.

A-4.2 Slole Projecl Monoger

The Stote Project Monoger, Soroh Bennett will be responsible for working
in coordinotion with the Bureou stoff, Stote lT stoff, locol high school
equivolency testing center stoff ond lhe Vendor to ensure oppropriote
execution of the Controct.

Mojor duties include:
. Ensure occessibility to testing for oll oppropriote New

Hompshire residents
. Serve os o lioison between the Vendor ond the odult

educotion community.
. Provide troining/professionol development for high

school equivolency test odministrotors ond odult
educotion instructors

. Develop NH-specific policies regording high school
equivolency testin g services

. lnspect ond opprove new testing center in coordinqtion
with the Vendor os well on-going review to ensure test
security ond sofety rules ore evident.

APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL CONSIDERATION

A Proposol thot foils to sotisfy the requirements in ihis section moy be rejected without
further considerotion.

B-1 Submission requiremenls
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. The Proposol is dote ond time stomped before the deodline os defined in

Section 2: Schedule of Evenfs. The Vendor hos sent the proper number of
copies with the originol version of the Proposol morked "ORIGINAL" ond the
copies morked "COPY" os defined in Section 4.1: Proposol Submission,
Deod/ine ond Locofion /nsfructions

. The originol Proposol includes o signed Tronsmittol Letter occepting oll terms
ond conditions of the RFP without exception

B-2 Complionce with System Requirements

System requirements ond Deliverobles ore listed in Appendix C: Sysfem
Requiremenfs ond Deliverob/es in this RFP. The proposed Vendor's Solution must be
oble to sotisfy oll mondoiory requirements listed.

B-3 Currenl Use of Vendor Proposed Sotlwore - Currenl lmplemented Sites of Vendor
proposed sottwore

Components lhot constitute the Vendor's proposed Solution must be fully
implemented ond operotionol in of leost one (l) government entity comporoble in
size ond complexity to the Stote of New Hompshire.

B-5 Proposed Project Teqm

The proposed Project Teom must include individuols with substontiol experience
in:

Developing ond odministering lorge scole ossessments by poper
ond computer, especiolly in the oreo of high school equivolency.
Delivering high-stokes testing such os these used for federol ond
stote educotionol occountobility purposes, student groduotion
requirements, or college quolificotion or entronce exoms.
Working with governmenT institutions, especiolly Stote government
clients of comporoble size ond complexity to the Stote of New
Hompshire.
Test development using estoblished exom creotion methods thot
ensure volid ond occurote results.
Providing technicol ossistonce ond trqining to users with vorying
levels of technologicol expertise.
Working with Stote ond locol users to ensure doto confidentiolity
ond security in occordonce with oll locol, Stote ond federol lows
ond stotutes.

For the purpose of evoluoting complionce with this requirement, the Vendor teom
is permitted include Subcontroctors. ln oddition, one (1) teom member moy be
identified to fulfill the experience requirement in multiple qreos.
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APPENDIX C: SYSTEM REQUIREMENTS AND DELIVERABTES

c-l scoPE oF woRK

The Project will provide comprehensive high school equivolency testing by offering o
notionolly recognized exom oligned to the Common Core ond Coreer & College
Reodiness stondords. The Vendor must provide flexibility for New Hompshire to
continue with the current exominee registrotion system ond poyment system, primorily
poper-bosed with the option to tronsition to computer-bosed registrotion ond
poyment system in the future.

The high school equivolency exom must ollow for demonstrotion of competencies
equivolent to o high school groduote in the content oreos of Moihemotics, Science,
Sociol Studies, ond English Longuoge Arts including Writing ond Reoding. The exom
should be occessible to test-tokers with disobilities, including, bui not limited to,
olternote formots such os lorge prini or Broille. lt is required thot the exom be ovoiloble
in both poper-pencil ond computer-bosed formots. The Vendor is expected to provide
multiple forms of the test to ollow for retesting ond multiple forms of proctice tests thot
ore not occessible to the generol public ond ore oppropriote to use os o predictor of
possing scores.

ln oddition to testing services, the Vendor is expected to provide troining for test
odministrotors, generol informotion for test-tokers, stotisticol doto detoiling the
performonce of New Hompshire test tokers ond morketing moteriols. The Vendor must
ensure thot instructionol moteriols reloted to the test ore ovoiloble for odult educotors

All costs ossocioted with test development, registrotion, odministrotion, troining,
moteriols, scoring, reporting ond ony other progrom octivities including retests, must be
covered by fees collected from exominees.

C.2 REQUIREMENTS

Vendors sholl complete the requirements checklist (Toble C-2 Generol
Requirements Vendor Response Checklist. Toble C-2is included os on
ottochment to RFP BAE 201ó-l I l.

C-3 DETIVERABTES

Vendors sholl complete the response checklist Toble C-3 Deliverobles Vendor
Response Checklist.
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Toble C-3 Deliverobles Vendor Response Checklist

Remqinder of poge inlenlionolly lefl blonk

Projecled
Delivery Dote

Aclivity, Deliveroble, or Mileslone
Deliveroble

Type

I Conduct Proiecl Kickoff Meetinq Non-Softwore

Proiect Stqtus Reports Written2

3 Work Plon Written

4
Communicotions ond Chonge
Monooement Plon Written

Written5 Deployment Plqn

6

Comprehensive Troining Plon
Written

7

Documentotion of
Operotionol Procedures Written

8 Conduct Troinins Non-Softwore

l0

9 Cutover to New Softwore

Onooino Hostinq Support

Non-Softwore

Non-Softwore

lt Onooino Support & Mointenonce Softwore

12 Ongoino Stotus Meetings Non-Softwore

Conduct Proiect Exit Meetino Non-Softworel3
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE RESPONSES

Vendors must limii norrotive responses describing the Softwore, Technicol, Services ond
Project Monogement topics defined for this Project. The following toble identifies specific
topics for norrotives. A poge limit is identified for eoch topic. lf o response to o topic
exceeds the poge limit, the STote will limit its considerotion to the prescribed poge limit.

limil
D-l Proposed Projecl

D-1.I of
Topic 0 - Product Literoture

2Topic l-TesiFormot
8Topic 2 - Alignment Io Common Core & CCR

Stondords
JTopic 3 - Portobility of Test Results

Topic 4 - Accommodolions t0

Topic 5 - Cost 3

3Topicó-CutScores
l0Topic 7 - Test ltem Development
3Topic I - Supplementol Resources

Topic 9 - Officiol Proctice Tests J

8Topic ì0 - Computer Bosed Testing System
Requirements

3Topic I I - Professionol Development/Troining
ITopic l2 - Timefrome

Topic l3 - Vendor Experience, Vendor
Compony Quolificotions

8

D- 1 .2 Sottwore Components
8Topic l4 - Soluiion, Deliverobles ond Services

Offered
2Topic l5 - Dotcr Use

Topic ló - User Friendliness ond Usobility l0
8Topic l7 - Documentoïion

3Topic l8 - System Plotform

Topic l9 - Doto ond Process QuoliTy Audits 3
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Topic 20 - Stondords 3

Topic 2l - Meetings ond Reporfs No limil

Topic 22 - System Security ond the Hosted
Environment

6

Topic 23 - Bockup ond Recovery 2

Topic 24 - Assuronce of Business Continuity J

Topic 25 - Role ond Responsibilifies 2

Topic 2ó - User Troining Approoches 6

Topic 27 -Iransition Services 2

Topic 28 - Technicol Knowledge Tronsfer Ã
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D-2.3 Execulion

D-2.4 t Mon c nce

D-2.5 Ongoing Operolions

Topic 34 - Help Desk Support 2

D.I PROPOSED PROJECT

This section provides o series of topics reloted to the proposed Project described in
RFP.

D-1.1 Descriplion of Project

Topic I -TeslFormqt
Response Poge Limit: 2

Provide o detoiled description of ovoiloble ond plonned Test Formqls.

Response must include o description of the following:
. Whot delivery formots ore ovoiloble (i.e. poper-bosed, computer-

bosed)?
. Whot longuoges ore ovoiloble?
. Whot occessible formots ore ovoiloble (i.e. lorge print, Broille)?
. Whot odditionol formots ore ovoiloble?
. Whot formots ore plonned for releose during the period of the conlroct?
. How will test scores ond demogrophic informotion be tronsmitted bock

to the Stofe?

Topic 29 - lmplementolion Approoch 5

Topic 30 - User Acceplonce Testing 2

Topic 3l - Stcrtus Meetings ond Reports 2

Topic 32 - Risk ond lssue Monogement 2

Topic 33 - Work Plon No Limit
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Topic 2 - Alignmenl lo Common Core ond College & Coreer Reodiness
Slondqrds
Response Poge Limit: 8

Provide o detoiled description of how lhe Projecl is oligned with the Common Core
ond College & Coreer Reodiness Stondords.

The response must include o description of the following:
. Detoiled description of the process used to olign test items.
. lnformotion on olignment for eoch content oreo, porticulorly the

stondords used for sociol studies ond science.
. Results of ony olignment studies

Topic 3 - Porlobilily of Test Results

Response Poge Limit: 3

Provide o deloiled descriplion of the process used lo ensure thot nolionol
occeplonce of lhe proposed tesls occurs for college, employers ond the militory.

The response mu5t include o description of the following:
o Completed morketing compoigns ond plonned compoigns
. Estoblished relotionships with post-secondory, business or militory

ossociotions used to promote portobility of test results.
. Plonned compoigns for increosing portobility during the course of the

controct.
. Any third-porty studies evoluoting the recognition or occeptonce of this

test ond/or comporison to other high school equivolency testing services.

Topic 4 - Accommodolions
Response Poge Limit: l0

Provide o deloiled description of how occommodotions for exominees with
disobilities will ensure equoloccess lo testing services for oll.

The response must include o description of the following:
. Any occommodotions ovoiloble without speciol permission from the

Vendor ond/or the Stote.
. The process for opplying for occommodotions including required

medicol documenlotion.
. The process for odministering on exom with occommodotions
. The overoge timefrome for on exominee to receive opprovol for

occommodotions.

Poge 33 of 99 DOIT RFP Templote B-lB-15



STATE OF NEW HAMPSHIRE
New Hompshire Deporlment of Educolion
High School Equivolency Testing Services

NHDOE - BAE . RFP 2016.'I 'I 
1

Topic 5 - Cost
Response Poge Limit: 3
Provide o detoiled description of lhe cost slructure.

The response must include o description of the following costs
. Test fees ond items included in lhe test fee
. Retesting fees
. Test moteriols
. Officiol Proctice Tests
o Scoring
. Shipping (test moteriols, onswer sheets, etc.)
. Professionol Development/Troining
. Test Center odministrotive fees
¡ Fee collection options

Topic 6-CutScores
Response Poge Limit: 3

Provide o deloiled description of how cut scores will be delermined for high school
equivolency ond for College & Coreer reodiness indicofors.

The response must include o description of the following:
. The process for determining cut scores
. How frequently ore cut scores reviewed?
. Whot foctors might influence o decision to chonge cul scores

future? ls ihis onticipoted?
in the

Topic 7 - Tesl ltem Developmenl
Response Poge Limit: i0

Provide o detoiled descriplion of how lest ilems ore developed, chosen for
inclusion on the exom ond the ovqilqbility of multiple test forms

The response must include o description of the following:
. Pleose provide exomples of test questions from eoch content oreo
. Number of test forms ovoiloble for poper-bosed ond computer-bosed
. Norming procedure for test items

Topic 8 - Supplemenlol Resources
Response Poge Limit: 3
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Provide o detoiled descriplion of supplementol resources ovoiloble, porticulorly
instruclionol moteriols.

The response must include o description of the following:
. Vendor provided moteriols (i.e. Free/Poid Proctice Tests, Study

Guides) currently ovoiloble or onticipoted during the course of the
content

. Vendor endorse moteriols currently ovoiloble or onticipoted during
the course of the controct

. How the Vendor will ensure supplementol resources, porticulorly
instructionol moteriols, ore ovoiloble prior to ony mojor chonges in test
formot, question type or content chonges?

Topic 9 - Officiql Proctice Tesls

Response Poge Limit: 3

Provide o detoiled descriplion of Otficiol Proctice Tests ond how the Product will
meet legol requiremenls for exominees under l8 in the slote of New Hompshire.

The response must include o description of the following:
. How items for the Officiol Proctice Tests ore developed
. Number of forms of the Officiol Proctice ore currently ovoiloble
. Schedule for issuing odditionol Officiol Proctice Tests
. Restrictions on occess to the Officiol Prociice Tests
. Alignment of Officiol Proctice Tests to octuoltest
. Avoiloble formots (i.e. poper-bosed, Broille, etc.)
. How the Vendor will ensure thot Officiol Proctice Tests ore ovoiloble

prior to ony mojor chonges in test formot, question type or content
chonges.

. Any studies or reseorch thot demonstrotes the Officiol Proctice Tests

ore o predictor of success on the octuol test

Topic l0 - Compuler-Bosed Testing Syslem Requirements
Response Poge Limit: 8

Provide q deloiled descriplion of the compuler-bosed lesting system requiremenls
including ony specific requiremenfs for correctionol settings.

The response must include o description of the following:
. Whot technology is required to provide computer-bosed testing?
. How will the Vendor work with the existing computer-bosed festing

infrostructure?
. How does the produci meet the requirements of NH Deportment of

lnformotion Technology requirements? See olso D-2.
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Topic 11 - Profess¡onol Developmenl/Troining
Response Poge Limit: 3

Provide o detoiled descriplion of professionol developmenl ond/or lroining
provided to stote sloff, test odministrotors ond odult educolion instructors.

The response must include o description of the following:
. Vendor requirements for eoch role (stote odministrotor, test odministrotor,

proctor, etc.) including ony certificolion process or troining requirements
. Any troining provided, delivery system (in person, online)
. Any professionol developmenf opportunities offered

Topic l2 - Timefrome
Response Poge Limit: I
Provide o deloiled description of how the Vendor will meet the Jonuory 1,2017 stort
dole.

The response must include o description of the following:
. Tosks to be completed by the Vendor ond tosks to be completed by the

Stote
. A plon for smooth tronsition from previous controcted services to the new

Product

Topic l3 - Vendor Experience, Vendor Compony Quolificqlion
Response Poge Limit: 8

Provide o detoiled description of the Vendor's experience in operoling similor
projects ond how the Vendor will meel the requiremenls of Slole, federql ond locol
lows ond stotules wilh regords lo dolo collection, reporting ond privocy.

The response must include o description of the following
o Experience with similor projects
o Experience with this Product
. Technicol skills
. lnvolvement in ony litigotion
. Protection of doto
. Problem resolution
. Quolity control ond oversight

D-I.2 Soflwore Componenls
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Topic l4 - Solution, Deliverobles, qnd Services Otfered
Response Poge Limit:8

Provide o detoiled description of specific componenls of lhe Solution offered,
including the Deliverobles ond Services lhe Vendor is proposing to offer lhe Sfote.

The response must include o description of ihe following:
. How the overoll engogement will occur;
. lnclude o grophic workflow of the process;
. How input doto errors will be hondled;
. ldentify timefromes for performing implementotion milestones;
. The process & volidotion to be employed to for osset reseorch,

including response times;
. The resources to be employed, including both Stote ond Vendor by

milestone;
. The time commiiment required for both Stoie ond Vendor resources;
. The communicotion plon to be employed; ond o detoiled summory

of the specific Deliverobles, ond proposed method of presenting the
Deliveroble to the Stote.

Topic l5 - Doto Use

Response Poge Limit: 2

Provide o detqiled descriplion of the mechonism ond tools included in the
proposed System to enoble lhe specified dolo shoring between lhe Vendor ond
lhe Slqte.

Whot type of interfoce/mechonism/tool ond frequency is

proposed for the Stote to exchonge doto with the vendor?
Exploin the process.
Whqt type of interfoce/mechonism/tool ond frequency is

proposed for the Vendor to exchonge doto with the Stote?
Whot form of doto is being returned? lnclude o somple of
returned informotion.

Topic I ó - User Friendliness ond Usobility Feolures
Response Poge Limit: l0

The Stote volues softwore thot is compotible with its intended user's obility to use
it eosily ond successfully.

Provide o deloiled descriplion of lhe following:
. To whot extent is ihe Product intuitive, bosed on the likelihood thot

the user hos experience other opplicotions with similor grophic user
interfoces?

a

a

a
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How efficient is the softwore in terms of the number of operotions
required to perform bosic tosks?
ln whot woys does the Vendor's proposed troining process support
the opplicotion?
How mony hours of troining ore required to moke o new user fully
functionol with the system?
Pleose include screenshots of vorious system feotures including
exominee registrotion, test scheduling, testing ond results.

Topic 17 - Documentqtion
Response Poge Limit:8

Describe ond provide somples of the ovoiloble documentotion supporting the
Sysfem ond the osset verificotion Service. Willit contoin technicolspecificotions,
troubleshooting tips, ond technicol contoct informotion?

Topic l8 - System Plotform

Response Poge Limit: 3

Provide o detoiled description of lhe interfoces ond lhe System components
used for processing.

a

a

a

a

a Describe the softwore plotform thot your system operotes on (code
bose, dotobose, etc.). lf ony of the plotform components ore third
porty, or proprietory, pleose note. lndicote if the Stote will need to
purchose licenses.
lnclude detoils of the proposed softwore Solution including the
dotobose monogement system, licensed softwore suggested for doto
retrievol ond reporting, proposed opprooch to developing ony
custom-built softwore components.
Discuss plons for oniicipoted future releose of System softwore.
Address ony impoct on Syslem users or interfoces.

a

a

Topic l9 - Doto ond Process Quqlity Audits
Response Poge Limit: 3

Provide o detoiled descriplion of how Stole stoff will lrock stolus of lhe doto
submissions ond follow to view o record of:

. odministrotive octions: Login, Logout, Possword reset, lP oddress, botch
file tronsmission;

. doto submission including user, dote, time, ond lP oddress;

. users viewing volidotions by dote, time, file, lP oddress;
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users viewing completeness meosures by dote, iime, file, lP
oddress;
users moking corrections by dote, time, file, record, element, ond lP

oddress.

Topic 20 - Stondords
Response Poge Limit: 2

Provide o deloiled description of how the proposed Solution complies wilh
esloblished slondords.

. Describe the degree to which your solution complies with informotion
technology stondords mentioned on the Stote of NH web site:
http ://www.n h. gov/doít/infernet/vendors.ohp

. The proposed Solution must comply with Open Stondords ond Open
Doto Formots os mondoted by RSA 2l-R (HB4l82Ol2).

. ls the proposed opplicotion considered Open Source Softwore?

. ls the doto ovoiloble to the Stote in on Open Doto Formot?

Describe the complionce with privocy ond confidentiolity stondords,
such os HIPAA, NIST, etc.

Topic 2l - Meetings ond Reporls
Response Poge Limit: No Limit

Provide o detoiled meeting ond reporl schedule which will serve lhe needs of
Slote Project leoders ond will evoluole reports produced.

At o minimum, the Stote expects the following:

lntroductory Meeting: Porticiponts will include key Vendor sioff ond Stote
Project leoders. This meeiing will enoble leoders to become ocquointed
qnd estoblish ony preliminory Project procedures.

Kickoff Meeting: Porticiponts will include the Stote ond Vendor Project
teoms. This meeting is to estoblish o sound foundotion for octivities thot
willfollow.

Stotus Meetings: Porticiponts will include Project leoders from the Vendor
ond the Stote. These meetings, which will be conducted of leost twice
monthly, will oddress overoll Project stotus ond ony odditionol topics
needed to remoin on Schedule ond within budget. A stotus report from
the Vendor will serve os the bosis for discussion.

a

a

a

a

a
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Speciol Meetings: Need moy orise for o speciol meeting with Stote
leoders or Project sTokeholders to oddress specific issues.

Exit Meeting: Porticiponts will include Project leoders from the Vendor
ond the Stote. Discussion will focus on lessons leorned from the Project
ond on follow-up options thol the Stote moy wish to consider.

The Slote expects the Vendor to prepore ogendos ond bockground for ond
minutes of meetings. Bockground for eoch stotus meeting must include on
updoted Work Plon. Drofting of formol presentofions, such os o presentotion for the
kickoff meeting, will olso be o Vendor responsibility.

Vendor sholl submit reports in occordonce with the Schedule ond terms of the
Controct. All reports sholl be prepored in formots opproved by the Stote. The
Vendor's Project Monoger sholl produce reports reloted to Project Monogement os
reosonobly requested by the Stote. Vendor sholl produce Project stotus reports,
which sholl contoin, of o minimum, the following:

o. Project stotus os it relotes to Work Plon
b. Deliverobles stotus
c. Accomplishments during weeks being reported
d. Plonned octivities for the upcoming two (2) week period
e. Future octivities
f. lssues ond concerns requiring resolution
g. Report ond remedies in cose of folling behind Schedule

a

a

Describe the process thot will be employed. Be sure to cover the following:
o. Timing, durotion, recommended porticiponis ond ogendo

kickoff meeting;
b. Frequency ond stondord ogendo items for stotus meetings;
c. Avoilobility for speciol meetings; ond
d. Agendo for the exit meeting.

for the

As on oppendix, provide on exomple of stotus reports prepored for onother
Project.

D-2 TECHNICAL, SERVICES AND PROJECT MANAGEMENT EXPERIENCE

This subsection provides o series of technicol topics reloted to monogement of the
Project thot the Stote of New Hompshire will consider in selecling o Vendor to
perform the work described in this RFP. A moximum length of response for eoch
topic is defined.

Poge 40 of 99 DOIT RFP Templote B-18-15



STATE OF NEW HAMPSHIRE
New Hompshire Deporlmenl of Educolion
High School Equivolency Ïesting Services

NHDOE - BAE . RFP 2016.I I I
D-2.1 Security ond Proleclion of Dolo

Topic 22 - System Security ond lhe Hosled Environment
Response Poge limit: ó

Provide o deloiled descriplion of the security design ond orchiteclurol feolures
incorporoted into lhe proposed System. At o minimum, discuss the following:

Describe the System ossuronce provisions incorporoted into the proposed
System. At o minimum, discuss the following:

o. Whot process or methodology is employed within the proposed System
to ensure Doto integrity?

b. To whot degree does the opprooch rely on System ossuronce
copobilities of the relotionol dotobose monogement system (RDMS)?

c. lf multiple dotoboses ore employed, whot extro procedures ore
employed to ensure synchronizotion omong dotoboses?

Discuss your compony's proctices pertoining to the following security testing:
o. The identificotion ond outhenticotion methods used to ensure thot

users ond ony interfocing opplicotions ore identified ond thot their
identities ore properly verified.

b. The outhorizqtion methods used to ensure thot users ond client
opplicotions con only occess Doto ond services for which they hove
been properly outhorized.

c. The immunity methods used to ensure thot unouthorized molicious
progroms (e.9., viruses, worms ond Trojon horses) do not infect the
opplicotion.

d. The methods used to ensure thot communicotions ond Doto integrity
ore not intentionolly conupted vio unouthorized creotion, modificotion
or deletion.

e. The methods used to ensure thot the porties to interoctions with the
opplicotion connot loter repudiote or rebut those interoctions.

f. The intrusion detection methods used to ensure the detection,
recordîng ond review of ottempted qccess or modificotion by
unoulhorized individuols.

g. The privocy methods used to ensure thot confidentiol Doto ond
sensitive communicotions ore kept privote.

h. The System mointenonce methods used to ensure thot unouthorized
System mointenonce does not unintentionolly disrupt the security
mechonisms of the opplicotion or supporiing hordwore.

i. The testing methods conducted to lood ond stress test your System to
determine its obility to wilhstond Deniol of Service (DoS) ottocks.

j. Your softwore potch schedule employed to protect the Softwore from
new security vulnerobilÌties os they orise.

k. The obility of your System's softwore to be instolled in o "locked-down"
foshion so os to lurn off unnecessory feotures (user occounts, operoting
System services, etc.) thereby reducing the softwore's security

a

a
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vulnerobilities ond ottock surfoces ovoiloble fo System hockers ond
ottockers.

Topic 23 - Bqckup ond Recovery
Response Poge Limit: 2

Provide o detoiled description of lhe bockup ond recovery processes used to
protecf mission-crilicol Doto.

The Stote seeks o sound bockup ond recovery provision os port of the Solution.
Describe the tools used for bockup ond recovery of opplicotions ond doto.
Describe the impoct of the proposed bockup process on the operotion of the
System. Also, oddress the following:

o. Use of ond method for logging ond journolizing;
b. Single points of foilure ond recommended opprooches for their

eliminotion; ond
c. Approoch to redundoncy.

O

a Will the Solution include on option to hove the collected doto stored of the
Vendor's site in oddition to sending results olong to the Stote? Whot is the
proposed retention schedule?

Topic 24 - Assuronce of Business Conlinuily
Response Poge Limit: 3

Provide o deloiled descriplion of lhe business conlinuity plon lhol miligotes risk to
lhe Stote.

Vendors ore osked to provide informotion on their business continuity plon in
the event thot their hosting site becomes unovoiloble.
Discuss necessory plonning for moving operotions to o remote site if the
hosting site is incopocitoted.
Whot is the recovery time objective ond how will your compony continue to
meet federolly required response metrics?
The Stote believes thot odditionolSoftwqre license fees solely reloted to
redundoncy for ossuronce of business continuity would be inoppropriote. lf
the Proposol differs from this stondord, describe ond provide rotionole for the
difference.

a

a

a

a
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D2.2 Coordinotion with Stote Personnel ond Troining

Topic 25 - Roles ond Responsibilities - Preporolion of Stote Sloff on lhe
Project Teom
Response Poge Limit: 2

Provide o deloiled description of how the Vendor sloff will interocl with lhe Stote
project monoger during oll phoses of the project.

Describe the roles ond responsibilities of Vendor stoff ond Stote stoff
during pre-implementotion, lmplementotion, ond operotionol phoses of
the engogement. lnclude the omount of time required of eoch stoff
member ond when their time is needed duríng the implementotion ond
operotionol phoses of the project.

Topic 27 - Tronsilion Services
Response Poge Limit: 2

Provide o detoiled description of lronsition services provided upon fulure
terminotion of lhe Controct. Address the oclivilies described in RtP Seclion H-

25.'l 4.4: Terminotion Proc ed ure.

Describe the hondling of Stote Doto during the tronsition phose.
Provide o somple of o tronsition plon thot you hove developed for other
clients.

D2.3 Projecl Execulion

Topic 2? - lmplemenlolion Approoch
Response Poge Limit:5

Provide one or more feosible implementotion plons ond user reodiness. For eoch
plon provided:

ldentify timefromes for mojor milestones, including timing for discontinuing
legocy Systems;
Discuss cost implicotions of the plon, including impoct on mointenonce fees;
ond
Address the level of risk ossocioted with the plon.

a

a

a

a

a
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D2.4 PROJECT MANAGEMENT COMPETENCE

Topic 31 - Slotus Meelings ond Projecl Monogemenl Reporls
Response Poge Limit: 2

Provide o deloiled description of projecl monogement reporting.

The Stote believes thot effective communicotion ond reporting ore essentiol fo
Project success. Describe the plonned project monogement octivities os they
pertoin to the three phoses, plonning, lmplementolion, ond operotions.

Describe how the following will be monoged:
. lntroductory Meeting;
. Kickoff Meeting;
. Stotus Meetings;
. Stotus Reports;
. The Work Plon;
. Letter of Acceptonce; ond
o Chonge Order Process.

As on oppendix, provide on exomple of stotus reports prepored for onother similor
project. Nomes of the project ond of ony individuols involved moy be removed.

Topic 32 - Risk qnd lssue Monogemenl
Response Poge Limit: 2

Provide o deloiled description of the proposed opprooch lo timely identificolion
ond etfective oction on issues ond risks.

Describe the proposed opprooch io monoging risks ond issues. lnclude
o somple trocking document.
Highlighl the methodology to ensure thot the Stote stoff is involved in the
process.
Provide o descripfion of known risks ond proposed steps to miiigote
them.

Topic 33 - Work Plon
Response Poge Limit: No limit

The Stote requires Vendors to present o thorough Project Work Plon in the Proposol
oddressing ollwork offered in their Proposol. The Stote will evoluote the proposed
Project Work Plon contoined in the Proposol to determine how well it will serve the
needs of Stote Project leoders.

a

a

a
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The Stote sees o Work Plon os essentiolto reoching o comprehensive ogreement
with o Vendor. Consequently, the Stote will seek to refine the proposed Work Plon
during Controct finolizotion with ihe selected Vendor ond to incorporote the refined
Work Plon by reference into o Coniroct. ln oddition, the Stote will require the
selected Vendor to updote the Work Plon in consultotion with the Stote during the
term of the Project.

Provide o detoiled summory of lhe following:

Provide o preliminory Work Plon for the Plonning ond lmplementotion Phoses
of the engogement. Vendor's preliminory proposed Work Plon includes o
descripiion of the Schedule, tosks, Deliverobles, mojor milestones, tosk
dependencies, ond o poyment schedule. The Work Plon sholl olso oddress
resource ollocotions (boih Stote ond Vendor teom members). lnclude
sufficient detoil thot the Stote will be oble to identify deporiures from the Plon
in sufficient time to seek corrective oction. ln porticulor provide informotion
obout stoffing. ldentify ond discuss the following.

o. All ossumptions upon which the Work Plon is bosed;
b. Descriptions of recommended roles by octivity ond time required for both

Stote ond Vendor members of the Project Teom;
c. Assignments of members of the Vendor's teom identified by role to specific

tosks; ond
d. Criticol success foctors for the Project.

Discuss how this Work Plon will be used ond Stote occess to Plon deioils
including resource ollocotion. Also, discuss frequency for updoting the Plon
weekly ond for every stotus meeting. Exploin how the Stote will know
whether the Project is on Schedule ond within budget.

a

a

D2.5 Ongoing Operolions

Topic 34 - Help Desk Support
Response Poge Limit:2

Provide o detoiled descriplion of supporl ovoiloble to lhe Slole to help lhem with
lhe process of uplooding qnd receiving files ond other ospects of dolo vqlidolion
ond correclion.

. Describe support for the Stote to ossist with the process of uplooding files
ond receiving files. lnclude hours of operotion, response times, problem
clossificotion, ond escolotion procedures.

. Describe your electronic problem trocking process ond tools used.

. Describe how user occount monogement will be hondled.

. Describe how generol support ond mointenonce skills ore tronsferred to
Stote technicol support personnel for knowledge shoring.
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. Describe how ore support ond mointenonce issues ore trocked detoiling

methodology ond if ony odditionolsoftwore is required.
. Describe process for mointenonce of the generol knowledge bose.
. Describe ony porticulor procedures required to hondle escolotion ond

emergency colls
. Detoil the plon for preventive mointenonce ond for upgrode instollotions
. Detoil the types ond frequency of support tosks required

The remoinder of lhis poge is inlentionolly lett blonk.
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APPENDIX E: STANDARDS FOR DESCRIBING VENDOR QUAtIFICAT¡ONS

Vendor quolificotions ore importont foctors in selecting High School Equivolency Testing
Services ond occomponying lmplementotion ond follow up Support Services. To focilitote
evoluotion of Vendor quolificotions, the Stote seeks informotion obout:

(ì ) corporote quolificotions of eoch Vendor proposed to porticipote in the
Project,

(2) proposed teom orgonizotion ond designotion of key stoff,
(3) individuol quolificotions of condidotes for the role of Project Monoger, ond
(4) individuol quolifícotions of condidotes for other key stoff roles.

This oppendix identifies specific informotion thot must be submitted.

E-t Required lnformotion on Corporote Quolificolions

lnformotion is required on oll Vendors who will porticipote in the Project. Vendors
submitting o Proposol must identify ony Subcontroctor(s) to be used.

E-1.1 Vendor ond Subconlrocfors

The Vendor submitting o Proposol to this Project musl provide the
f ollowin g informotion :

E-l.l.l Corporole Overview (2 poge limit)

ldentify the proposed role of the firm on the Project. Describe the
mojor business oreos of the firm. Provide o high-level description of
the firm's orgonizotion ond sioff size. Discuss the firm's commitment
to the public sector, experience with this type of Project
lmplementotion ond experience in New Hompshire.

E-1.1.2 Finonciol Strength

Provide of leost one of the following:

I The current Dunn & Brodstreet report on the firm; or
2 The firm's two most recent oudited finonciol stotements; ond

the firm's most recent un-oudited, quorterly finonciol
stotement; or

3 The firm's most recent income tox return
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litigotion

ldentify ond describe ony cloims mode by clients during the lost ten
(ì0) yeors. Discuss merits, current stotus ond, if ovoiloble, outcome
of eoch motler.

E-1.1.4 Prior Project Descriptions (3 limited lo 3 poges eoch)

Provide descriptions of no more thon three (3) similor projects
completed in the lost five (5) yeors. Eoch project description should
include:

l. An overview of the project covering type of client, objective,
project scope, role of the firm ond outcome;

2. Project meosures including proposed cost, octuol project cost,
proposed project schedule ond octuol project schedule;

3. Nomes ond contoct informotion (nome, title, oddress ond
current telephone number) for one or two references from the
client; ond

4. Nomes ond project roles of individuols on the proposed teom for
the New Hompshire Project thot porticipoted in the project
described

E-1.1.5 Subcontroctor lnformotion

Vendors must provide informotion on ony Subcontroctors proposed
to work on lhis Project. Required informotion sholl include but not be
limited to:

l. ldenlificotion of the proposed Subcontroctor ond o description
of the mojor business oreos of the firm ond their proposed role
on the Project.

2. A high-level description of the Subcontroctor's orgonizotion
ond stoff size.

3. Discussion of the Subcontroctor's experience wifh this type of
Project;

4. Resumes of key personnel proposed to work on the Project;
ond

E-2 Teom Orgonizotion ond Designotion of key Vendor stoff

Provide resumes of key personnel proposed to work on the Project ond on
orgonizotionol chort depicting the Vendor Project Teom. This chort should identify
key stoff required from the Vendor, ony Subcontroctors, ond The Sfote.
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Define the responsibilities ond length of ossignment for eoch of the roles depicted
in the orgonizotionol chort. ldeniify the positions thot should be designoted key
stoff. Ensure thot designotion of key Vendor stoff includes subject motter experts in
the following oreos:

. Educotion

. Reseorch

. Tesi Development

. Stotistics

. OperotionolSupport

. TechnicolSupport

A single teom member moy be identified to fulfill the experience requirement in

multiple oreos.

E-2.1 Slote Stoff Resource Worksheet

Append o completed Stote Stoff Resource Worksheet to indicote resources
expected of orgonizotion. Expected resources must not exceed those
outlined in Section A 4.2. The required formot follows.

Toble E-2: Proposed Slole Stoff Resource Hours Worksheet

Stote Role lnitiotion Configurotion lmplementotion Close Out Tolol

Project
Monoger

Position I

Position 2

Position 3

Position 4

Position 5

Slote
Totol

E-3 Condidqles for Project Monoger

Although the Stote recognizes thot stoff ovoilobility is somewhot uncertoin,
quolificotions of the Project Monoger ore porticulorly criticol. Therefore, the Stote
requires thot the Project Monoger be ideniified with some degree of certointy.

For the Project Monoger condidote, provide o resume not to exceed five (5) poges
in length oddressing the following:
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o The condidote's educot¡onol bockground;
o An overv¡ew of the condidote's work history;
. The condidoie's project experience, including project type, project role ond

durotion of the ossignment;
. Any signíficont certificotions held by or honors oworded to the condidote; ond
. Af leost three (3) references, with contoct informotion, thot con oddress the

condidote's performonce on post projects.

Condidotes for key Vendor sloff Roles

Provide o resume not to exceed two (2) poges for eoch key Vendor stoff position
on the Project Teom. Eoch resume should oddress the following:

. The indíviduol's educotionol bockground;

. An overview of the individuol's work history;

. The individuol's project experience, including project type, project role ond
durofion of the ossignment;

o Any significont certificotions held by or honors oworded to the condidote; ond
. At leost three (3) references, with confoct informotion, ihoi con oddress the

individuol's performonce on post projects.

The remoinder of this poge is inlenlionolly left blonk.
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APPENDIX F: PRICING WORKSHEETS

A Vendor's Cost Proposol must be bosed on the worksheets formotted os described in
this oppendix.

F-1 Activilies/Deliverqbles/Milestones Pricing Worksheet - Deliverqbles list

The Vendor must include, within the Fixed Price per Unit for service octivities, tosks
ond preporotion of required Deliverobles, pricing for the Deliverobles required
bosed on the proposed opprooch, ond methodology ond iools. The following
formot must be used to provide this informotion.

Toble F-l : Activilies/Deliverobles/Milesfones Pricing Worksheel

ProJecled
Delivery Dote

PrlceActivity, Deliveroble, or
Mileslone

Deliveroble
ïype

I lconOuct Proiect Kickoff Meetins Non-Softwore

2 lProiect Stotus Reoorts Written

Written3 lwort< Plon
WrittenlCommunicotions ond Chonge

lMonooement Plon4

5 louplovrn.nf Plon
Written

Wriitenlao.or"nunsive Troininq Plon6

Written
lDocumentotion of Operotionol
lProcedures7

Written3 lconouct Troininq

WrittenI
Non-Softwore

to New

I Hostino Suooort

Softwore
lOngoing Support &
lMointenonceil

Non-
Softworelonooino siotus Meetinos12

Non-
Softworelconor"t Proiect Exit Meetinor3
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Proposed Vendor Slotf, Resource Hours ond Rotes Worksheet

Use the Proposed Vendor Stoff Position, Resource Hours ond Rotes Worksheet lo
indicote the individuols thot will be ossigned to lhe Project, hours ond opplicoble
rotes. Nomes must be provided for individuols designoted for key roles, buT titles
ore sufficieni for others. lnformotion is required by phose.

Toble F-2: Proposed Vendor Sloff, Resource Hours ond Rotes Worksheel

F-3 Fulure Vendor Rotes Worksheet

The Stote moy request odditionol Services from the selected Vendor ond requires
rotes in the event thol odditionol Service is required. The following formot must be
used to provide this informotion. "SFY" refers to Stote Fiscol Yeor. The New
Hompshire Slote Fiscol Yeor runs from July I through June 30 of the following
colendor yeor. Positions not identified in the Proposed Position Worksheet moy be
included in the Future Vendor Rotes Worksheet.

Toble F-3: Future Vendor Rotes Worksheel

Position Tille sFY 20tx SFY 2O1X SFY 2OTX SFY 2O1X

Project
Monoger
Position # l

Position #2

Position #3

Title Nome lníliolion lmplementqlion Project
Close oul

Hourly
Rote

Hours X
Rote

Project
Monoqer
Position
#1

Position
#2
Posilion
#3
ïoTArs
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F-4 Tesling Fees Pricing Worksheel

Tqble F-4: Tesling Fees Priclng Worksheet

The remolnder of lhls poge is inlenllonolly lefl blqnk.

Unit oricino for FullTest
Unit pricino for Retest
Officiol Proctice Test Bqtterv
Other fees lpleose soecify)
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APPENDIX G.I SECURITY

Applicotion Security

lT Security involves oll functions pertoining to the securing of Stote Doto ond
systems through the creotion ond definition of security policies, procedures ond
controls covering such qreos os identificotion, outhenticotion ond non-
repudiotion.
This sholl include but is not limited to
. Develop softwore opplicotions bosed on industry best proctices ond

incorporoting informotion security throughout the softwore development life
cycle

Develop opplicotions following security-coding guidelines os set forth by
orgonizotions such os, but not limited to Open Web Applicotion Security Project
(OWASP) Top 10, SANS Common Weokness Enumerotion (CWE) Top 25 or CERT

Secure Coding.

Moke ovoiloble to the for review ond oudit purposes oll softwore development
processes ond require troining for opplicotion developers on secure coding
techniques.

a The Vendor sholl ensure thoi oppropriote levels of security ore implemented ond
mointoined in order to protect the integrity, reliobility, confidentiolity ond
business continuity of the Stote's business ond doto ossets. At o minimum, this

must include the commerciolly ovoiloble softwore for intrusion detection, VPN

ond SSL connections, identificolion ond outhorizotion, outhenticotion, ond virus

ond molwore immunity. The Vendor sholl provide periodic oudit reports of the
metrics provided by the vorious security uiilities implemented including suspicious
System octivity ond security incidents.

a

a
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At this lime, the Bureou of Adult Educotion requires thot fee collection occur of the
locol testing center bosed on the center's internol finonciol policies. ln order to ollow
for the considerotion of online poymenis of the Vendor's registrotion site in the future,
pleose include oddress the following items:

PCI DSS Poymenl Applicolion Dolo Security Slondord (PA DSS)

Whereos the vendor provides o Service used by the Deporiment of Educotion, Bureou of
Adult Educotion, which tronsmits, processes or stores cordholder doto ond therefore must
meet PA-DSS volidotion requirements

Whereos the vendor occess the production environment which tronsmits, processes or
stores cordholder doto ond therefore is considered o "seryice provider" under
Requiremenl 12.8 of the PCI DSS

The Vendor ogrees to the following provisions:

PCI DSS Poyment Applicotion Doto Securiiy Stondord (PA DSS) - As the Vendor's
product is port of the processing, tronsmission, ond/or storoge of cordholder doto it
is hereby ogreed thot:

o. Vendor ogrees to porticipote in the Poyment Cord Security Stondords
Council (PCl) Poyment Applicotion Doto Security Stondords progrom (PA

DSS)

b. Vendor ogrees to provide evidence of complionce with PA DSS prior to
Controci opprovol.

c. Vendor will immediotely notify the NH DHHS if it leorns its opplicotion is no
longer PA DSS compliont ond will immediotely provide the DHHS of the steps
being token to remediote the non-complionce stotus. ln no event should
Vendor's notificotion to the DHHS be loter thon seven (Z) colendor doys ofter
Vendor leorns it is no longer PA DSS comploint.

2. PCI DSS Requiremenl 12.8, Service Provider- lf the Vendor provides services on the
production environment used in the processing, tronsmission ond/or storoge of
cordholder doto, it is hereby ogreed thot

o. Vendor ogrees thot it is responsible for ihe security of oll cordholder doto thot
it obtoins or possesses, including but not limited to the functions reloting to
storing, processing, ond tronsmitting the cordholder doto.

b. Vendor ottests thot, os of the effective dote of this Amendment, ii hos
complied with oll opplicoble requirements to be considered PCI DSS

compliont, ond hos performed the necessory steps to volidote its

complionce with the PCI DSS.

c. Vendor ogrees to supply the current stotus of Vendor's PCI DSS complionce,
ond evidence of its most recent volidotion of complionce upon execution of
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this oddendum to Agency. Vendor must supply io Agency on otfestotion of
complionce of leost onnuolly.

d. Vendor will immediotely notify Agency if it leorns thot it is no longer PCI DSS

compliont ond will immediotely provide Agency the steps being token to
remediote the non-complionce stotus. ln no event sholl Vendor's notificotion
to Agency be loier thon seven (Z) colendor doys ofter Vendor leorns it is no
longer PCI DSS compliont.

e. Vendor ocknowledges thot ony indemnificotion provided for under the
Controct referenced qbove opplies to the foilure of the Vendor to be ond to
remoin PCI DSS compliont.
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APPENDIX G.2 TESTING REQUIREMENTS

ln the event thot the Stote requires substontiol chonges to the Service, ony system testing
ond occeptonce oddressed herein sholl opply to testing the System. This sholl include
plonning, iest scenorio development, Doto, ond System preporotion for testing, ond
execution of unit testing, System integrotion testing, conversion/migrotion iesting,
instollotion testing, performonce, ond stress testing, Security review ond testing, ond
support of the Stote during user Acceptonce Testing (UAT).

G-2.1 Tesl Plonning ond Preporotion

The overoll Test Plon will guide oll testing. The Vendor provided, Stote opproved,
Test Plon will include, of o minimum, identificotion, preporotion, ond
Documentotion of plonned testing, o requirements troceobility motrix, iest
vorionts, test scenorios, test coses, test scripts, test Doto, test phoses, unit tests,
expected results, ond o trocking meihod for reporting octuol versus expected
results os well os oll errors ond problems identified during test execution.

It is cruciol thot client troining ond tesling octivities not be obbrevioted in order
to meet Project lmplementotion Schedules. Therefore, the Stote requires Ìhot the
testing octivities be represented both in terms of effort ond durotion.

Vendors must disclose in their proposols the scheduling ossumptions used in
regord to the Client resource efforts during tesiing.

Stote testing will commence upon the Vendor Project Monoger's certificotion, in
writing, thot the Vendor's own stoff hos successfully executed oll prerequisite
Vendor testing, olong with reporting the octuol testing results, prior to the stort of
ony testing executed by Stote stoff.

The Stote will commence its testing within five (5) business doys of receiving
Certificotion from the Vendor thot the Stote's personnel hove been troined ond
the System is instolled, configured, complete, ond reody for Stote testing. The
testing will be conducted by the Stoie in on environment independent from the
Vendor's development environment. The Vendor must ossist the Stote with
testing in occordonce with the Test Plon ond the Work Plon, utilizing tesi ond live
Doto to volidote reports, ond conduct stress ond performonce festing, of no
odditionol cost.

G-2.2 Testing

Testing begins upon completion of the Softwore configurotion os required ond
user troining occording to the Work Plon. Testing ends upon issuonce of o letter
of UAT Acceptonce by the Stote.

Vendor must demonstrote thot their testing methodology con be inlegroted with
the Stote stondord methodology.
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Unit Testing Applicotion components ore fesled on on individuol bosis to verify thot the
inputs, outpufs, ond processing logic of eoch opplicotion component
functions without errors. Unit Testing is performed in either the development
environment or o testing environment.

The gool is to find errors in the smollest unit of Softwore. lf successful,
subsequent integrotion testing should only reveol errors reloted lo the
inteqrotion between opplicotion components.

System
lnlegrotion
Tesling

o.) Volidotes the integrotion between the individuol unit opplicotion
components ond verifies thot the new System meets defined
requirements ond supports execution of interfoces ond business
processes. The Systems lntegrotion Test is performed in o test
environment.

b.) Emphosizes end-to-end business processes, ond the flow of informotion
ocross opplicotions. lt includes oll key business processes ond interfoces'
being implemented, confirms doto tronsfers with externol porties, ond
includes the tronsmission or printing of oll electronic ond poper
documents.

c.) The Stote will conduct System lntegrotion Testing, utilizing scripts
developed, os identified in the Test Plon, to volidote the functionolity
of the System ond its inlerfoces. The Stote will olso use System
lntegrotion Testing to volidote modificotions, fixes ond other System
interoctions with the Vendor supplied Softwore Solution.

Conversion
/Migrotion
Volidofion
Tesling

The Conversion/Migrotion Volidotion Testing should replicote the entire flow
of the converted doto through the Softwore Solution. As the Soffwore
Solution is interfoced to legocy or third-porty opplicotions, the testing verifies
thot the resulting converted legocy doto performs correcily.

lnstollotion
Testing

Applicotion componenfs ore instolled in the System test environment to test
fhe instollotion routines ond ore refined for the eventuol production
environment. This octivity serves os o dry run of the instollotion steps in
preporotion for configuring the production System.

User
Acceptonce
lesling (UAT)

The User Acceptonce Test (UAT) is o verificotion process performed in o
copy of the productíon environment. The User Accepfonce Test verifies
System functionolity ogoinst predefined Acceptonce criterio thot support
the successful execution of opproved business processes.

o.) The Vendor's Project Monoger must certify in writing, thot the
Vendor's own stoff hos successfully executed oll prerequisite Vendor
testing, olong with reporting the octuol testing results prior to the
stort of ony testing executed by Stote stoff.

b.) The Stote will be presented with o Stote opproved Test Plon, test
scenorios, test coses, test scripts, test dolo, ond expected results, os
well os written Certificotion of the Vendor's hoving completed the
prerequisite tests, prior to the Stote stoff involvement in ony testing
octivities

c.) UAT will olso serye os o performonce ond stress test of the System. lt
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moy cover ony ospecf of the new System, including odministrotive
procedures such os bockup ond recovery. The results of the UAT
provide evidence thot the new System meets the User Acceptonce
criterio os defined in the Work Plqn.

d.) Upon successful conclusion of UAT ond successful Syslem
deployment, the Stote will issue o letter of UAT Acceptonce ond
the respective Wononty Period sholl commence os described in

Seciion H-25.1 0.1 : Worronty Period.
Performonce
[uning ond
Stress Testing

Vendor sholl develop ond document hordwore ond softwore configurotion
ond tuning of System infrostructure os well os ossist ond direct the Stote's
System Administrotors ond Dotobose Administrqtors in configuring ond
tuning the infrostructure to support the softwore throughout the project

Performonce Tuning ond Slress Tesling
Scope
The scope of performonce testing sholl meosure the system level metrics
criticol for the development of the opplicotions infrostructure ond
operotion of the opplicolions in the production environment. lt will
include the meosurement of response rotes of the opplicotion for end-
user tronsoctions ond resource utilizotion (of vorious seryers ond network)
under vorious lood conditions. These response rotes sholl become the
bosis for chonges ond retesting until optimum sysiem performonce is

ochieved.

The opplicotion tronsoctions sholl be identified with specific roles ond
selected tronsoctions sholl be recorded for the performonce
meosurements. These will be compored io boselines to determine if
object ond/or system performonce increoses os chonges ore mode.

Performonce testing sholl consider the full scope of the opplicotion
infrostructure with emphosis on the most heovily used or shored
tronsoctions. Performonce testing of the opplicotion will profile the
identified user tronsoctions ond ossist in the identifying performonce gops
to improve the mosi criticol ports of the opplicotions.

Performonce testing ond tuning sholl occur in the finol production
environment ond sholl use o copy of the finol production dolobose to
provide the best results.

Vendor must leod this effort. Responsibilities include identifying
oppropriote tunoble porometers ond their defoult ond recommended
settings, developing scripts, which occurotely reflect business lood ond
coordinoting reporting of results.

Tesl lvpes
Performonce testing sholl use two different types of tests to determine the
stobilitv of the opplicotion. They ore boseline tests ond lood tests
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Bqseline Tesls: Boseline tests sholl collect performonce doto ond lood
onolysis by running scripts where the output is broken down into business
tronsoctions or functions. The test is like o single user executing o defined
business tronsoction. During boseline tesiing, eoch individuol script is run to
estoblish o boseline for tronsoctíon response time, throughput ond other
user-bosed metrics. Usuolly eoch business tronsoction is executed multiple
times during o single test run to obtoin on overoge for the user-bosed
metrics required for the performonce tesling evoluotions. lt must be noied
thot chonges mode to the code ofter boseline testing is completed will
skew the results collected to dote. All effort will be mode to provide o
code iest bose thot is tested in the environment for problems prior to the
estoblishment of the boseline, which ore used in future testing ond tuning
efforts. Any chonges introduced into the environment ofter performonce
testing hos storted con compromise the occurocy of the results ond will
force o decision to be mode whether boseline results need to be
recreoted.

Loqd Tesls: Lood testing will determine if the behovior of o system con be
sustoined over o long period of time while running under expected
conditions. Lood tests helps to verify the obilify of the opplicotion
environment under different lood conditions bosed on worklood
dislribution. Sysiem response time ond utilizotion is meosured ond
recorded.

Tuninq
Tuning will occur during both the development of the opplicotion ond
lood testing. Tuning is the process whereby the opplicotion performonce
is moximized. This con be the result of moking code more efficient during
development os well os moking tuning porometer chonges to the
environment.

For infrostruclure iuning, porometers will be identified for oll components
prior to undertoking the lood testing efforts. This should include o list of the
voriobles, their definitions, the defoult settings, ronge of occeptoble
settings ond the settings os testing begins. This will permit the teom to
identify the oreos of most potentiol goin ond o storting point. Tuning is o
process which is repeoted until the teom feels thot the systems ore running
of or neor optimum performonce.

lmplemenlinq Performqnce qnd Slress Test
Performonce ond Stress test Tools must be provided by the Vendor for this
effort. Considerotion must be give to licensing with respect to continued
use for regression testing. lf the Vendor is fomilior with open source low/no
cost fools for this purpose those tools should be identified in your response.

Schedulinq Performonce qnd Slress Teslinq
Vendor sholl perform test plonning. The steps for plonning include
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identificotion of opplicotion functionolity os well os whot percentoge of
normol doily use is represented by eoch function. This informotion will
become the foundotion for scripting so thot tests closely represent whot
loods in production will look like.

Vendor sholl provide definition ond expectotions from testing. This

definition should include who is in chorge of testing ond coordinoting
results, onticipoted run times, logs required for trocking, their locotions ond
which technicion is responsible to trock ond provide them following eoch
test to the teom.

lnitiol test runs sholl be completed to estoblish thot the tests ond doto sets
con be run fo completion without errors. The rotio of types of tronsoctions
which mokeup the test sholl be reviewed prior to the beginning of testing
ond then ogoin once testing hos begun to moke sure lhot tesiing
occurotely reflects the system performing in production.

lnitiol tests sholl be used to estoblish o boseline from which oll subsequent
tests will be compored. Tests will be considered for boseline stotus once
two of them hove been run within 2% of eoch other in key ond overoll
performonce oreos. No chonges to the test scripts or doto sets (with the
exception of restores ofter eoch test) con be done to the test environment
once tuning hos begun so os io not domoge the comporison to boseline
results. The systems must be restorted prior to eoch test run to ossure oll
coche is cleoned out. All effort will be mode fo run these tests of o time
when system ond network infrostructure utilizotion doesn't impoct the
results. Tests will be run in close proximity to our infrostructure to eliminoie
the public network from our environment.

Post test reporting ond result ossessment will be scheduled following eoch
test. The teom will compore these resulls to the boseline ond o
determinotion must be mode to moke odditionol chonges to the
porometer being tuned or return to the prior configurotion ond select
onolher porometer to tune while keeping in mind thot significont chonges
to ony one porometer moy require the retesting of some others. Coreful
work on identifying dependencies up front should minimize this impoct.

lf defects ore identified in the opplicotion during testing, they will be
recorded; however, chonges to the opplicotion code should be ovoided
if possible so os not to offect boseline comporisons. lf o chonge to the
opplicotion is required new boselines will be estoblished (ond possibly the
execution of prior tests io volidote chonges with the new opplicofion)
before testing con continue.

When performing copocity testing ogoinst o GUI the focus will be on the
obility of the interfoce to respond to user input.

During sTress/lood testinq the tester will ottempl to stress or lood on ospect
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of the system io the point of foilure. The gool being to determine weok
points in the system orchitecture. The tester will identify peok lood
conditions of which the progrom will foil to hondle required processing
loods within required time spons.

During Performonce testing the tester will design test cose scenorios to
determine if the system meets the stoted performonce crilerio (i.e. A Login
request sholl be responded to in I second or less under o typicol doily
lood of 1000 requests per minute.). ln both coses, the tester will determine
the copocity of the system under o known set of conditions.

Regression
Testing

As o result, of the user testing octivities, problems will be identified thot
require correction. The Stoie will notify the Vendor of the noture of the
testing foilures in writing. The Vendor will be required to perform odditionol
testing octivities in response to Stoie ond/or user problems identified from
the testing results.

Regression testing meons selective re-testing to detect foults introduced
during the modificotion effort, both to verify thot the modificotions hove not
coused unintended odverse effects, ond to verify thot the modified ond
reloted (possibly offected) System components still meet their specified
requirements.

o.) For eoch minor foilure of on Acceptonce Test, the Acceptonce
Period sholl be extended by corresponding time defined in the
Test Plon.

b.) The Vendor sholl notify the Stote no loter ihon five (5) business doys
from the Vendor's receipt of written notice of the test foilure when
the Vendor expects the corrections to be completed ond reody
for retesting by the Stote. The Vendor will hove up to five (5)

business doys to moke corrections to the problem unless
specificolly extended in writing by the Stote.

c.) When o progromming chonge is mode in response to o problem
identified during user testing, o regression Test Plon should be
developed by the Vendor bosed on the understonding of the
progrom ond the chonge being mode to the progrom. The Test
Plon hos two objectives:
l. volidqte thot the chonge/updote hos been properly

incorporoted inlo the progrom; ond
2. volidote thot there hos been no unintended chonge to the

other portions of the progrom.

d.) The Vendor will be expected to:
l. Creote o set of test conditions, test coses, ond test doto thot

will volidote thot the chonge hos been incorporoted
conectly;

2. Creote o set of test conditions, test coses, ond test doto thot
will volidote thot the unchonged portions of ihe progrom still

operote correctly; ond
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3. Monoge fhe entire cyclic process.
e.) The Vendor will be expected to execute the regression test,

provide octuol testing results, ond certify its completion in writing
to the Stote prior to possing the modified Softwore opplicotion to
the users for retesting.

ln designing ond conducting such regression testing, the Vendor will be
required to ossess the risks inherent to the modificotion being implemented
ond weigh those risks ogoinst the iime ond effort required for conducting
the regression tests. ln other words, the Vendor will be expected to design
ond conduct regression tests thot will identify ony unintended
consequences of the modificotion while toking into occount Schedule ond
economic considerotions.

ln their Proposols Vendors must ocknowledge their responsibilities for regressi<

testino os described in this section
Securily
Review
ond Tesling

lT Securiiy involves oll functions pertoining to the securing of Stote Doto ond
Systems through the creotion ond definition of security policies, procedures
ond controls covering such oreos os identificotion, outhenticotion ond non-
repudiotion.

All components of the Softwore sholl be reviewed ond tested to ensure they
protect the Stote's hordwore ond softwore ond its reloted Doto ossets.
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lnput Volidotion Ensures the opplicotion is protected from
buffer overflow, cross-site scripting, SQL

injection, ond unouthorized occess of files
ond/or directories on the seryer.

Penetration Testing shall include:
(delete requirements that are specific to PCI testing)

11.3 lmplement a methodology for penetration testing that includes the following:
' ls based on industry-accepted penetration testing approaches (for example, NIST SP800-
115)
' lncludes coverage for the entire CDE perimeter and critical systems
' lncludes testing from both inside and outside the network
. lncludes testing to validate any segmentation and scope-reduction controls
. Defines application-layer penetration tests to include, at a minimum, the vulnerabilities listed
in Requirement 6.5
. Defines network-layer penetration tests to include components that support network
functions as well as operating systems. lncludes review and consideration of threats and vulnerabilities experienced in the last 12
months. Specifies retention of penetration testing results and remediation activities results.
Note: This update to Requirement 11.3 is a best practice until June 30, 2015, after which it
becomes a requirement. PCl DSS v2.0 requirements for penetrat¡on test¡ng must be followed
until v3.0 is in place.

11.3.1 Perform external penehration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an operating system upgrade, a
sub-network added to the environment, or a web server added to the environment).

1 1.3.2 Perform internal peneLration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an operating system upgrade, a
sub-network added to the environment, or a web server added to the environment).

1 1.3.3 Exploitable vulnerabilities found during penetration testing are corrected and testing is
repeated to verify the corrections.

'11,3,4 lf segmentation is used to isolate the CDE from other networks, perform penetration
tests at least annually and after any changes to segmentation controls/methods to verify that
the segmentation methods are operational and effective, and isolate all out-of-scope systems
from in-scope systems.

ln their proposol, the Vendors must ocknowledge their responsibilities
for security testing. Tests sholl focus on the technicol, odministrotive ond
physicol security controls thot hove been designed into the System
orchitecture in order to provide the necessory confidentiolity, integrity ond
ovoilobility. Tests sholl, of o minimum, cover eoch of the service
components. Test procedures sholl include 3'o porty Penetrotion Tests (pen
test) or code onolysis ond review.

Prior to the System being moved into production, the Vendor sholl
provide results of oll security testing to ihe Deportmenl of lnformotion
Technology for review ond occeptonce. All Softwore ond hordwore sholl
be free of molicious code (molwore).
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APPENDIX G-2: CERTIFICATES

A. Certificole of Good Slonding

As o condition of Controct oword, the Vendor, if required by low, must furnish o
Certificote of Authority/Good Stonding doted ofter April 1,201ó, from the Office
of the Secretory of Stote of New Hompshire. lf your compony is not registered,
on opplicotion form moy be obtoined from:

Secretory of Stote
Stote House Annex

25 CopitolStreet
Concord, New Hompshire 03301

603-271-3244

lf your compony is registered, o Certificotion thereof moy be obtoined from the
Secretory of Stote.

Nole: Sovereign stotes or their ogencies moy be required to submit suitoble
substitute documentotion concerning their existence ond outhority to enter inio
o Controct

B. Cerlificole of Authority/Vote
The Certificote of Authority/Vote outhorizes, by position, o representotive(s) of
your corporotion to enter into on ogreemeni or omendment with ihe Stote of
New Hompshire. This ensures thot the person signing the ogreement is outhorized
os of lhe dote he or she is signing it to enter into ogreements for thot orgonizotion
with the Stote of New Hompshire

The officer's signoture must be either notorized or include o corporote seol thot
confirms the title of the person outhorized to sign the ogreement. The dote the
Boord officer signs must be on or ofter the dote the omendmenl is signed. The

dote the notory signs must motch the dote the Boord officer signs.

You moy use your own formot for the Certificote of Authoriiy/Vote os long os it
contoins the necessory longuoge to outhorize the ogreement signotory to enter
into ogreements ond omendments with the Stote of New Hompshire os of the
dote they sign.
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CERTIFICATE OF AUTHORITY/VOTE CHECKLIST

SOURCE OF AUTHORITY

Authority must come from lhe governing body, either:

(l) o mojority voled of o meeting, or
(2) the body provided unonimous consenl in wriling, or
(3) the orgonizotion's policy or governing document (bylows,

portnership ogreement, LLC operoting ogreement) ouihorizes the
person to sign

SOURCE OF AUTHORITY WAS IN EFFECT ON DAY AGREEMENT OR AMENDMENT
WAS SIGNED

Certificote must show thot the person signing the controct hod outhorily
when lhey signed lhe Agreemenl or Amendmenl, either:

(l ) Authority wos gronted lhe some doy os the doy the Agreement or
Amendment wos signed, or

(2) Authority wos gronled otler the doy the ogreement or omendment
wos signed ond the governing body rotifies ond occepts the eorlier
execution, or

(3) Authority wos gronted prior to the doy the ogreement or
omendment wos signed ond it hos not been omended or repeoled
os of the doy the controct wos signed.

APPROPRIATE PERSON SIGNED THE CERTIFICATE

The person signing the certificote moy be the some person signing the
Agreement or Amendment only if the certificote stqtes thot the person is the
sole director (for corps) or sole member (for LLCs).
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APPENDIX H _ STATE OF NE\ry HAMPSHIRE TERMS AND CONDITIONS
AGREEMENT

The Stote of New Hompshire ond the Vendor hereby mutuolly ogree os follows:

GENERAT PROVISIONS

I. IDENTIFICATION.
l.l Stote Agency Nome 1.2 Stote Agency Address

1.3 Controctor Nome 1.4 Controctor Address

1.5 Controctor
Phone Number

l.ó Account
Number

1.7 Completion Dote l.B Price
Limitotion

1.9 Controcting Officer for Stote Agency 1 .l0Stote Agency Telephone Number

1 .l I Controctor Signoture 1.12 Nome ond Title of Controctor
Signotory

I .13 Acknowledgement: Stote of , County of

On . before lhe undersigned officer, personolly oppeored the person
identified in block lr12, or sotisfoctorily proven to be the person whose nome is signed in
block l.l l, ond ocknowledged thot s/he executed this document in the copocity
indicoted in block I .12

Ll3.l Signoture of Notory Public or Justice of the Peoce

lSeoll
1.13.2 Nome ond Title of Notory or Justice of the Peoce

1 .14 Stote Agency Signoture

Dote:

l.l5 Nome ond Title of Stote AgencY

l.ló Approvol by the N.H. Deportment of Administrotion, Division of Personnel (if opplicoble)
By: Director. On:

1.17 Approvol by the Attorney Generol (Form, Substonce ond Execution) (if applicoble)
On:By:

LIB Approvol by the Governor ond Executive Council (if opplicoble)
By: On:

Poge 67 of99 DOIT RFP Templote B-lB-15



STAÏE OF NEW HAMPSHIRE
Deportment of Educotion
Bureou of Adult Educqtion

BAE RFP 20'Ió.I11

2. ENTPLOYMENT OCONTRACTOR/SERVICES TO BE
PERFORMED. The State of New Hampshire, acting through
the agency identified in block 1 . I ("State"), engages contractor
identified in block 1.3 ("Contractor") to perform, and the
Contractor shall perform, the work or sale of goods, or both,
identifìed and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIYE DATE/COMPLETION OF SERVICES.
3. I Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval ofthe Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor and
Executive Council approve this Agreement as indicated in block
I .1 8, unless no such approval is required, in which case the
Agreement shall become effective on the date the Agreement is
signed by the State Agency as shown in block 1 . 1 4 ("Effective
Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any prices incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are

contingent upon the availability and continued appropriation of
funds, and in no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, ifever, and shall have the right to terminate
this Agreement immediately upon giving the Contractor notice
of such termination. The State shall not be required to transfer
funds from any other account to the Account identified in block
1.6 in the event funds in that Account are reduced or
unavailable.

5. CONTRACT PRICEÆRICE LIMITATION/
PAYMENT.
5. 1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement

those liquidated amounts required or permitted by N.H.
RSA 80:7 through RSA 80:7-c or any other provision of
law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in
block 1.8.

6. COMPLIANCE BY CONTRACTOR \ryITH
LAWS AND REGULATIONS/EQUAL
EMPLOYMENT OPPORTUNITY.
6.1 In connection with the performance ofthe Services, the
Contractor shall comply with all statutes, laws, regulations, and
orders of federal, state, county or municipal authorities which
impose any obligation or duty upon the Contractor, including,
but not limited to, civil rights and equal opportunity laws. This
may include the requirement to utilize auxiliary aids and
seruices to ensure that persons with communication disabilities,
including vision, hearing and speech, can communicate with,
receive information from, and convey information to the
Contractor. In addition, the Contractor shall comply with all
applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employrnent because ofrace, color, religion, creed, age,

sex, handicap, sexual orientation, or national origin and will
take affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of
the United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41

C.F.R. Part 60), and with any rules, regulations and
guidelines as the State of New Hampshire or the United
States issue to implement these regulations. The
Contractor further agrees to permit the State or United
States access to any of the Contractor's books, records and
accounts for the purpose of ascertaining compliance with
all rules, regulations and orders, and the covenants, terms
and conditions of this Agreement.

7. PERSONNEL.
7.1The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all
applicable laws.
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm
or corporation with whom it is engaged in a combined effort
to perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement.



STATE OF NEW HAMPSHIRE
Deporfment of Educqtion
Burequ of Adult Educotion

BAE RFP 2OI ó.1 I I

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the

event of any dispute concerning the interpretation of this
Agreement, the Contracting Officer's decision shall be final
for the State.

8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of
the Contractor shall constitute an event ofdefault hereunder
("Event of Default"):
8.1.1 failure to perform the Services satisfactorily
or on schedule;
8.1.2 failure to submit any report required
hereunder; and/or
8.1 .3 failure to perform any other covenant, term or
condition of this Agreement.
8.2. Upon the occurrence of any Event of Default, the

State may take any one, or more, or all, of the following
actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the absence
of a greater or lesser specification of time, thirty (30) days from
the date of the notice; and if the Event of Default is not timely
remedied, terminate this Agreement, effective two(2) days after
giving the Contractor notice of termination;
8.2.2. give the Contractor a written notice specifying the
Event of Default and suspending all payments to be made under
this Agreement and ordering that the portion of the contract
price which would otherwise accn¡e to the Contractor during
the period from the date of such notice until such time as the
State determines that the Contractor has cured the Event of
Default shall never be paid to the Contractor;
8.2.3. set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or
8.2.4. treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.
9.1 As used in this Agreement, the word "data" shall mean al
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished
or unfinished.
9.2 All data and any property which has been received
from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the
State, and shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be govemed by N.H. RSA
chapter 9l-A or other existing law. Disclosure of data
requires prior written approval of the State.

10. TERMINATION. In the event of an early termination of

this Agreement for any reason other than the completion of the

Services, the Contractor shall deliver to the Contracting Officer,
not later than fifteen ( I 5) days after the date of termination, a

report ("Termination Report") describing in detail all Services
performed, and the contract price eamed, to and including the

date of termination. The form, subject matter, content, and

number of copies of the Termination Report shall be identical to
those of any Final Report described in the attached EXHIBIT
A.

11. CONTRACTOR'S RELATION TO TIIE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

1 2.ASSIGNMENT/DELEGATION /SUB CONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and

consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written notice
and consent ofthe State.

13. INDEMNIFICATION. The Contractor shall defend,

indemnify and hold harmless the State, its officers and

employees, from and against any and all losses suffered by the

State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers ând

employees, by or on behalf of any person, on account of, based

or resulting from, arising out of (or which may be claimed to
arise out of) the acts or omissions of the Contractor.
Notwithstanding the foregoing, nothing herein contained shall

be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to the State. This
covenant in paragraph 1 3 shall survive the termination of this
Agreement.

14.INSURANCE.
14. 1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:
14.1 .1 comprehensive general liability insurance against
all claims ofbodily injury, death or property damage, in
amounts of not less than $ I ,000,000per occurrence and

$2,000,000 aggregate ; and
14.1.2 special cause ofloss coverage form covering all
property subject to subparagraph9.2 herein, in an amount not
less than 807o ofthe whole replacement value ofthe
property.
14.2 Thepoliciesdescribedinsubparagraph 14.1 herein
shall be on policy forms and endorsements approved for use
in the State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of
New Hampshire.
14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
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insurance for all insurance required under this Agreement.
Contractor shall also fumish to the Contracting Officer
identified in block 1.9, or his or her successor, certiñcate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are

incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to provide
the Contracting Officer identified in block 1.9, or his or her
successor, no less than thirty (30) days prior written notice of
cancellation or modification ofthe policy.
15. \ryORKERS' COMPENSATION.
15.1 By signing this agreement, the Contractor agrees,

certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281 -A
( " Workers' Compensafion " ).
15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-4, Contractor shall maintain, and

require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection with
activities which the person proposes to undertake pursuant to
this Agreement. Contractor shall furnish the Contracting
Officer identified in block I .9, or his or her successor, proof of
Workers' Compensation in the manner described in N.H. RSA
chapter 28 1 -A and any applicable renewal(s) thereof, which
shall be attached and are incorporated herein by reference. The
State shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers' Compensation laws in connection with the
performance of the Services under this Agreement.

16. \ryAMR OF BREACH. No failure by the State to enforce
any provisions hereof after any Event ofDefault shall be
deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express failure
to enforce any Event of Default shall be deemed a waiver of the
right of the State to enforce each and all of the provisions hereof
upon any further or other Event of Default on the part of the
Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the tirne
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement maybe amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon

and inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. TIIIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. IüÄDINGS. The headings throughout the Agreement are

for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional provisions set forth
in the attached EXHIBIT C are incorporated herein by
reference.

23. SEYERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining provisions
of this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which rnay be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.
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GEN ERAL CONTRACT REQUIREMENTS

H-25.1 Sfofe of NH Ierms ond Condifions qnd Conlrocf Requiremenfs
The Controct terms set forth in Appendix H: Stote of New Hompshire Terms ond
Conditions sholl constitute the core for ony Controct resulting from this RFP.

H - 25.2 V e ndor Responsibtllfies
The Vendor sholl be solely responsible for meeting oll requirements, ond terms ond
conditions specified in this RFP, its Proposol, ond ony resulting Controct, regordless of
whether or not it proposes fo use ony Subcontroctor.

The Vendor moy subcontroct Services subject to the provisions of the RFP, including
but not limited to, the terms ond conditions in Appendix H: Stote of New Hompshire
Terms ond Conditions. The Vendor must submit with its Proposol oll informotion ond
documentotion reloting to the Subcontroctor necessory to fully respond to the RFP,

which must include terms ond conditions consistent wiih this RFP. The Vendor sholl
remoin wholly responsible for performonce of the entire Controct regordless of
whether o Subcontroctor is used. The Stote will consider the Vendor to be the sole
point of contoct with regord to oll controctuol motters, including poyment of ony ond
oll chorges resulting from ony Controct.

H -25.3 Project Budget / Price Limitotion
The Stote hos funds budgeted for this Project, subject to Appendix H: Stote of New
Hompshire Terms ond Conditions, Section 4: Conditionol Noture of Agreement ond
Section 5: Controct Price/Price Limitotion/Poyment.

H-25.4 Sfofe Confrocfs
The Stote of New Hompshire intends to use, wherever possible, existing stotewide
Softwore ond hordwore Controcts to ocquire supporting Softwore ond hordwore.

H-25.5 Vendor Sfoff
ln the Proposol the Vendor sholl ossign ond identify o Project Monoger ond key
Vendor stoff, in occordonce with the Requirements ond Deliverobles of Appendix C:
System Requirements ond Deliverobles ond Appendix E: Stondords for Describing
Vendor Quolificotions.

The Vendor's selection of o Project Monoger will be subject to the prior opprovql of
the Stote. The Stote's opprovol process moy include, without limitotion, of the Stote's
discretion, review of the proposed Project Monoger's resume, quolificotions,
references ond bockground checks, ond on interview. The Vendor's Project Monoger
must be quolified to perform the obligofions required of the position under the
Controct, hove full outhority to moke binding decisions, ond sholl function os the
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Vendor's representotive for oll odministrotive ond monogement motters. The Project
Monoger must be ovoiloble to promptly respond during Normol Working Hours within
two (2) hours to inquiries from the Stote, ond be of the site os needed. The Vendor
must use his or her best efforts on the Project.

The Vendor sholl not chonge key Vendor stoff ond Project Monoger commitments
(collectively referred to os "Project Stoff") unless such replocement is necessory due to
sickness, deolh, terminotion of employment, or unpoid leove of obsence. Any such
chonges to the Vendor's Project Stoff sholl require the prior written opprovol of the
Stote. Replocement ProjecÌ Stoff sholl hove comporoble or greoter skills with regord to
performonce of the Project os the stoff being reploced ond be subject to the
provisions of this RFP ond ony resulting Controct.

The Stote, of its sole expense, moy conduct reference ond bockground checks on the
Vendor's Project Stoff. The Stote sholl mointoin the confidentiolily of reference ond
bockground screening results. The Stote reseryes the right to reject the Vendor's
Project Stoff os o result of such reference ond bockground checks. The Stote olso
reseryes ihe right to require removol or reossignment of the Vendor's key Project Stoff
found unocceptoble to the Stote.

Notwithstonding onything to the controry, the Stote sholl hove the option lo terminote
the Controct, of its discretion, if it is dissotisfied with the Vendor's replocement Project
Stoff .

H-25.6 Work PIon

Vendor sholl submit o preliminory Work Plon in its Proposol. The Work Plon sholl include,
without limitotion, o detoiled descriplion of the Schedule, tosks, Deliverobles, mojor
milestones, tosk dependencies, ond poyment schedule. A finol Work Plon will be due
five (5) business doys ofter Controct oword upon opprovol by Governor ond Executive
Council.

The Vendor sholl updote the Work Plon os necessory, but no less thon every two weeks
to occurotely reflect the stotus of the Projecl, including without limitotion, the
Schedule, tosks, Deliverobles, mojor milestones, tosk dependencies, ond poyment
schedule. Any updotes to the Work Plon sholl require the written opprovol of the Stote
prior to finol incorporotion into the Controct.

Unless otherwise ogreed in writing by the Stote, chonges to the Work Plon sholl not
relieve the Vendor from liobility to the Stote for ony domoges resulting from the
Vendor's foilure to perform its obligotions under the Controct, including without
limitotion, performonce in occordonce with the Schedule.

ln the event of o deloy in the Schedule, the Vendor must immediotely notify the Stote
in writing. The written notificotion will identify the noture of the deloy, i.e., specific
octions or inoctions of the Vendor or Stote cousing the problem; its estimoted durotion
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period to reconciliotion; specific octions thot need to be token to correct the
problem; ond the expected Schedule offect the Project.

ln the event the Vendor requires odditionol time 1o correct Deficiencies, the Schedule
sholl not chonge unless previously ogreed in writing by the Stote, except thot the
Schedule sholl outomoticolly extend on o doylo-doy bosis to the extent thot the
deloy does not result from Vendor's foilure to fulfill its obligotions under the Controct. To

the extent thot the Stote's execulion of its mojor tosks tokes longer thon described in

the Work Plon, the Schedule sholl outomoticolly extend on o doy-to-doy bosis.

Notwithstonding onything to the controry, the Stote sholl hove the option io terminote
the Controct for defoult, of its discretion, if it is dissotisfied with the Vendor's Work Plon
or elements within the Work Plon.

H-25.7 Chonge Orders
The Stote moy moke chonges or revisions of ony time by written Chonge Order. Within
five (5) business doys of o Vendor's receipt of o Chonge Order, the Vendor sholl odvise
the Stote, in detoil, of ony impoct on cost (e.g., increose or decreose), the Schedule,
or the Work Plon.

A Vendor moy request o chonge within the scope of the Controct by written Chonge
Order, identifying ony impoct on cost, the Schedule, or the Work Plon. The Stote sholl
ottempt to respond to o Vendor's requested Chonge Order within five (5) business
doys. The Stote, which includes the requesting Agency ond the Deportmenl of
lnformotion Technology must opprove oll chonge orders in writing. The Stote sholl be
deemed to hove rejected the Chonge Order if the porties ore unoble to reoch on
ogreement in writing.

All Chonge Order requests from o Vendor to the Stote, ond the Stote occeptonce of o
Vendor's estimote for q Stote requested chonge, will be ocknowledged ond
responded to, either occeptonce or rejection, in writing. lf occepted, ihe Chonge
Order(s) sholl be subject to the Controct omendment process, os determined to opply
by Ìhe Stote.

H-25.7 Delíverobles
The Vendor sholl provide the Stote with the Deliverobles ond Services in occordonce
with ihe time fromes in the Work Plon. All Deliverobles sholl be subject to the Stote's
Acceptonce os set forth in Section H-25.9: Testing ond Acceptonce herein. Upon its
submission of o Deliveroble, the Vendor represents thot ii hos performed its obligotions
under the Controct ossocioted with the Deliveroble.

By unconditionolly occepting o Deliveroble, the Stote reserves the right to reject ony
ond oll Deliverobles in the event the Stote detects ony Deficiency in the System, in
whole or in port, through completion of oll Acceptonce Testing, including but not
limited to, Softwore/System Acceptonce Tesling, ond ony extensions thereof.
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For eoch deniol of Acceptonce, the Acceptonce Period moy be extended, of the
option of the Stote, by the corresponding time required to correct the Deficiency,
retesf or Review.

H-25.7.1 Wrillen Deliverobles Review

The Stote will Review the Written Deliverobles for on Acceptonce Period of five
(5) business doys ofter receiving written Certificotion from the Vendor thot the
Written Deliveroble is finol, complete, ond reody for Review. The Stote will notify
the Vendor in writing of its Acceptonce or Non-Acceptonce of o Deliveroble by
the end of the five (5) doy Review Period. lf ony Deficiencies exist, the Stote will
notify the Vendor in writing of the Deficiency ond the Vendor must correct the
Deficiency within five (5) business doys of receiving notice from the Stote of no
chorge to the Stote. Upon receipt of the corrected Deliveroble, the Stote will
hove five (5) business doys to Review the corrected Written Deliveroble ond
notify fhe Vendor in writing of its Acceptonce or rejection thereof.

H-25.7.2 Sotlwore Deliverobles Review

Described in Section H-25.9: Testing ond Acceptonce

H-25.7.3 Non'Soflwore Deliverobles Review

The Stote will Review Non-Softwore Deliverobles to determine whether ony
Deficiency exists ond notify the Vendor in writing of its Acceptonce or non-
occeptonce of the Non-Softwore Deliveroble. The Vendor must correct the
Deficiencies within five (5) business doys, or within the period idenlified in the
Work Plon, os opplicoble. Following correction of the Deficiency, the Stote will
notify the Vendor in writing of its Acceptonce or rejection of the Deliveroble.

H-25.8 Licenses

The Stote hos defined the Softwore license gront rights, terms ond conditions, ond hos
documented the evoluotion criterio.

H-25.8.1 Sotfwore License Gront
The Softwore License sholl gront the Stote o worldwide, perpetuol, irrevocoble,
non-exclusive, non-tronsferoble, limited license to use the Softwore ond its
ossocioted Documentotion, subject to the terms of the Controct.

The Stote moy ollow its ogents ond Vendors to occess ond use the Sofïwore,
ond in such event, the Stote sholl first obtoin written ogreement from such
ogents ond Vendors lhot eoch sholl obide by the terms ond conditions set forth
herein.

H-25.8.2 Sotlwore ond Documentotion Copies
The Vendor sholl provide the Stote with o sufficient number of hord copy
versions of the Softwore's ossocioted Documentotion ond one (l) electronic
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version in Microsofl WORD ond PDF formot. The Stote sholl hove the right to
copy the Softwore ond its ossocioted Documentolion for its internol business
needs. The Stote ogrees to include copyright ond proprietory notices provided
to the Stote by the Vendor on such copies.

H-25.8.3 Reslrictions

Except os otherwise permitted under the Controct, the Stote ogrees not to:
o. Remove or modify ony progrom morkings or ony notice of Vendor's

proprietory rights;
b. Moke the progroms or moteriols ovoiloble in ony monner to ony third

porty for use in the third porfy's business operotions, except os
permitted herein; or

c. Couse or permit reverse engineering, disossembly or recompilotion of
the progroms.

H-25.8.4 Title

The Vendor must hold the right to ollow the Stote to use the Softwore or hold oll
tiile, right, ond interest (including oll ownership ond intellectuol property rights)
in the Softwore ond its ossocioted Documentotion.

H-25.8.5 Third Porty

The Vendor sholl identify oll third porty controcts to be provided under the
Controct with the Vendor's Proposol. The terms in ony such controcts must
be consistent with this RFP ond ony resulting Controct, including, but not
limited to Appendix H:Stote of New Hompshire Terms ond Conditions
Generol Provisions Form P-37.

H-25.9 Testing ond Acceptonce
The Stote requires thot on integroted ond coherent opprooch to complete System

testing, Security Review ond Testing, Deficiency correction, Acceptonce, ond
troining, ond thot Worronty Services be provided to ensure o successful Project.

ln its Proposol, the Vendor is to include its proposed Test Plon methodology ond ony
scheduling ossumptions used regording the client resource efforts required during
testing. After Controct oword, the Vendor will be required to customize its proposed
Test Plon methodology to reflect the needs of the Project ond include the detoils of
its Test Plon methodology in the detoiled Work Plon (the first Project Deliveroble). A
seporote Test Plon ond set of test moteriols will be prepored for eoch Softwore
function or module.

ln oddition, the Vendor will provide o mechonism for reporting octuol tesi resulls vs.

expected results ond for the resolution ond trocking of oll errors ond problems
identified during test execution. The Vendor will olso provide troining os necessory to
the Stote stoff responsible for test octivities.
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See Appendix G-l for Testing Requirements

H-25.9.'l Remedies

lf the Vendor foils to correct o Deficiency within the period of time olloïled by
the Stote, the Vendor sholl be deemed to hove commitled on Event of
Defoult, pursuont Appendix H Section I ond H-25.14, ond the Stote Sholl hove
the right, of ils option, to pursue the remedies in Section Appendix H-25.14.1 os
well os to return the Vendor's product ond receive o refund for oll omounts
poid to the Vendor, including but not limited to, opplicoble license fees, within
ninety (90) doys of notificotion to the Vendor of the Stote's refund request

Notwithstonding ony provision of the Controct, the Stote's option to terminote
the Controcl ond pursue the stoted remedies will remoin in effect until the
Vendor completes the Controct to the sotisfoction of the Stote.

H-25.9.2 Syslem Acceptonce
Upon completion of the Worronty Period, the Stote will issue o Letter of Finol
System Acceptonce.

H-25.10 Warronty

H-25.10.1 Worronly Period

The Worronty Period will initiolly commence upon the Stoie issuonce of o Letter
of Acceptonce for UAT ond will continue for ninety (90) doys. lf within the lost
thirty (30) colendor doys of the Worronty Period, the System Softwore foils to
operote os specified, the Worronty Period will ceose, the Vendor will correct
the Deficiency, ond o thirty (30) colendor doy Worronty Period will begin. Any
further Deficiencies with the Softwore must be corrected ond run foult free for
thirty (30) doys.

H-25.10.2 Worronties

H-25.10.2.1 Syslem
The Vendor sholl worront thot the System must operote to conform to
the Specificotions, terms, ond requirements of the Controct.

H-25.10.2.2 Sottwqre

The Vendor sholl worront thot the Softwore is properly functioning wilhin
the System, compliont with the requirements of the Controct, ond will
operote in occordonce with the Specificotions. Softwore sholl be
orchived ond or version controlled through the use of Horvest Sofiwore.

H-25.1 0.2.3 Non-lnfringement
The Vendor sholl worront thot it hos good title to, or the right to ollow the
Stote to use oll Services, equipment, ond Softwore provided under this
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Controct, ond thot such Services, equipment, ond Softwore ("Moteriol")
do not violote or infringe ony potent, trodemork, copyright, trode nome
or other intellectuol property rights or misoppropriote o trode secret of
ony third porty.

H-25.10.2.4 Viruses; Destruclive Progromming

The Vendor sholl worront thot the Softwore will not contoin ony viruses,
destructive progromming, or mechonisms designed to disrupt the
performonce of the Softwore in occordonce with the Specificolions.

H-25. 1 0.2.5 Compotibility
The Vendor sholl worront thot oll System components, including ony
replocement or upgroded System Softwore components provided by
the Vendor to correct Deficiencies or os on Enhoncement, sholl operote
with the rest of the System without loss of ony functionolity.

H -25.'10.2.6 Professionol Services

The Vendor sholl worront thot oll Services provided under the Controct
will be provided in o professionol monner in occordonce with industry
stondords ond thot Services will comply with performonce stondords.

H-25.10.3 Worronly Services

The Vendor sholl ogree to mointoin, repoir, ond correct Deficiencies in the
System Softwore, including but not limited to the individuol modules or
functions, during the Worronty Period of no odditionol cost to the Stote, in

occordonce with the Specificotions ond terms ond requirements of the
Controct, including without limitotion, correcting oll errors, ond Defects ond
Deficiencies; eliminoting viruses or destructive progromming; ond replocing
incorrect, Defective or Deficient Softwore ond Documentotion.

Worronty Services shollinclude, without limitotion, ihe following:

o. Mointoin the System Softwore in occordonce with the Specificotions,
terms, ond requirements of the Controct;

b. Repoir or reploce the System Softwore or ony portion ihereof so thot the
System operotes in occordonce with the Specificotions, terms, ond
requirements of the Controct;

c. The Vendor sholl hove ovoiloble to the Stote on-coll telephone
ossistonce, with issue trocking ovoiloble to the Stote, twenty four (24)
hours per doy ond seven (Z) doys o week with on emoil / telephone
response within two (2) hours of request, with ossistonce response
dependent upon issue severity;

d. On-site odditionol Services within four (4) business hours of o request;
e. Mointoin o record of the octivities reloted to Worronty Repoir or

mointenonce octivities performed for the Stote;
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f. For oll Worronty Services colls, the Vendor sholl ensure the following
informotion will be collecled ond mointoined:

l) noture of the Deficiency;
2) current stotus of the Deficiency;
3) oction plons, dotes, ond times;
4) expected ond octuol completion time;
5) Deficiency resolution informotion;
6) Resolved by;
7) ldentifying number i.e. work order number;
8) lssue identified by;

g. The Vendor must work with the Stote to idenlify ond troubleshoot
potentiolly lorge-scole Softwore foilures or Deficiencies by collecting the
following informotion:

1) meon time between reported Deficiencies with the Softwore;
2) diognosis of the root couse of the problem; ond
3) identificotion of repeot colls or repeot Softwore problems; ond

h. All Deficiencies found during the Worronty Period ond oll Deficiencies
found with the Wononty Releoses sholl be corrected by the Vendor no
loter thon five (5) business doys, unless specificolly extended in writing
by the Siote, of no odditionol cost to the Stote.

lf in the Event of Defoull, lhe Vendor foils to correct the Deficiency within the
ollotted period of time (see obove), the Stoie sholl hove the right, of its option:
1) declore the Vendor in defouli, terminote the Controct, in whole or in port,
without penolty or liobility to the Stote; 2) return the Vendor's product ond
receive o refund for oll omounts poid to the Vendor, including but not limited
to, opplicoble license fees within ninety (90) doys of notificotion to the Vendor
of the Stote's intent to request o refund; 3) ond to pursue its remedies ovoiloble
of low or in equity.

Notwithstonding ony provision of the Controct, the Stote's option to terminote
the Controct ond pursue the remedies obove will remoin in effect until
sotisfoctory completion of the full Worronty Period.

H-25.11 Ongoing Soffwqre Mointenqnce qnd Suppotf levels
The Vendor sholl mointoin ond support the system in oll moteriol respects os
described in the opplicoble progrom documentotion ofter delivery ond the
worronty period of ninety (90) doys through the completion of the controct term

The Vendor will not be responsible for mointenonce or support for Softwore developed
or modified by the Stote.

H-25.1 1.1 Moinlenonce Releqses

The Vendor sholl moke ovoiloble to the Stote the lotest progrom updotes,
generol mointenonce releoses, selected functionolily releoses, potches, ond
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documentotion thot ore generolly offered io its customers, ol no odditionol
cost.

H-25.11.2 Vendor Responsibility

The Vendor sholl be responsible for performing on-site or remote technicol
support in occordonce with the Controct Documents, including without
limitotion the requirements, terms, ond conditions contoined herein.

As port of the Softwore mointenonce ogreement, ongoing softwore
mointenonce ond support levels, including oll new Softwore releoses, sholl be
responded to occording to the following:

o. Closs A Deficiencies - The Vendor sholl hove ovoiloble to the Stote on-coll
telephone ossistonce, with issue trocking ovoiloble to the Stote, eight (8)

hours per doy ond five (5) doys o week with on emoil / telephone response
within two (2) hours of request; or the Vendor sholl provide support on-site or
with remote diognostic Services, within four (4) business hours of o request;

b. Closs B & C Deficiencies -The Stote sholl notify the Vendor of such
Deficiencies during regulor business hours ond the Vendor sholl respond bock
within four (4) hours of notificotion of plonned corrective oction;

The Vendor sholl repoir or reploce Softwore, ond provide mointenonce of the
Softwore in occordonce with the Specificotions, Terms ond Requirements of
the Controct;

The Vendor sholl mointoin o record of the octivities reloted to worronty repoir
or mointenonce octivities performed for the Stote;

For oll mointenonce Services colls, the Vendor sholl ensure the following
informotion will be collected ond mointoined: l) noture of the Deficiency; 2)

current stolus of the Deficiency; 3) octìon plons, dotes, ond times; 4) expected
ond octuol compleiion time; 5) Deficiency resolution informotion, ó) Resolved
bV,7) ldentifying number i.e. work order number, 8) lssue identified by; ond

The Vendor must work with the Stote to identify ond troubleshoot potentiolly
lorge-scole System foilures or Deficiencies by collecting the following
informotion: l) meon time between reported Deficiencies with the Softwore: 2)

diognosis of the root couse of the problem; ond 3) identificotion of repeot colls
or repeot Softwore problems.

lf the Vendor foils to correct o Deficiency within the ollotted period of fime
Stoted obove, the Vendor sholl be deemed to hove committed on Event of
Defoult, pursuont to Appendix H Section H-25.14, ond the Stote sholl hove the
right, of its option, to pursue the remedies inH-25.14, os well os to return the
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Vendor's product ond receive o refund for oll omounts poid to the Vendor,
including but not limited to, opplicoble license fees, within ninety (90) doys of
notificotion to the Vendor of the Stofe's refund request

lf the Vendor foils to correct o Deficiency within the ollotted period of time
Sfoted obove, the Vendor sholl be deemed to hove committed on Event of
Defoult, pursuont to Appendix H Section H-25.14, ond the Stote sholl hove the
right, of its option, to pursue the remedies in Appendix H SectionH-25.14.

H -25. I 2 Adminisfrofive Speciflcofions

H-25.'12.1 Trovel Expenses

The Stoie will not be responsible for ony trovel or out of pocket expenses
incurred in the performonce of the Services.

The Vendor must ossume oll trovel ond reloted expenses by "fully looding" the
proposed lobor rotes to include, but not limited lo: meols, hoiel/housing,
oirfore, cor rentols, cor mileoge, ond out of pocket expenses.

H-25.12.2 Shipping ond Delivery Fee Exemplion
The Stote will not poy for ony shipping or delivery fees unless specificolly
itemized in the Controct.

H-25."12.3 Project Workspoce ond Office Equipmenl
The Stote ogency will work with the Vendor to determine the requirements for
providing oll necessory workspoce ond office equipment, including desktop
computers for the Vendor's sfoff. lf o Vendor hos specific requirements, they
must be included in the Vendor's Proposol.

H-25.12.4 Work Hours

Vendor personnel sholl work normol business hours between 8:00 om ond 5:00
pm (Eostern time), eight (8) hour doys, forty (a0) hour weeks, excluding Stoie of
New Hompshire holidoys. Chonges to this schedule moy be mode upon
ogreement wiih the Stote Project Monoger.

H-25.12.5 Access/Cooperotion
As opplicoble, ond reosonobly necessory, ond subject to the opplicoble Stote
ond federol lows ond regulotions ond restrictions imposed by third porties upon
the Stote, the Stote will provide the Vendor with occess to oll progrom files,
librories, personol computer-bosed systems, soflwore pockoges, network
systems, security systems, ond hordwore os required to complete the
controcted Services.
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The Stote will use reosonoble efforts to provide opprovols, outhorizotions, ond
decisions reosonobly necessory to ollow ihe Vendor to perform its obligotions
under the Controct.

H-25.12.6 Slofe-Owned Documents ond Doto

The Vendor sholl provide the Stote occess to oll Documents, Stote Doto,
moteriols, reports, ond other work in progress reloting to the Controct ("Stote
Owned Documents"). Upon expirotion or terminotion of the Controct with the
Stote, Vendor sholl turn over oll Stote-owned Documents, Stote Doto, moteriol,
reports, ond work in progress reloting to this Controct to the Stote of no
odditionol cost to the Stote. Stote-Owned Documents must be provided in
both printed ond electronic formot.

H-25.1 2.7 I ntellectuql Properly

Title, right, ond interest (including oll ownership ond intellectuol property rights)
in the Softwore, ond its ossocioted Documentotion, sholl remoin wiih Vendor.

Upon successful compleiion ond/or terminotion of the lmplementotion of the
Project, the Vendor sholl tronsfer the score doto in o mutuolly ogreed upon file
formot to o locotion instructed by the Stote of New Hompshire, Deportment of
Educotion

H-25.12.8 lT Required Work Procedures
Allwork done must conform to stondords ond procedures estoblished by
the Deportment of lnformotion Technology ond the Stote.

H-25.12.9 Compuler Use

ln considerotion for receiving occess to ond use of the computer focilities,
network, licensed or developed softwore, softwore mointoined or operoted
by ony of the Stote entities, systems, equipment, Documentotion,
informotion, reports, or doto of ony kind (hereinofter "lnformotion"), Vendor
understonds ond ogrees to the following rules:

o. Every Authorized User hos the responsibility to ossure the protection of
informotion from unouthorized occess, misuse, theft, domoge,
destruction, modificotion, or disclosure.

b. Thot informotion sholl be used solely for conducting officiol Stote business,
ond oll other use or occess is strictly forbidden including, but not limited
to, personol, or other privote ond non-Stote use ond thot of no time sholl
Vendor occess or ottempt to occess ony informotion without hoving the
express outhority to do so.



STATE OF NEW HAMPSHIRE
Deporlment of Educotion
Bureou of Adult Educqlion

BAE RtP 201 6-t 1 1

c. Thot of no time sholl Vendor occess or otiempt to occess ony informotion
in o monner inconsistent with the opproved policies, procedures, ond /or
ogreements reloting to system entry/occess.

d. Thot oll softwore licensed, developed, or being evoluoted by the Stote
connot be copied, shored, distributed, sub-licensed, modified, reverse
engineered, rented, or sold, ond thot of oll times Vendor must use utmost
core to protect ond keep such softwore strictly confidentiol in
occordonce with the license or ony other Agreement executed by the
Stote. Only equipment or softwore owned, licensed, or being evoluoted
by the Stote, con be used by the Vendor. Personol softwore (including
but not limited to polmtop sync softwore) sholl not be insiolled on ony
equipment.

e. Thot if the Vendor is found to be in violotion of ony of the obove-stoted
rules, the User moy foce removol from fhe Siote Controct, ond/or criminol
or civil prosecution, if ihe oct constitutes o violotion of low.

H-25.12.10 Emoil Use
Moil ond other electronic communicotion messoging systems ore Stote of
New Hompshire property ond ore to be used for business purposes only.
Emoil is defined os "infernol emoil systems" or "Slote*funded emoil systems."
Vendors understond ond ogree thot use of emoil sholl follow Stote stondord
policy (ovoiloble upon request).

H-25-12.11 lnternet/lnlronet Use
The lnternet/lntronet is to be used for occess to ond distribution of
informotion in direct support of the business of the Stote of New Hompshire
occording to Stote stondord policy (ovoiloble upon request).

H-25.12.12 Regulotory/Governmentol Approvols
Any Controct oworded under the RFP sholl be contingent upon the Vendor
obtoining oll necessory ond opplicoble reguloiory or other governmentol
opprovols.

H-25.12.13 Force Mojeure
Neither Vendor nor the Stote sholl be responsible for deloys or foilures in
performonce resulting from events beyond the control of such porty ond
without foult or negligence of such porty. Such events sholl include, but not
be limited to, octs of God, strikes, lock outs, riots, ond octs of Wor, epidemics,
octs of Government, fire, power foilures, nucleor occidents, eorthquokes,
ond unusuolly severe weother.
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Except in the event of the foregoing, Force Mojeure evenis sholl noi include
Vendor's inobility to hire or provide personnel needed for the Vendor's
performonce under the Controct.

H-25.12.1 4 Confidentiol lnformolion
ln performing its obligotions under the Controct, the Vendor moy goin occess
to informotion of the Stote, including Confidentiol lnformotion. "Stote
Confidentiol lnformotion" sholl include, but not be limited to, informotion
exempted from public disclosure under New Hompshire RSA Chopter 9l-A:
Access to Public Records ond Meetings (see e.g. RSA Chopter 9l-A: 5

Exemptions). The Vendor sholl not use the Stote Confidentiol lnformotion
developed or obtoined during the performonce of, or ocquired, or developed
by reoson of the Controct, except os is directly connected to ond necessory
for the Vendor's performonce under the Controct.

The Vendor ogrees to mointoin the confidentiolity of ond to protect from
unouthorized use, disclosure, publicotion, ond reproduction (collectively
"releose"), oll Stoie Confidentiol lnformotion of the Stote thot becomes
ovoiloble to the Vendor in connection with its performonce under the
Controct, regordless of its form.

Subject to opplicoble federol or Stote lows ond regulotions, Confidentiql
lnformotion sholl not include informotion which: (i) sholl hove otherwise
become publicly ovoiloble other thon os o result of disclosure by the receiving
porty in breoch hereof; (ii) wos disclosed to the receiving porty on o non-
confidentiol bosis from o source other thon the disclosing porty, which the
receiving porty believes is not prohibited from disclosing such informotion os o
resull of on obligotion in fovor of the disclosing porty; (iii) is developed by the
receiving porty independently of, or wos known by the receiving porty prior to,
ony disclosure of such informotion mode by the disclosing porty; or (iv) is

disclosed with the written consent of the disclosing porty. A receiving porty
olso moy disclose Confidenliol lnformotion to the extent required by on order
of o court of competent jurisdiction.

Any disclosure of the Stote's informotion sholl require prior written opprovol of
the Stote. The Vendor sholl immediotely notify the Stote if ony requesÌ,
subpoeno or other legol process is served upon the Vendor regording the
Stote's Confidentiol lnformotion, ond the Vendor sholl cooperote wiih the
Stote in ony effort it undertokes to contest the request, the subpoeno or other
legol process, of no odditionol cost to the Stote.

ln the event of unouthorized use or disclosure of the Stote's Confidentiol
lnformotion, the Vendor sholl immediotely notify the Stote, ond the Stote sholl
immediotely be entitled to pursue ony remedy of low ond in equity, including,
but not limited to injunctive relief.
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lnsofor os the Vendor seeks to mointoin the confidentiolity of its confidentiol or
proprietory informotion, the Vendor must cleorly identify in writing the
informotion it cloims to be confidentiol or proprietory. The Vendor
ocknowledges thot ihe Stote is subject to the Right to Know Low, RSA Chopter
9l-4. The Stote sholl mointoin the confidentiolity of the identified Confidentiol
lnformotion insofor os it is consistent with opplicoble Stote or federol lows or
regulotions, including but not limited to, RSA Chopter 9l-4. ln the event the
Stote receives o request for the informotion identified by the Vendor os
confidentiol, the Stote sholl notify the Vendor ond specify the dote the Stote
will be releosing the requested informotion. At the request of the Siote, the
Vendor sholl cooperote ond ossist the Stote with the collection ond review of
the Vendor's informotion, of no odditionol expense to the Stote. Any effort to
prohibÌt or enjoin the releose of the informotion sholl be the Vendor's sole
responsibility ond of the Vendor's sole expense. lf the Vendor foils to obtoin o
court order enjoining the disclosure, fhe Stote sholl releose the informotion on
the dote specified in the Stote's notice to the Vendor without ony Stote liobility
to the Vendor.

This Controct Agreement, Appendix H Section H-25.12.14: Confidentiol
lnformotion sholl survive the terminotion or conclusion of o Controct.

H-25.12.14 Doto Breoch
ln the event of o doto breoch, the vendor sholl comply with provisions of
NHRSA 359C:20.

H-25.13 Prìcing

H-25.13.1 Activilies/Deliverqbles/Milestones Dofes ond Pricing

The Vendor must include, within the fixed price for lT service octivities, tosks,
ond preporotion of required Deliverobles, pricing for the Deliverobles required
bosed on the proposed opprooch, ond methodology ond tools. A fixed price
must be provided for eoch Deliveroble. Pricing worksheets ore provided in
Appendix F: Pricing Worksheets.

H-25.13.2 Sottwore licensing, Moinlenonce, Enhoncements, ond Support Pricing

The Vendor must provide the minimum Softwore support ond Services through
Softwore licensing, mointenonce, Enhoncements, ond support os detqiled in
Section H-25.1 1: Ongoing Softwore Mointenonce ond Support Levels.

For Softwore licensing, mointenonce, ond support costs, complete o worksheet
including oll costs in ihe toble. A worksheet is provided in Appendix F: Pricing
Worksheets, under Appendix F-5: Softwore Licensing, Moinlenonce, ond
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H-25.13.3

Support Pricing, os Toble F-5: Softwore Licensing, Mointenonce, ond Support
Pricing Worksheet.

lnvoicing
The Vendor sholl submit correcf invoices to the Stoie for oll omounts to be poid
by the Stote. All invoices submitted sholl be subject to the Stote's wriiten
opprovol, which sholl not be unreosonobly withheld. The Vendor sholl only
submit invoices for Services or Deliverobles os permitted by the Controct.
lnvoices must be in o formot os determined by the Stote ond contoin detoiled
informotion, including without limitotion: itemizotion of eoch Deliveroble ond
identificotion of the Deliveroble for which poyment is sought, ond the
Acceptonce dote triggering such poyment; dote of delivery ond/or
instollotion; monthly moinlenonce chorges; ony other Project costs or retention
omounts if opplicoble.

H-25.13.4 Overpoyments lo the Vendor
The Vendor sholl promptly, but no loter thon fifteen (15) business doys, poy the
Stote the full omount of ony overpoyment or erroneous poyment upon
discovery or notice from the Stote.

H-25.13.5 Credits
The Stote moy opply credits due to the Stote, orising out of this Controct,
ogoinst the Vendor's invoices with oppropriote informotion ottqched.

H-25.13.6 Records Relention ond Access Requiremenls

The Vendor sholl ogree to the conditions of oll opplicoble Stote ond federol
lows ond regulotions, which ore incorporoted herein by this reference,
regording retention ond occess requirements, including without limitotion,
retention policies consistent with the Federol Acquisition Regulotions (FAR)

Subport 4.7 Yendor Records Retention.

The Vendor ond its Subcontroctors sholl mointoin books, records, documents,
ond other evidence of occounting procedures ond proctices, which properly
ond sufficiently reflect oll direct ond indirect costs, invoiced in the
performonce of their respeclive obligotions under the Controct. The Vendor
ond its Subcontroctors sholl retoin oll such records for three (3) yeors following
terminotion of the Controct, including ony extensions. Records reloting to ony
litigotion motters regording the Controct sholl be kept for one (l) yeor
following the terminotion of oll litigotion, including the terminotion of oll
oppeols or the expirotion of the oppeols period.

Upon prior notice ond subject to reosonoble time fromes, oll such records sholl
be subject to inspection, exqminotion, oudit ond copying by personnel so

outhorized by the Stote ond federol officiols so outhorized by low, rule,
regulotion or Controct, os opplicoble. Access to these items will be provided
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within Merrimock County of the Stote of New Hompshire, unless otherwise
ogreed by the Stote. Delivery of ond occess to such records sholl be of no
cost to the Stote during the three (3) yeor period following terminotion of the
Controct ond one (ì) yeor term following litigotion reloting to the Controct,
including oll oppeols or the expirotion of the oppeol period. The Vendor sholl
include the record retention ond review requirements of this secTion in ony of
its subcontrocts.

The Slote ogrees thot books, records, documents, ond other evidence of
occounting procedures ond proctices reloted to the Vendor's cost slructure
ond profit foctors sholl be excluded from the Stote's review unless the cost or
ony other Services or Deliverobles provided under the Controct is colculoted
or derived from the cost structure or profit foctors.

H-25.1 3.7 Accounling Requirements
The Vendor sholl mointoin on occounting syslem in occordonce with generolly
occepted occounting principles. The costs opplicoble to the Controct sholl
be oscertoinoble from the occounting system ond the Vendor sholl mointoin
records pertoining to the Services ond oll other cosfs ond expenditures.

H-25.14 Terminolion
This section H-25.14 sholl survive terminotion or Controct conclusion

H-25.14.1 Terminotion for Defoult
Any one or more of the following octs or omissions of the Vendor sholl constitute
on event of defoult hereunder ("Event of Defoult")
o. Foilure to perform the Services sotisfoctorily or on schedule;
b. Foilure to submit ony report required; ond/or
c. to perform ony other covenont, term or condition of the Controct

Upon the occurrence of ony Event of Defoult, the Stote moy toke ony one or
more, or oll, of the following octions:

o) Unless otherwise provided in the Controct, the Stote sholl provide the
Vendor written notice of defoult ond require it to be remedied within, in the
obsence of o greoter or lesser specificotion of time, within thirty (30) doys
from the dqte of notice, unless otherwise indicoted within by the Stote
("Cure Period"). lf the Vendor foils to cure the defoult within the Cure
Period, the Stote moy terminote the Controct effective two (2) doys ofter
giving the Vendor notice of terminotion, of its sole discretion, treot the
Controct os breoched ond pursue its remedies of low or in equity or both.

b) Give the Vendor o written notice specifying the Eveni of Defoult ond
suspending oll poyments to be mode under the Controct ond ordering thot
the portion of the Controct price which would otherwise occrue to the
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Vendor during ihe period from the dote of such notice until such time os

the Stote determines thot the Vendor hos cured the Event of Defoult sholl
never be poid to the Vendor.

c) Set off ogoinst ony other obligotions the Stote moy owe to the Vendor ony
domoges the Stote suffers by reoson of ony Event of Defoult;

d) Treot the Controct os breeched ond pursue ony of its remedies of low or in
equity, or both.

e) Procure Services thot ore the subject of the Controct from onother source
ond the Vendor sholl be lioble for reimbursing the Stote for the
replocement Services, ond oll odministrotive costs directly reloted to the
replocement of the Controct ond procuring the Services from onother
source, such os costs of competitive bidding, moiling, odvertising,
opplicoble fees, chorges or penolties, ond stoff time costs; oll of which sholl
be subject to the limitotions of liobility set forih in the Controct.

ln the event of defoult by the Stote, the Vendor sholl provide the Stoie with written
notice of defoult, ond lhe Stote sholl cure the defoult within thirty (30) doys.

Notwithstonding the foregoing, nothing herein contoined sholl be deemed to
constitute o woiver of the sovereign immunity of the Stote, which immunity is herby
reserved to the Stote. This covenont sholl survive terminotion or Conlroct
Conclusion.

H-25.1 4.2 Terminolion for Convenience
The Stote moy, of its sole discretion, ierminote the Controct for convenience, in

whole or in port, by thirty (30) doys written notice to The Vendor. ln the event of
such terminotion for convenience, the Stote sholl poy the Vendor the ogreed
upon price, if seporotely stoted, for Deliverobles for which Acceptonce hos been
given by the Stote. Amounts for Services or Deliverobles provided prior to the
dote of terminotion for which no seporote price is stoted will be poid, in whole or
in port, generolly in occordonce with Appendix F: Pricing Worksheeis.

During the thirty (30) doy period, the Vendor sholl wind down ond ceose ifs
Services os quickly ond efficiently os reosonobly possible, without performing
unnecessory Services or octivities ond by minimizing negotive effects on the
Stote from such winding down ond cessotion of Services.

H-25.14.3 Terminotion for Conflict of lnteresl

The Stote moy terminote the Controct by written notice if it determines thot o
conflict of interest exists, including bul not limited to, o violotion by ony of the
porties hereto of opplicoble lows regording ethics in public ocquisitions ond
procurement ond performonce of Controcts.
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ln such cose, the Stote sholl be entitled to o pro-roted refund of ony current
development, support ond mointenonce costs. The Stote sholl poy oll other
controcted poyments thol would hove become due ond poyoble if the Vendor
did not know, or reosonobly did not know, of the conflict of interest.

ln the evenl the Controct is terminoted os provided obove pursuont to o
violotion by the Vendor, the Stote sholl be entitled to pursue the some remedies
ogoinst lhe Vendor os it could pursue in the event of o defoult of the Controct by
the Vendor.

H-25.1 4.4 Terminotion Procedure

Upon terminotion of the Controct, the Stote, in oddition to ony other rights
provided in the Controct, moy require the Vendor to deliver to the Stote ony
property, including without limitotion, Softwore ond Writfen Deliverobles, for
such port of the Controct os hos been terminoted.

After receipt of q notice of lerminotion, ond except os otherwise directed by the
Stote, Vendor sholl:

o. Stop work under the Controct on the dote, ond io the extent specified, in
the notice;

b. Promptly, but in no event longer thon thirty (30) doys ofler terminotion,
terminote its orders ond subcontrocts reloted to the work which hos been
terminoÌed ond settle oll outstonding liobilities ond oll cloims orising out of
such terminotion of orders ond subcontrocts, with the opprovol or
rotific.otion of the Stote io the extent required, which opprovol or
rotificotion sholl be finol for the purpose of this Section;

c. Toke such oction os the Stote directs, or os necessory to preserve ond
protect the property reloted to the Controct which is in the possession of
Vendor ond in which Stote hos on interest;

d. Tronsfer title to the Stote ond deliver in the monner, of the times, ond to the
extent directed by the Stote, ony property which is required to be furnished
to Stote ond which hos been occepted or requesled by the Stote; ond

e. Provide written certificotion to the Stote thot Vendor hos surrendered to the
Stote oll soid property.
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H-25.15 Limitotion of Liobility

H-25.15.1 Stote

Subject to opplicoble lows ond regulotÌons, in no event sholl the Stote be lioble
for ony consequentiol, speciol, indirect, incidentol, punitive, or exemplory
domoges. Subject to opplicoble lows ond regulotions, the Stote's liobilily to the
Vendor sholl not exceed the totol Controct price set forth in Controct
Agreement, Appendix H Section 1.8 of the Controct Agreement - Generol
Provisions.

Notwithstonding the foregoing ond ony provision of this Controct to the
controry, in no event does the Stote woive its sovereign immunity or ony
opplicoble defenses or immunities.

H-25.15.2 The Vendor
Subject to opplicoble lows ond regulotions, in no event sholl the Vendor be
lioble for ony consequentiol, speciol, indirect, incidentol, punitive or exemplory
domoges ond the Vendor's liobility to the Stote sholl not exceed two times (2X)

the totol Controct price set forth in the Controct Agreement, Appendix H

Section 1.8 of the Controct Agreement - Generol Provisions. Notwithstonding
the foregoing, the limitotion of liobility sholl not opply to the Vendor's
indemnificotion obligotions set forth in the Appendix H Controct Agreemenl -

Sections l3: lndemnificotion ond confidentiolity obligolions in Appendix H

25.12.14: Confidentiol lnformotion, ond doto breoch obligotions in

Appendix H-25.1 2.I 5 Doto Breoch which sholl be unlimited.

H-25.15.3 Slote's lmmunily
Noiwithstonding the foregoing, noihing herein contoined sholl be deemed to
constitute o woiver of the sovereign immunity of the Stote, which immunity is

hereby reserved to the Stote. This covenont sholl survive terminotion or Controct
conclusion.

H.25.15.4 Survivol
This Controct Agreement, Section H-25.15: Limitotion of Liobility sholl survive
terminotion or Controct conclusion.

H-25.16 Chonge of Ownership
ln the event thot the Vendor should chonge ownership for ony reoson whotsoever,
the Siote sholl hove the option of continuing under the Controct with the Vendor, its
successors or ossigns for the full remoining term of the Controct; continuing under
the Controct with the Vendor, its successors or ossigns for such period of time os

determined necessory by the Stote; or immediotely terminote the Controct without
liobiliiy to the Vendor, its successors or ossigns.



STATE OF NEW HAMPSHIRE
Deportment of Educolion
Burequ of Adult Educolion

BAE RtP 201ó-t 1 r

H-25.1 7 Assignmenf, Delegofion crnd Subconfrocfs
The Vendor sholl not ossign, delegote, subcontroct, or otherwise tronsfer ony of its
interest, rights, or duties under the Controct without the prior written consent of the
Stote. Such consent will not be unreosonobly withheld. Any ottempted tronsfer,
ossignment, delegotion, or other tronsfer mode without the Stote's prior written
consent sholl be null ond void ond moy constitute on event of defoult of the sole
discretion of the Stoie.

The Vendor sholl remoin wholly responsible for performonce of the entire Controct
regordless of whether ossignees, delegotes, Subcontroctors or other tronsferees
("Assigns") ore used, unless otherwise ogreed to in writing by the Stote ond the
Assigns fully ossumes in wriiing ony ond oll obligotions ond liobilities under the
Controct from the Effective Dote . ln lhe obsence of o written ossumption of full
obligotions ond liobilities of the Controct, ony permitted ossignment, delegotion,
subcontroct or other tronsfer sholl neither relieve the Vendor of ony of its obligofions
under the Conlrocf nor sholl it offect ony remedies ovoiloble to the Stote ogoinst
the Vendor thot moy orise from ony event of defoult of the provisions of the
Controct. The Stote will consider the Vendor to be the sole point of contoct with
regord to oll controctuol motters, including poyment of ony ond oll chorges
resulting from the Controct.

H-25.18 Dispufe Resolufion
Prior to the filing of ony formol proceedings with respect to o dispute (other thon on
oction seeking injunctive relief with respect to intellectuol property rights or
Confidentiol lnformotion), the porty believing itself oggrieved (the "lnvoking Porty")
sholl coll for progressive monogement involvement in the dispute negotiotion by
written notice to the other porty. Such notice sholl be without prejudice to the
lnvoking Porty's right to ony other remedy permitted by this Agreement.

H-25.19 Venue ond Jurisdiction
Any oction on the Controct moy only be brought in the Stote of New Hompshire
Merrimock County Superior Court.

H-25.20 Projecl Holdbock
The Stote will withhold lO% of the ogreed Deliverobles pricing tendered by the
Vendor in this engogement until successful completion of the Worronty Period os
defined in Appendix H Section 25-10.1: Worronty Period.

H-25.21 Escrow of Code
Vendor will enter into o source ond configurotion code escrow ogreement, with o
Stote opproved escrow ogent. The proposed escrow ogreement sholl be submitted
wiih the Vendor's Proposol for review by the Stote. The escrow ogreement requires the
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Vendor to put the Vendor Softwore source ond configurotion code in escrow. The
source code sholl be releosed to the Stote if one of the following events hos occurred:

o. the Vendor hos mode on ossignment for lhe benefit of creditors;
b. the Vendor institutes or becomes subject to o liquidotion or bonkruptcy

proceeding of ony kind;
c. o receiver or similor officer hos been oppointed to toke chorge of oll or pori of

the Vendor's ossets; or
d. the Vendor or its Subcontroctor terminotes its mointenonce ond operotions

support Services for the Stote for the Sofiwore or hos ceosed supporting ond
mointoining the Softwore for the Stote, whether due to its ceosing to conduct

. business generolly or otherwise, except in coses where fhe terminotion or
cessotion is o result of the non-poyment or other foult of the Stote;

e. Vendor defoults under the Controct; or
g. Vendor ceoses its on-going business operotions or thot portion of its business

operotions reloting to the licensing ond mointenonce of the Softwore.
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TERMS AND DETINITIONS

The following generol controcting terms ond definitions opply except os specificolly noted
elsewhere in this document.
Acceptonce Notice from the Stote thot o Deliveroble hos sotisfied

Acceptonce Test or Review.
Acceplonce letter An Acceptonce Letter provides notice from the Stote thot o

Deliveroble hos sotisfied Acceptonce Tests or Review.
Acceotonce Period The timefrome durino which the Acceptonce Test is performed
Acceptonce Tesl
Plon

The Acceptonce Test Plon provided by lhe Vendor ond ogreed
to by the Stote thot describes of o minimum, the specific
Acceptonce process. criterio. ond Schedule for Deliverobles.

Acceptonce Tesl
ond Review

Tests performed to determine thot no Defects exist in the
opplicofion Softwore or the System

Access Control Supports the monogement of permissions for logging onto o
computer or network

Agreemenl A controct duly executed ond legolly binding.

.Appendix Supplementory moteriol thot is collected ond oppended of the
bock of o document

Audit Troil Copture
ond Anqlysis

Supports the identificotion ond monitoring of octivities within on
opplicotion or system

Besl ond Finol Offer
IBAFO)

For negotioted procurements, o Vendor's finol offer following the
conclusion of discussions.

Breoch or Breoch of
Security

Unlowful ond unouthorized ocquisition of unencrypted
computerized doto thot moteriolly compromises the security,
confidentiolity or integrity of personol informotion mointoined by
o person or commerciol entity

ccP Chonge Control Procedures
CR Chonqe Request
coTs Commerciol Off-The-Shelf Softwore
CM Confiourotion Monooement
Cerlificolion The Vendor's written declorotion with full supporting ond written

Documentotion (including without limitotion test results os
opplicoble) thot the Vendor hos completed development of the
Deliveroble ond certified its reodiness for opplicoble
Acceptonce Testinq or Review.

Chonge Control Formol process for initioting chonges to the proposed solution or
procesOs once development hos begun.

Chonge Order Formol documentotion prepored for o proposed chonge in the
Specificotions.

Complelion Dole End dote for the Controct
Confidentiol
lnformotion

lnformotion required to be kept Confidentiol from unouthorized
disclosure under the Controct

Conlroct This Agreement between the Stote of New Hompshire ond o
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Vendor, which creotes binding obligotions for eoch porty to
perform os specified in the Controct Documents.

Conlroct Conclusion Refers to the conclusion of the Controct, for ony reoson, including
but not limited to, the successful Controct completion,
terminotion for convenience, or terminotion for defoult.

Conlroct Documenls Documents thot comprise this Controct

Contrqcl Monogers The persons identified by the Stote ond the Vendor who sholl be
responsible for oll controctuol outhorizotion ond odministrotion of
the Controct. These responsibilities sholl include but not be limited
to processing Controct Documentotion, obtoining executive
opprovols, trocking cosTs ond poyments, ond representing the
porlies in oll Controct odministrotive octivities.

Conlrocted Vendor The Vendor whose proposol or quote wos oworded the Controct
with the Stote ond who is responsible for the Services ond
Deliverobles of the Controct.

Conversion Test A test to ensure thot o doto conversion process correctly tokes
doto from o legocy system ond successfully converfs it to form
thot con be used bv the new svstem.

coTs Commerciol off the Shelf
Cure Period The thirty (30) doy period following written notificotion of o defoult

within which o controcted Vendor must cure the defoult
identified.

Custom Code Code developed by the Vendor specificolly for this project for the
Stote of New Hompshire

Custom Soflwore Softwore developed by the Vendor specificolly for this project for
the Stote of New Hompshire

Dolo Stote's records, files, forms, Doto ond other documents or
informotion, in either electronic or poper form, thot will be used
/converted bv the Vendor durinq the Controct Term

DBA Dotobose Administrotor
Deficiencies/Defects A foilure, deficiency, or defect in o Deliveroble resulting in o

Deliveroble, the Softwore, or the System, not conforming to its
Specificotions.

Closs A Deficiency - Softwore - Criticol, does not ollow System to
operote, no work qround, demonds immediote oction; Written
Documentofion - missing significont portions of informotion or
unintelligible to Stote; Non Softwore - Services were inodequote
ond require re-performonce of the Service.

Closs B Deficiency - Softwore - importont, does not stop
operotion ond/or there is o work oround ond user con perform
tosks; Written Documentotion - portions of informotion ore missing
but not enough to moke the document unintelligible; Non
Softwore - Services were deficient, require reworking, but do not
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require re-performonce of the Service.

Closs C Deficiency - Softwore - minimol, cosmetic in noture,
minimol effect on System, low priority ond/or user con use System;
Written Documentotion - minimol chonges required ond of minor
editing noture; Non Softwore - Services require only minor
reworkinq ond do not require re-performonce of the Service.

Deliveroble A Deliveroble is ony Wriften, Softwore, or Non-Soflwore
Deliveroble (letter, report, monuol, book, other), provided by the
Vendor to the Stote or under the terms of o Controct
requirement.

Deporlmenl An ogency of the Stote

Deportment of
lnformotion
Technoloqy (DolT)

The Deportment of lnformotion Technology estoblished under RSA

2l-R by the Legisloture effective September 5, 2008.

Documenlolion All informotion thot describes the instollotion, operotion, ond use
of the Softwore, either in printed or electronic formot.

Digitol Signolure Guorontees the unollered stote of o file

Effeclive Dote The Controct ond oll obligotions of the poriies hereunder sholl
become effective on the dote the Governor ond the Executive
Council of the Siote of New Hompshire opproves the Controct.

Encrvolion Supports the tronsformotion of doto for securily purposes
Enhoncemenls Updotes, odditions, modificotions to, ond new releoses for the

Softwore, ond oll chonges to ihe Documentotion os o result of
Enhoncements, including, but not limited to, Enhoncements
produced by Chonge Orders

Event of Defoult Any one or more of the following ocfs or omissions of o Vendor
sholl constitute on event of defoult hereunder ("Event of
Defoult")

o. Foilure to perform the Services sotisfoctorily or on schedule;
b. Foilure to submit ony report required; ond/or
c. Foilure to perform ony other covenont, term or condition of

the Controct

Firm Fixed Price
Controcl

A Firm-Fixed-Price Controct provides o price thoi is not subject to
increose, i.e., odjustment on the bosis of the Vendor's cost
experience in performinq the Controct

Fully looded Rotes ore inclusive of oll ollowoble expenses, including, but not
limited to: meols, hotel/housing, oirfore, cor rentols, cor mileoge,
ond out of pocket expenses

GAAP Generollv Accepted Accountinq Principles
Governor ond
Execulive Council

The New Hompshire Governor ond Executive Council
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Horvest Softwore to orchive ond/or control versions of softwore
ldenlificotion ond
Authenlicotion

Supports obtoining informotion obout those porties ottempting to
log on to o system or opplicotion for security purposes ond the
volidotion of those users

lmplemenlolion The process for moking the System operotionol for processing the
Doto.

lmplemenlotion Plon Sets forth the tronsition from development of the System to full
operotion, ond includes without limitotion, troining, business ond
technicol procedures.

lnformolion
Technology (lT)

Refers to the tools ond processes used for the gothering, storing,
monipuloting, tronsmitting, shoring, ond sensing of informotion
including, but not limited to, Doto processing, computing,
informotion systems, telecommunicotions, ond vorious oudio ond
video technolooies.

lnput Volidolion Ensure thot the volues entered by users or provided by other
opplicotions meets the size, type ond formot expecled.
Protecting the opplicotion from cross site scripting, SQL injection,
buffer overflow, etc.

lnlrusion Deteclion Supports ihe detection of illegol entronce into o computer
system

lnvoking Porty ln o dispute, the porty believing itself oggrieved

Key Project Sloff Personnel identified by the Stote ond by the controcted Vendor
os essentiol to work on the ProÌect.
The Stote of New HompshireIicensee

Non Exclusive
Conlroct

A controct executed by the Stote thot does not restrict the Stote
from seeking olternotive sources for the Deliverobles or Services
provided under the Controct.

Non-Sottwore
Deliverobles

Deliverobles thot qre not Softwore Deliverobles or Written
Deliverobles. e.o., meetinqs, help support, seryices, ofher

Normol Business
Hours

Normol Business Hours - 8:00 o.m. to 5:00 p.m. EST, Mondoy
through Fridoy excluding Stote of New Hompshire holidoys. Stote
holidoys ore: New Yeor's Doy, Mortin Luther King Doy, President's
Doy, Memoriol Doy, July 4th, Lobor Doy, Veterons Doy,
Thonksgiving Doy, the doy ofter Thonksgiving Doy, ond Christmos
Doy. Specific dotes will be provided

Notice to Proceed
INTP)

The Stote Controct Monoger's written direction to the Vendor to
beqin work on the Controct on o given dote ond time

Open Doto Formots A doto formot bosed on on underlying Open Stondord
Open Source
Sotlwqre

Softwore thot guorontees the user unrestricted use of the
Softwore os defined in RSA 2l-R:10 ond RSA 2l-R:ll.

Open Stondords Specificotions for the encoding ond tronsfer of computer doto
thot is defined in RSA 2l-R:10 ond RSA 2l-R:13.

Operoting Syslem System is fully functionol, oll Doto hos been looded into the
System, is ovoiloble for use by the Stote in its doily operotions.

Operotionol Operotionol meons thot the System is operoting ond lqll¡
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functionol, oll Doto hos been looded; the System is ovoiloble for
use by the Slote in its doily operotions, ond the Stote hos issued
on Acceptonce Letter.

Order of
Precedence

The order in which Controct/Documents control in the event of o
conflict or ombiguity. A term or condition in o document controls
over o conflicting or ombiguous term or condition in o document
thot is lower in the Order of Precedence

Projecl The plonned undertoking regording the entire subject motTer of
on RFP ond Controct ond the octivities of the porties reloted
herefo.

Project Teom The group of Stoie employees ond controcted Vendor's
personnel responsible for monoging the processes ond
mechonisms required such thot the Services ore procured in
occordonce with the Work Plon on time, on budget ond to the
reouired specificotions ond ouolitv

Projecl
Monoqemenl Plon

A document thol describes the processes ond methodology to
be employed by the Vendor to ensure o successful proiect.

Project Monogers The persons identified who sholl funciion os the Stote's ond the
Vendor's representotive with regord to Review ond Acceptonce
of Controct Deliverobles, invoice sign off, ond review ond
opprovol of Chonge Requests (CR) utilizing the Chonge Control
Procedures ICCP)

Proiecl Stoff Stote personnel ossioned to work with the Vendor on the proiect
Proposol The submission from o Vendor in response to the Request for o

proposol or stofement of work.
Regression Test Plon A plon integroted into the Work Plon used to oscertoin whether

fixes to defects hove coused errors elsewhere in the
opplicotion/process.

Review The process of reviewinq Deliverobles for Acceptonce
Review Period The period set for review of o Deliveroble. lf none is specified then

the review period is five 15) business doys.
RFP (Requesl for
Proposol)

A Request For Proposol solicits Proposols to sotisfy Stote functionol
requirements by supplying doto processing product ond/or
Service resources occordinq to specific terms ond conditions

Role/Privilege
Monoqement

Supports the gronting of obilities to users or groups of users of o
computer. ooolicotion or nelwork

Schedule The dotes described in the Work Plon for deodlines for
performonce of Services ond other Project events ond ociivities
under the Controct

SooS Softwore os o Service- Occurs where the COTS opplicotion is

hosted but the Slote does not own the license or the code.
Service level
Agreement (S¡.4)

A signed ogreement between the Vendor ond the Stote
specifying the level of Service thot is expected of, ond provided
bv, the Vendor durino the term of the Controct.

Services The work or lobor to be performed by the Vendor on the Proiect
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os described in the Coniroct.
Sotlwore All custom Softwore ond COTS Softwore provided by the Vendor

under the Controct
Sottwore
Deliverobles

COTS Softwore ond Enhoncements

Sotlwore License Licenses prov ided to the Stote under this Controct
Solution The Solution consists of the totol Solution, which includes, without

limitotion, Softwore ond Services, oddressing the requirements
ond terms of the Specificotions. The off-the-shelf Softwore ond
configured Softwore customized for the Stote provided by the
Vendor in response to this RFP.

Specificotions The written Specificotions thot set forth the requirements which
include, without limitotion, this RFP, the Proposol, the Conlroct,
ony performonce stondords, Documentotion, opplicoble Stote
ond federol policies, lows ond regulotions, Stote technicol
stondords, subsequent Stote-opproved Deliverobles, ond oiher
Specificotions ond requirements described in the Controct
Documents. The Specificotions ore, by this reference, mode o
port of the Controct os though completely set forth herein.

Stote Reference to the term "Stote" sholl include opplicoble ogencies
os defined in Section l: INTRODUCTION of this RFP.

Stotement of Work
(sow)

A Stotement of Work cleorly defines the bosic requirements ond
objectives of o Project. The Stotement of Work olso defines o
high level view of the orchitecture, performonce ond design
requirements, the roles ond responsibilities of lhe Stote ond the
Vendor. The SOW defines the results thot the Vendor remoins
responsible ond occountoble for ochieving.

Stote's Confidentiol
Records

Stote's informotion regordless of its form thot is not subject to
public disclosure under opplicoble stote ond federol lows ond
reoulotions. includino but noi limited to RSA Chspter 9LA

Slole Doto Any informotion conloined within Stote systems in electronic or
poþer formot.

Slole FiscolYeor
(SFY)

The New Hompshire Stote Fiscol Yeor extends from July lr
through June 30rh of the following colendor yeor

Slole Project leoder Stote's representotive with regord to Project oversighf

Slole's Projecl
Monoger (PM)

Stote's representotive with regord to Project monogement ond
technicol motters. Agency Project Monogers ore responsible for
review ond Acceptonce of specific Controct Deliverobles,
invoice sign off, ond Review ond opprovol of o Chonge Proposol
ICP).

Subconlroclor A person, portnership, or compony not in the employment of, or
owned by, the Vendor, which is performing Services under this
Controct under o seporote Controct with or on beholf of the
Vendor

System All Softwore, specified hordwore, ond interfoces ond extensions,

STATE OF NEW HAMPSHIRE
Deporlment of Educqlion
Burequ of Adult Educqlion

BAE. RFP2O.ló.III
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SÏAÏE OF NEW HAMPSHIRE
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Bureou of Adult Educotion

BAE . RFP 2OI 6.I I I
iniegroted ond functioning together in occordonce with the
Specificotions.

TBD To Be Delermined

Technicol
Authorizotion

Direction to o Vendor, which fills in detoils, clorifies, interprets, or
specifies technicol requirements. lt must be: (l) consistent with
Stotement of Work within stotement of Services; (2) not constitute
o new ossignment; ond (3) not chonge lhe terms, documents of
specificotions of the SOW.

Tesl Plon A plon, integroted in the Work Plon, fo verify the code
(new or chonged) works to fulfill the requirements of the Project
It moy consist of o timeline, o series of tests ond test dqto, test
scripts ond reporis for the tesÌ results os well os o trocking
mechonism.

Term The durotion of the Controct
Tronsition Services Services ond support provided when the controcted Vendor is

supoortino svstem chonoes.
UAT User Acceptonce Test

Unit Test Developers creote their own test doto ond test scenorios to verify
fhe code they hove creoted or chonged functions properly os
defined.

User Acceptonce
Tesling

Tests done by knowledgeoble business users who ore fomilior with
the scope of the Project. They creote/develop test coses to
confirm the System wos developed occording to specific user
requirements. The test coses ond scripts/scenorios should be
mopped to business requirements outlined in the user
requirements documents.

User Monogemenl Supports the odministrotion of computer, opplicotion ond
network occounts within on orqonizolion

Vendor/Vendor The controcted individuol, firm, or compony thot will perform the
duties ond Specificotions of the controct.

Verificolion Supports the confirmotion of outhority to enfer o computer
system, opplicofion or network

Wolk Through A slep-by-step review of o specificotion, usobility feotures or
design before it is honded off to the technicol teom for
development

Worronty Period A period of coveroge during which the controcted Vendor is

responsible for providing o guorontee for products ond services
delivered os defined in the controct.

Worronlv Releoses Code releoses thot ore done durino the worrontv oeriod.
Worronty Services The Services to be provided by the Vendor during the Worronty

Period.
Work Hours Vendor personnel sholl work normol business hours befween 8:00

om ond 5:00 pm, eight (8) hour doys, forty (a0) hour weeks,
excluding Stote of New Hompshire holidoys. Chonges to this

Pcrge 98 of 99 DOIT RFP Templote B-18-15



schedule moy be mode upon ogreement with the Stote Project
Monoger. However, the Stole requires on unpoid lunch breok of
of leost thirty (30) minutes be token ofter five (5) consecutive
hours of work.

Work Plon The overoll plon of octivities for the Project creoted in

occordonce with the Controct. The plon ond delineotion of
tosks, octivities ond events to be performed ond Deliverobles to
be produced under the Project os specified in Appendix C. The
Work Plon sholl include o detoiled description of the Schedule,
tosks/octivities, Deliverobles, criticol events, tosk dependencies,
ond the resources thot would leod ond/or porticipote on eoch
tosk.

Wrilten Deliverobles Non-Sofiwore written deliveroble Documentotion (letter, report,
monuol, book, other) provided by the Vendor either in poper or
electronic formot.

STATE OT NEW HAMPSHIRE
Deportment of Educotion
Bureou of Adult Educqlion

BAE - RtP 20ró-r 1 1
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Vendor Response Column: Place a

'Tes" if the current release of the software can fully support A[t the functionality described in the row, without special

customization. A "Yes" can onty be used if the delivery method is Standard (see delivery method instructions below).

Othenryise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see

delivery method instructions below).

Comments Column:
For all Delivery Method responses other than standard (Future, Custom, or Not Available/Not Proposing) vendors must

provide a brief explanation. Free form text can be entered into this column.

Delivery Method Column:

Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that

indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.

Future - Feature/Function will be available in a future release. (Provide ant¡cipated delivery date, version, and service release

in the comment area.)

Custom - Feature/Funct¡on can be provided with custom modifications. (Respondent must provide est¡mated hours and

average billing rate or flat cost for the sofltware modification in the comment area. These cost estimates should add up to the

total cost for software modifications found in the cost summary table ¡n Section X of the RFP).

Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this

functionalitv was not orooosed.l

Vcnclor Instructiorrs

Contract 2O76-I1L Attachment C-2: Requirements 1of15
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M

M

M
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M

M

M

M

M

M

M

Test format is available in paper-based and computer-based.

Test is available in English and Spanish, other language optional.

Test must include sections on Mathematics, Science, Social Studies, English

I ansrrase Ârts includinE Writinp and Readinø.

Test must be aligned to the Common Core and College & Career Readiness
Standard<

Test results must be recognized and accepted by colleges, employers and the
militarv as eouivalent to a hish school dioloma.
The Vendor must be able to provide reasonable accommodations for
evaminees wifh docrrmentecl disablities.
The Cost Proposal must include the cost of testing and scoring services (even

if nrovided hv e cr¡h-confra¡torl
Test must have a minimum of three forms each year to allow for re-testing.

The Vendor must provide, endorse or encourage supplemental resources
srrrh ac inctructional materialc
At least two forms of an Official Practice Test, not accessible to the general

oublic. must be available.
The Vendor must provlde test administrator trainíng.

The Test must be available for examinees on January L,2OL7

Provide online and downloadable reporting of student demographic &

assessment results, accessible through role-based security levels and/or a
qccr rrc çifc

Provide role-based administrat¡on tools for the management of users, groups
and rolec
All costs assoc¡ated with test development, registration, administration,

training, materials, scoring, reporting and any other program actívities

including retests, must be covered by fees collected from examinees.

Convene a start-up meet¡ng of the Contractor's staff, NHDOE staff and

representatives of the current high school equivalency Contractor within 30

days ofthe award ofthe Contract. Such a meeting may be conducted
rrir}l ralh¡ lr¡ra]. nr fala¡nnfaran¡al

Establish and maintain a system of ongoing commun¡cation directly between

the Contractor's program manager and the NHDOE Project Manager for
c,fâtus ând uodate reôôrts.

81.1

87.2

81.3

81.4

81.5

81.6

8L.7

81.8

81.9

81.10

81.11

8]-.12

81.13

B!.t4

8.1.15

81.16

BT.L7

BUSINESS REQUIREMENTS

Vendor Requ¡rements

Contract 2OL6-1LI Attachment C-2: Requirements 2 of 1-5



8.2.1

8.1.19

8.1.18

87.2

8.3.3

8.3.2

8.3.1

8.2.3

8.2.2

87.7

ln consultat¡on with the NHDOE, establish and maintain a system for

the secur¡ty of all test processes and materials (including student responses),

while secure materials are under the control of the Contractor and

subcontractors each year of the Contract and any extensions thereof.

All user information shall be kept str¡ctly confidential and shall not be

divulged to any third party or other pafi not covered by this contract.

not

software or hardware.

system
standard web browsers.

testing system
the Vendor.

ng service

hosted

Establish and maintain a system for assuring quality of products and services

The Vendor shall be the primary provider of technical assistance to all users

(ie, the "Help Desk"), and shall be available no less than the full work week

(excluding weekends) between the hours of 8am - 4:30pm Eastern time.

The Vendor shall develop and maintain ancillary test materials that inform

users of exam registration and administration procedures, user regístration

and adminstration procedures, and the interpretation of exam score reports

Access to personally identifiable data of all users shall be strictly limited

based on user role, and shall be eliminated completely where possible.

Data access shall be role-based, wíth security levels appropriate for student,

M

M

M

M

M

M

M

M

M

M

Tct lttlL (tl llìqtt¡t ttttt'ttl\

Stt ttt ity Rì(llnt t'tltt'ttl\

Conttt¡tt¡¡tcol tot¡ ttttrl I t tritttttt¡ Rt't¡ttit t'tttt'ttts
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M

M

M

M

M

M

M

M

M

M

M

M

M

M

The Solution must comply with New Hampshire RSA 21-R:10 and 21-R:13,

includine but not limited to Ooen Data Formats.
Web-based compatible and in conformance with the following minimum W3t

standards:
XHTML 1.0

css 2.1

Verifo the identity of or authenicate all of applications, services, and
processes before allowing use of the System to prevent access to
inannrnnriafe nr ranfi¡lcnfi:l drfa nr senrireç

XML 1.0 (fourth edition)

Verifo the identity and authenticate all of the system's human users befor¡

allowing them to use ¡ts capabilities to prevent access to inappropriate o
confidential data orsen¡ices- -

Enforce unique user names.

Enforce complex passwords for Adminístrator Accounts of ten characters o

more in accordance with DolTs statewide User Account ond Possword Policy

Enforce the use of complex passwords for general users us¡ng cap¡tal letters,
numbers and soecial characters
Encrypt passwords in transmission and at rest within the database.

Expire passwords after a definite period of time in accordance with Dolfs
statewide User Account and Password Polior
Authorize users and client applications to prevent access to inappropriate or
confidential data or services.

Provide ability to limit the number of people that can grant or change

authorizations
Establish abil¡ty to enforce sessíon t¡meouts during periods of inactivity

41.1

47.2

A1.3

41.4

A.7.20

A1,.2'J,

A1.22

41.5

At.t2

A1.13

41.14

41.15

41..1.6

At.t7

A1.18

A1.L9

Ensure application has been tested and hardened to prevent critical

application security flaws. ( At a minimum, the application shall be tested

aga¡nst all flaws outlined in the Open Web Application Security Project
(OWASP)Top Ten

I httn://www.owaso. orEli nde.x. oh n/OWASP Too Ten Proiectl
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A1.30

41.29

A1.28

At.27

At.26

A1.25

A1-.24

A1.23

Create change management documentation and procedures

Subsequent application enhancements or upgrades shall not remove or

deerade securiW reouirements

Keep any sensitive Data or communications private from unauthorized

individuals and oroqrams.

The application Data shall be protected from unauthorized use.

Do not use the Software and System Services for anything other then their
orsinallv intended use

The application must allow a user to explicitly term¡nate a session. No

remnants of the terminated session should then rêmâtn

The application shall log all activities to a central server to prevent part¡es to

application transact¡ons from denying that they have taken place. The logs

must he keot for the lifetime of the aoolication.

Audit all attempted accesses that fail identification, authentication and

authorization requirements

The application shall not store authentication credentials or sensitive Data in

its code.

M

M

M

M

M

M

M

M

M
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M

M

M

M

M

M

M

M

M

M

M

M

M

All Components oT rne )olTware snail oe revteweo ano testeo to ensure tne
protect the web site and its related Data assets.

The Vendor shall be responsible for secur¡ty test¡ng, as appropriate. Tests

shall focus on the technical, administrative and physical security controls thal
have been designed into the System architecture in order to provide the
necessary confidentiality, integrity and availability.

Test f.or ldentification and Authentication; supports obtaining informatior

about those parties attempt¡ng to log onto a system or application fo
çecrrrifv ôrrrnôqêç an¡l the validafion of rrçer<

Test for Access Control; supports the management of permissions for loggin

onto a comouter or network
Test for encryption; supports the encoding of data for security purposes

Test the lntrus¡on Detection; supports the detection of illegal entrance ¡nto
comouter svstem

Test the Verification feature; supports the confirmation of authority to ente
a comouter svstem. aoolication or network
Test the Digital Signature; guarantees the unaltered state of a file

Test the User Management feature; supports the administration of computer
aoolication and network accounts within an orEanization-
Test Role/Privilege Management; supports the granting of abilities to users o

Erouos of users of a comouter. aoolication or network
Test Audit Trail Capture and Analysis; supports the identification an,

monitorinE of activities within an aoolication or svstem

Test lnput Validation; ensures the application is protected from buffe

overflow, cross-site scripting SQL injection, and unauthorized access of file
anÅlor ¡lircrtnries nn the seruer

Provide the State with validation of 3rd party penetration testing performe

on the annlication and svstem environment-
rf luf Lu Lfle Jy5[effl (,elf lË, f f luvcq lf lLu PruquLuuf l, LIle ve¡l(¡uf )lldll Pf uvluE

results of all securíty testing to the Department of lnformation Technology fo

review and acceptance.
T7.74

T1.1

rt.2

T1.3

Tt.4

T1.5

T1.6

T1..7

T1.8

T1.9

T1.10

T1.11

11.12

T1.13
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T2-2

T2.7

The Vendor must applicatíon stress testing and tuníng as more fully

described in the RFP.

The Vendor must test the software and the system using an industry standafl

and State approved test¡ng methodology as more fully described in the RFP.

M

M

Contract 2016-111 Attachment C-2: Requirements 7 of15



M

M

M

M

M

M

M

M

M

M

Vendor shall maintain a secure hosting environment providing all necessary

hardware, software, and lnternet bandwidth to manage the application and
suooort users with oermission based losíns-
State access will be via secure lnternet Browser

At a minimum, the System should support this client configuration; lnterne
Exolorer 8. and 128 bit encrvotion.
The State will be responsible for equipment labor, and /or services necessar

to set-up and maintain the internet connectívity at the State and/or othe
third party sites. The internet connectivity for the penatration testing is th,
ra<nnnsihilifrr nf thc r¡cnánr
Vendor will not be responsible for network connection issues, problems o

conditions arising from or related to circumstances outs¡de the control of th,

Vendor, ex: bandwidth, network outages and /or any other conditions ar¡sini

on the State's internal network or, more generally, outside the Vendorr
firewall or any issues that are the responsibility of the State lnternet Servicr

Provider or a third party.

Vendor shall provide a secure Class A Data Center providing equipmen
(including dedicated servers), an on-site 2417 system operator, managel
fircwall <crui¡e< and manaccd harkrrn Seruìccs

Data Center A¡r Conditioning - used to control temperature and humidity ir

the Data Center. Temperature ranges shall be between 68 and 75 "F.

Data Center Humídity shall be non-condensing and be maintained betweer
4O-ÇÇ% with a mavimum dew noint of 6? 'F
Data Center Backup Power - uninterruptible power supplies shall be s¡zed tl
sustain computer systems and associated components for, at a minimum, th,

amount of time it takes for a backup generator to take over prov¡ding power

Where possible, servers shall contain redundant power supplies connected tl
commercial power via separate feeds.

Data Center Generator - shall be sufficient to sustaín computer systems anl

associated components for, at a minimum, the amount of time it takes fo

commercial power to return. Fuel tanks shall be large enough to support th,

generator at -full load for a períod not less than L% days of operation.

H1.1

Ht.2

H1.3

H7.4

H1.5

H1.6

HT,7

H1.8

H1.9

H1.10
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H2.5

H2.4

H2.3

H2.2

Ht.27

H2.L

H1.20

H1.19

H1.18

Ht.t7

H1.16

H1.15

Ht-t4

H1.13

H\-12

H1.11

Back-up copies of data are made for the purpose of facilitating a restore o

lhe data in the event of data loss or Svstem failure-

Vendor shall adhere to a defined and documented back-up schedule anr

nrocedure-

The disaster recovery plan shall identify appropriate methods for procurint

additional hardware in the event of a component failure. ln most instances

systems shall offer a level of redundancy so the loss of a drive or powe

supply will not be sufficient to terminate services however, these failer

^^ñ^^^^^+- ..'¡ll h^.,^ +^ k^ -^^l^-^,{

Vendor shall have documented disaster recovery plans that address th,

recovery of lost State data as well as their own. Systems shall be architecter

to meel fhe definecl recovenr needs-

The Vendor shall immediately report any breach in security to the State o

New

Vendor shall conform to adequate disaster recovery procedures as defined b'

the State of New Hamoshire.

The Vendor shall monitor physical hardware.

Vendor shall manage daily backups, off-site data storage, and restorr

ooerations,

Vendor shall manage the sharing of data resources.

Vendor shall monitor System, security, database, and application logs.

Vendor shall install and update all server patches, updates, and other utilitie

within 60 davs of release from the manufacturer.

Vendor shall manage the databases and services on all servers located at th

Vendo/s facilitv.

Vendor must monitor the application and all servers.

The Data Center must be physically secured - restricted access to the site tr

personnel with controls such as biometric, badge, and others secur¡t

solutions. Policies for granting access must be in place and followed. Acces

shall only be granted to those wíth a need to perform task in the Dat

Data Center Fire Protection System - fire detectors in conjunction witl

suppression gaseous systems must be installed to reduce the risk of loss dur

fn fira

Data Center Floor - A raised floor is required for more uniform air circulatior

in the form of a plenum for cold air as well as to provide space for powe

¡ahlina and wetness moniforins-

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M
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M

M

M

M

M

M

M

Scheduled backups of all servers must be completed regularly. At a minimun
database servers shall be backed up nightly, with one daily, one weekly, an,

one monthly backup stored ¡n a secure location to assure data recovery in th
cr¡cnÌ nf áicrclor

The minimum acceptable frequency is differential backup daily, and complet
backuo weeklv.
Tapes or other back-up media tapes must be securely transferred from th
site to another secure location to avoid complete data loss wíth the loss of
fecilitv
lf State data is personally identifiable, data must be encrypted in the
ooeration environment and on back uo taoes.
Data recovery - ln the event that recovery back to the last backup is no

sufficient to recover State Data, the Vendor shall employ the use of databasr

logs in addition to backup media in the restorat¡on of the database(s) tr

afford a much closer to real-time recovery. To do this, logs must be moved of
the volume containing the database with a frequency to match the busines

The Vendor must hosting Services on a network offering adequatr

performance to meet the business requirements for the State application. Fo

the purpose of this RFP, adequate performance is defined as 99.9% uptime

exclusive of the regularly scheduled maintenance window.

The Vendor shall provide network redundancy deemed adequate by the Statr

by assuring redundant connections provided by multiple lnternet Vendors, sr

that a failure of one lnternet connection will not interrupt access to the Statr
nnnli¡rfinn

Where redundant connections are not provided, then the lnternet Vendo

who provides the lnternet service to the Vendor must have their servicr

supplied by a provider(s) that has multiple feeds to ensure that a failure i¡

one of the larger carriers will not cause a failure of the State's Service.

The Vendor' network architecture must ínclude redundancy of routers anr

The Vendor shall employ secur¡ty measures to ensure that the State's
annlication and data is orotected-
lf State data is hosted on multiple seryers, data exchanges between and

âmrrng sêrvers must be encrvoted.

H2.6

H2.7

H2.8

H2.9

H2.10

H3.1

H3.2

H3.3

H3.4

H4.1

H4.2

Contract 2Ot6-7L! Attachment C-2: Requirements 10 of L5



H4.6

H4.5

H4.4

H4.3

H4.13

H4.12

H4.7t

H4.10

H4.9

H4.8

H4.7

ln the development or maintenance of any code, the Vendor shall ensure tha

the Software is independently verified and validated using a methodolog

determ¡ned appropriate by the State. All software and hardware shall be fre
nf mrli¡in¡ r< ¡n¡lo

All components of the infrastructure shall be reviewed

they protect the State's hardware, software, and its related data assets. Test:

shall focus on the technical, administrative and physical security controls thal

have been designed into the System architecture in order to provide

confidentiality, integrity and availability.

and tested to ensure

The Vendor shall provide fire detection and suppress¡on system, physic:

security of and infrastructure secur¡ty of the proposed hosting facility. Th

environmental support equipment of the Vendor website hosting facilitl
power conditioning; HVAC; UPS; generator must be acceptable to the State.

The Vendor shall authorize the State to perform scheduled and randor

security audits, including vulnerability assessments, of the Vendo/ hostin
infr:çtrrrclrrre and/or the annlication utrr¡n reõuest-

The Vendor shall be solely liable for costs associated with any breach of Stat,

data housed at their location(s) including but not limited to notification anr

anv damapeç assesçed hv the courts-

The Vendor shall ensure its complete cooperation with the State's Chie

lnformation Officer in the detection of any secur¡ty vulnerability of th,

Vendo/ hosting infrastructure and/or the application.

The Vendor shall notify the State's Project Manager of any security breaches

within two (2) hours of the time that the Vendor learns of their occurrence.

The Vendor must provide reports to validate that redundanry is in fact in
place and backup/restores are functioning.

The operating system and the data base should be þullt and hardened

wherever possibe to guidelines set forth by:ClS (Center lnternet Security),

NIST, and NSA

Logging should go to centralized logs server for secur¡ty reasons. Logs should

include System, Application, Web and Database logs.

M

M

M

M

M

M

M

M

M

M

M

\l lil/t(lllVllA(tlìl ll\,ll Nl

All servers and devices must have currently-supported and hardened

operating systems, the latest anti-viral, anti-hacker, anti-spam, antÈspyware,

and antÈmalware utilities. The environment, as a whole, shall have
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M

M

M

M

M

M

M

M

The Vendo/s System support and maintenance shall commence upon thr
Effective Date and extend through the end of the Contract term, and an'

extensions thereof-
At the end of the contract, the vendor is responsible to transfer all of thr
States data to the State and to remove all of the States data from thei
oossession-
Maíntain the Software in accordance with the Specifications, terms, an

requirements of the Contract includíng providing upgrades and fixes a

reouired-
Repair or replace the Software, or any portion thereof, so that the Syster

operates in accordance with the Specifications, terms, and requirements c

the Contract.
The State shall have unlimited access, via phone or Email, to the Vendor
technical support staff between the hours of 8:30am to 5:00pm- Monday
thru Fridav EST:

As part of the Software maíntenance agreement, ongoing softwar
maintenance and support issues, shall be responded to according to th
following: a. Class A Deficiencies - The Vendor shall have available to th
State on-call telephone assistance, with issue tracking available to the Stat€

eight (8) hours per day and five (5) days a week with an email / telephon,
response withín two (2) hours of request; or the Vendor shall provide suppor
on-site or with remote diagnostic Services, within four (4) business hours of
request; b. Class B & C Deficiencies -The State shall not¡fy the Vendor o

such Deficiencies during regular business hours and the Vendor shall responr

back within four (4) hours of notification of planned corrective action; Thr

Vendor shall repair or replace Software, and provide maintenance of th,

Software in accordance with the Specifications, Terms and Requirements o

the Contract;

The hosting server for the State shall be available twenty-four (24) hours r

dav. 7 davs a week exceot for durins scheduled maintenance-

The Vendor will guide the State with possible solutions to resolve issues tr

maintain a fullv functionins- hosterl Svstem-

A regularly scheduled maintenance window shall be identified (such a

weekly, monthly, or quarterly) at which time all relevant server patches anr

aoolication uosrades shall be aoolied.
The Vendor response time for support shall conform to the specific deficienc'

class as described in the RFP.

The Vendor will give two-business days prior notification to the State Projec

Manager of all changes/updates and provide the State with training due tr

the rrosrades and chanEes-

H5.2

Hs.3

H5.4

H5.s

H5.6

H5.7

H5.8

H5.9

H5.10

H5.11

H5.1
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H5.18

H5.17

H5.16

H5.15

H5.14

The Vendor shall provide the State with a secure FTP site to be used by th

State for uploading and downloading files.

The Vendor shall maintain a record of the act¡v¡ties related to repair o
ma¡ntenance activities performed for the State and shall report quarterly ot

the following: Server up-time; All change requests implemented, includin

operating system patches; All critical outages reported including actual issu

and resolution; Number of deficiencies reported by class with initial respons

time as well as time to close.

All hardware and software components of the Vendor hosting infrastructurr

shall be fully supported by their respective manufacturers at all times. A

critical patches for operating systems, databases, web services, etc, shall br

applied within sixty (60) days of release by their respective manufacturers'

A critical outage will be designated when a business function cannot be me

by a nonperforming application and there is no work around to the problem.

The Vendor shall use a change management policy for notification anr

trackins of chanse reduests as well as critical outases.

The Vendor shall guarantee 99.9% uptime, exclusive of the regularl

scheduled maintenance window

M

M

M

M

M

MH5.12
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II

The Vendo/s System support and maintenance shall commence upon
Effective Date and extend through the end of the Contract term, and
extensions thereof.

::f M

Maintain the hardware and Software in accordance with the Specification{
terms, and requirements of the Contract, including providing, upgrades an{
fixes as reouired. I

M

Repair or replace the hardware or Software, or any portion thereof, so thal
the System operätes in accordance with the Specifications, terms, an{
reouirements of the Contract. I

M

The State shall have unlimited accest vía phone or Email, to the
technical support staff between the hours of 8:30am to 5:00pm-
thru Fridav FST:

Vendol
rvronaaf M

deficiencf-The Vendor response time for support shall conform to the specific
class as described in the H 5.6.

M

The Vendor shall make available to the State the latest program u

general maintenance releases, selected functionality releases, patchet
Documentatíon that are generally offered to its customers, at no

Ma¡nta¡n the System Software in accordance with the Specifications

M

M

irl
Repair or replace the System Software or any portion thereof so that

System operates in accordance with the Specificatíons, terms
renr rirpmenfq ôf lhê aôntrârt.

M

All Deficiencies found during the Warranty Period and all Deficiencies founr

with the Warranty Releases shall be corrected by the Vendor no later than I

business days, unless specifically extended in writing by the State, and at n(

additional cost to the State.

M

s1.1

s1.2

s1.3

s1.4

s1.5

s1.6

s2.1

s2.2

s2.8

SUPPORT & MAINTENANCE REQUIREMENTS

SL]PP()RI & MAIN I Í NANCI RÍOI]IRFMFNTS

I,t/,1/r'R^¡,/lY \t IlVl(l \
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P1.3

P]-.2

P1.1

P7.4

All user, technical, and System Documentation as well as Project Schedules,

plans, status reports, and correspondence must be maintained as project

documentat¡on. (Define how- WORD format- on-Line, in a common libra_ry or
nn nrnarl

Vendor shall submit a finalized Work Plan within ten (10) days

award and approval by Governor and Council. The Work Plan shall include,

without limitation, a detailed descríption of the Schedule, tasks, Deliverables,

critical events, taskdependencíes, and payment Schedule. The plan shall be

updated no less than every two week.

after Contract

Vendor shall provide Project Staff as specified ín the RFP

Vendor shall part¡c¡pate in an ¡n¡t¡al kick-off meeting to inÍtiate the Project.

M

M

M

M
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