State of New Hampshire
New Hampshire Department of Transportation
Oversize/Overweight Permitting Software

REP 2016-43
ADDENDUM No. 1

Bidders are advised to make the following revisions to the Request For Proposal.
1. NHDoIT IT Standards include the following seven documents:

User Account Maintenance Procedure

User Account Maintenance Policy

User Account and Password Policy
Administrators Account and Password Policy
Application Security Scan Request Form
Application Security Guidelines
Administrator Account Maintenance Policy
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Purpose:

Procedure:

Accountability:

Description:

Feference:

NHS - 08.14.2015 - v.5

LSRR ACCOUNT MAINIENANCELROCEDURE

The puwpose of this dorument ic to establich the standard statewide procedure for the
maintenance of user accounts as specified in the User Account Maintenance Policy. This

procedure applies to all state employees suthorized o approve access o smte network
resgurces and the Department of Information Technology (DelT).

All state employees suthorized to approve access to state network resources nost submit 3
Help Desk request for user acoount creations, modifications and deletions. All requests should
allow ten (10) business days for completion. Requests for sccount deletions should be
submitted when the termination date is known and pmst specify the last effective day of
employment. If a termination is unanticipated and the agency believes there is a sk with
continwed access, 4 request for “immediate termination™ should be made to the Help Desk so
that domain and external access can be dissbled immediately. For account deletion requests,
if requested in the ticket the supervisor will be provided temporary (fwo week) access to
review the account home directory files and mailbox contents prior to deletion.  If additional
review time is required a requoest for an additional two week extension nmst be made to the
Help Desk at least tao days prior to the end of the initial two week review period.

A review of the last login date for all accomts will be conducted monthlty within the frst fve
business days of each month  Accounts not used in the previous forry-five (45) days will be
disabled. System admimistrators will compile a list of disabled accounts by agency and
forward o the DolT IT Leader and the apency Human Fesowrces (HE) andior agency
Information Security desiznee. For agency system application wser accounts, this list should
be sent to the agency information system owner for review and response.  The recipients will
review the list of disabled accounts fo idenfify amy scoounts that should be enabled
Becipients should submit requests to enable accounts to the Help Deck. I sixty (60) days
afier disabling, no Help Desk request has been received to enable an account, the account will
be removed and all associated files, inchoding e-mail, will be permanentty deleted

For users identified as beinz on long-term leave (30 days or more), Agency HE and'or the
direct supervisor should submidt a Help Desk request to have the sccounmt exempt from this
maintenance procedure; this will allow the account to be disabled until 3 request to reactivabe
the account is made.

This procedure applies to all system admindstrators of state network resowrces responsible for
maintaining wser accounss. Emabling or reestablishment of an account nmst be requested via
the appropriate Halp Dhack.

It is the respomsibility of all apency beads or their desizmes to enforce this procedure in
conjunction with the DolT. Employess who do not comply with this procedure shall be

subject to disciplinary action as outlined in the Adminisirative Bules of the Division of
Persommel.

This procedure provides a common approach to the recumming task of user accoumt
maintenance.

User Account Maintenance Policy
IT Standards Exception Policy
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FINAL

Purpose:

Policv:

Accountability:

Description:

Feference:

NHS - 07.02.2007 - v.4

LSRR ACCOUNT MAINTENANCE FOLICK

The purpose of this document is to establish a statewide policy for the maintenance of user
accounts provided to suthorized wsers of state network resources. Own-going accoumt
maintenance inclodes the creation, modification snd deletion of accounmts as well as the
routine review of mactive accounts by the Deparment of Information Technology (Dol T).
This policy applies to all user sccounts inchuding remote access accoumts.

Al state employees muthorized to spprove access to state nefwork resources are responsible
for maintsining wser accounts by submitting Help Deck requests for account creations,
modifications and deletions. User accounts inchide those provided to employees and non-
state workers such as contractors, vendors or other external entities.

Al user acoounts will be reviewed monthly. Enabled accounts not used in the previous forty-
five (45) days will be disabled. If no requests have been received to enable an sccount within
sixty {607) days after disabling, the account will be removed and any associated files, inclnding
e-mail will be deleted. Accounts identified as exempt from this monthly procedure nmst be
reviewed anmually to determine if the exempt status is still valid.

This policy applies to all employees authorized to approve access to state network Tesources

It is the responsibility of all agency heads or their desizmes to enforce this policy in
conjunction with the DolT. Employees who do not comply with this policy shall be sobject
to disciplinary action as cutlined in the A dministrative Bules of the Division of Persomme]

User accounts are provided to identify swthorized users of stabe network resources and provide
access to applications, dats and resources as required. In order to protect against unauthorized
aCCess, accounts mmst be maintained as requirements change and inactive accounts routinely

User Account Maintenance Procedune
IT Standards Exception Policy
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NHS - 5.05.2016 - v.83

LISERACCOUNT AND FASSWORD POLICK

PlII‘p-DGE: The parpose of this palicy is to establish the account login and password policy for accounts,

Policv:

including e-meail addresses, for all suthorized users of state network resources. This policy
applies to all nser accounts including remote access acoounts.

The user login will consist of an account with the naming comvention of firsmame m lasmame
using the legal first name middle initial (if exists) and last name as depicted in the NHFIEST
system.

Domain accounts amd state email sddresses are provided only to state employees.
Coniractors, vendors and other mom-state staff will be provided restricted access to state
resgurces via agency spproved VPN accoumnts.

Example: josephlsmith or josephsmith.  User logins are not case sensitive, but can be
emtered with case such as Joseph L. Smith or Joseph Smith.

=  If there is 3 penerstional qualifier such as Jr., it will be appended to the end of
the lasimame. Example: richard 1.smithjr or Richard I SmithTr

= MNames confaining an apostrophe and'or byphen will be retained in the wser
login Examples: Bichard L.0"Connor and Fichard A Smith-Tones

« HNames containing periods will be igmored. Example: Richard L 5t Pieme
would have auser login of Fichard I SiPiemme

+ Inthe event of a duplicate name including middle initis], the second character of
the middle name will be added. Example: john ro.doe or John RO Doe

« In the event of a duplicate, both without 3 middle initisl the sccount will be
regted with a sequential number sppended to the end of the last name.
Example: john doe? or John Dioel

Generic and/or shared accounts are not permitted without an spproved exception request

The user e-mail address will maich the user login first and last name omitting the middle
initial. Example: petwork login John A Smith and e-mail name Tohn Smithi@xdot state.nhoos.
In cases where duplicate names exist, the middle initial will be used If firther unigqueness is
required, the mles listed sbove will be used

In the event an imdividual is not knowm by their name as depicted in NHFIRST such as
Belinda Smith or Seigfried SmithTr, cne addifonal SMTP address may be created upon
request for that person, such as Linda Smith or Sig Smith Fequests for this additiomal
address should consider that an increase in daily spam notifications is likely.

A password change will be required at indtial login and subsequently on a quarterly basis.
Password resets also require a password change at first logim.

The table below defines the password criteria and policy:

Pazsword Criteria Policy
Minimom password length 10 characters
Password Format Passwords mmst contain three of the following fiour:
. Uppercase characten{s)
. Lowercase characten(s)
. Mumiber(5)
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DolT - 09.21.2010 - v.3

SDMINISIRATOR ACCOUNT AND TASSWORD DOLICK

Purpose:

Policv:

Accountability:

Description:

Reference:

The purpose of this policy is to estsblish umiform administrator accounts fior suthorized
Diepartment of Information Technology (DolT) system admimistrators.

A separate account is required to perform admimistrative functions on network technical
resgurces such as infrastmocture devices, servers, deskiops, printers, accounts, and data files.
This admimistrator account mmst comsist of an account with the naming coovention of
lasmame m firsmame using the legal 1ast name. middle initial and first name as depicted in the
Government Human Besources System (GHES) Al adminisirator accounts mmst be
configured to provide the minimmim administrative rights required to meet job responsibilities.

Dme to the potential risk of wnauthorized access, sdminictrators mmst use this account omly
when performing tasks requiting sn elevated level of privileges. For all other work fiumctions,
the user account mmst be used.  Administrator accounts should be lopged inbe monthly, at a
minimum, to validate access.

The minirmm password length is fifteen (15) characters. The password nmst contain at least
one (1) upper case letier, one (1) pumber and one (1) special character such as !, &, and @
The password cannot contain repeating characiers or aoy part of the account name. The
password mmst be unique to this administrator account; it canmot match the password used for
the user account Mo portion of the password should contzin any name easily assocated with
the adminictrator such 2s a mickname  family, pets, hobbies, dates, address, etc_

This policy applies to all authorized administrators on state networks.

It is the respomsibility of each DolT Division Director and Buresu Chief or their designes to
enforce this policy. Employees who do not comply with this policy shall be subject to
disciplinary action as ouilined in the Administrative Fules of the Division of Personnel.

Administrator acoounts, providing elevated rights to network resources and data, present a
potential security risk to state resources and data. Separate sdminictrator accounts and srong

account passwords are desizgned to protect against unanthorized sccess to state resources and
mitigate the threat of account identification and password poessing or cracking.

User Account and Password Policy
Network Admimistrative Privileges Use Agreement
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FINAL DolT - 08.11.2016 - v.2

ALRTLICATION SECURITY SCAN REQUEST FORM

The assessment will allow developers the opportunity to ensure that the application deployed to production meets
security standards and policies established by the Depariment of Information Technology {DolT).

Imstructions:

‘Web Application Security Assessment's initial, in-depth scan shall take place in a test environment prior to moving
the application into production.  This is critical as parts of the scan may result in the application recording and
logging events, sending emails, or adding data to the test database.

Submit the completad form as well as the findings from the Application Security Procedure to the Web Sarvices
Diivision (WS

Required Information:
Application Name:

Application URL:
Sarver environment (= lact one) [] Development [] Testing [ Production

Application Functionality:
Please give a quick synopsis of each distinct task within the application.

Application Acoess:
For each role/permission level in the application a test user account must be created for the scan. Add as
Many SCCOUNS 35 Me0s KSAry.

Role/Permission Username Password
Application Interoperability:
If the application process flow(s) and functionality depends on the actions within another application please
provide:
Application name and functions):

The personis) who can facilitate those actions
Mame (First and Lasf) Phome Number Email Address

Session Identifiers O Cookies [0 Parametars
Login URLs, specify all pages by their URL that contain login forms:
Logout URL, specify the page by the URL where users go when logging out of the s ssion:
Registration URL, specify the page by URL where a new user may register to use the application:
Change Password URL, specify the page by URL where a user may change password information:
Contact personnel for questions regarding application:

Page 1 of 2
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Purpose:

Guidelines:

NHS - L03.2012 - v.2

APPIICATION SECURTTY GUIDETINES TN THE SDM

The purpose of these puidelines is to ensure that security is built into the spplication fom
of Information Technology (Dol T)-

plamning, desizn and implementation of new or enhanced applications. Applications require
given application. The documentation requirement of each phase. however, is required for all
projects.

Project Concept Phase

Dnmring the project concept phase, a risk assessment shall be made of the proposed application
to determine the appropriate level of security needed to meet the business requirements of the
system The specific project needs, including security, shall be documented and approved by
the agency

DwlT, in cooperation with the agency, shall evalnate the business parpose of the system for
the following concerms:
3) Identify legal and policy requirements
b) Identify potentizl losses arsing from accidents]l or umauwthorized activities, poor
decisions based on unrelisble information, or business costs dme to system
) Identify potential adverse customer reactions arising from system unavailability or
Yisble infi 3
4 D the i identified

Project Desizn Phase
system desipn  The project’s techmolegy and processes for using the system should be
examined for their ability to support the confidemtislity, imbegrity, muthorization amd
availability objectives identified in the Project Concept Phase. The security considerations
and recommended control measures shall be documented in the project specifications and be
approved by the agency.

DwlT shall condoct an analysis of the finctional and design specifications to address the
following concerns:
3) Ensure mdividual accountability for all transaction actions
b) Ensure incoming data are complete, acourate, and muthorized before completing the
transaction
) Assizn program fimction and data acoess privileges to users on a need-to-know basis
and sepregation of duties principls
d) Identify critical operations or confidential data that require special handling
&) Ensure anditability of transactions from origination fo destination
f) Ensure andit trails meet the business and/or regulatory requirements
g) Eswblish data retention/destroction requirements and provide backup and recowvery
procedures to satisfy business continnity requirements
k) Doooment security design and specifications

Page 1 of 2
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DoIT - 07.19.20407 - v.2

ADMINCIRATOR ACCOUNT MAINTENANCE FOLICY

Purpose:

Policy:

Accountability:

Description:

Reference:

The purpose of this policy is o establish the uniform and secure maintenance of adminisirator
accounts  for aothorized Department of Information Technology (DolT) system

Administrator accounts will be reviewed monthly during the frst full week to identify
accounts not used or validated im the previous thirty (30) days. In accordance with the
Adminictrator Account and Password Policy, administrater accounts are to be logged imbo
monthly at 3 minivmm to validate access. Adminictrator accounis not used are to be
disabled and the account owner notified; the account owner and supervising manager mmst
provide approval fo enable the acooumnt.

When an administrator has a3 change in job duties or is reassizned to 8 new position, the
SUpETVising manager mst review the need for and requirements of an administrator account.
Accounts no longer required should be deleted.  If admimistrator rights are still required, the
account mmst be modified to provide the mininmm rights needed to perform new job duties.

When a DwIT staff member with an administrator account terminstes employment,

immediately upon termination the supervising manager mmst submit 3 Tequest to the Help
Diesk to have the administrator account deleted.

The buili-in domain admimistrator account, which has been renamed per the Domain
Administrator Account Policy, is fo be used only when absolutely necessary. The accoumt
lozin and password will be entrosted to administrators on an as-needed basis. The passwond
for this account will be changed whenever anyone who has been emtrusted with the password
has a change in job duties, is reassigned, terminated or no longer needs sccess fo this acooumt.

This policy applies to all anthorized administrators on state networks.

It is the respomsibility of each DolT Division Director and Buresu Chief or their designes to
enforce this policy. Employees who do not comply with this policy shall be subject to
disciplinary action as ouilined in the Adminictrative Bules of the Division of Personmel.

Adminictrator accounts are a target for those sesking to gain unswthorized access to network
resgurces and data, and as such presents a potential security risk to state resources and data.

Administrator Account and Password Policy
Nemwork Admimistrative Privileges Use Agreement
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2. Replace Page Nos. 27 and 49 with the revised pages respectively.

3. Replace Table C-1 with revised Table C-1. Revisions to Table C-1 included reordering of the
requirements. Vendors should note that responses to Vendor inquiries pertaining to Table C-1
requirement numbers reference the requirement number in Table C-1 issued with the RFP release
and may not reflect the numbering in the revised Table C-1 issued with Addendum No.1.

RFP 2016-043
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[bookmark: _GoBack]In addition to the narrative responses, the Vendor’s completed System Requirements Matrix will be evaluated utilizing the following factors: 



1. Overall completeness of the System Requirements Matrix; 

1. Percentage of the “Mandatory” system requirements that are satisfied with the proposed System solution. A minimum of 90% of the Mandatory system requirements are required to be met for the proposal to be considered responsive to the RFP and eligible for further consideration;

1. Percentage of “Mandatory” system requirements that require software customization; and

1. Percentage of Mandated and Preferred requirements that are satisfied with the proposed System solution.



The Vendor’s ability to completely respond to the System Requirements Matrix as defined in Section 4.20.6 and their associated comments related to any “M” and “P” requirements will be reflected in the overall Vendor evaluation scoring of the applicable sections of the OSOW.



[bookmark: _Toc429031161][bookmark: _Toc439670362][bookmark: _Toc459180748]The Vendor shall highlight any “preferred” requirements that the Vendor will include with the base System contract at no additional cost to NHDOT.  Additional points will be awarded commensurate with the functionality provided at no additional cost to NHDOT. 



5.4.1	Scoring of the Proposed Software Solution



The Vendor’s Proposed Software Solution will be allocated a maximum score of 23 points. The main purpose of this section is to measure how well the solution meets the business needs of NHDOT.  These points will include, but not be limited to the following sub-factors for the software Solution: 



· Overall summary of the OSOW;

· OSOW software architecture, software releases, efficiency of use, usability, features, system security, compatibility with state systems, system interfaces, data conversion/migration, and permit payment processing;

· Ability of the OSOW to issue permits;

· Required customization of the Vendor’s proposed COTS OSOW for NHDOT;

· Ability of the OSOW to add or delete modules as the needs of NHDOT change;

· Required maintenance and system support; and

· Description of the Vendor hosting solution and parameters.

[bookmark: _Toc439670363][bookmark: _Toc459180749]5.4.2	Scoring of Proposed Mapping Solution



The Vendors Proposed Mapping Solution will be allocated a maximum score of 8 points. The primary purpose of this section is to evaluate how well the




[bookmark: _Toc439670406][bookmark: _Toc459180784]APPENDIX D: TOPICS FOR MANDATORY NARRATIVE RESPONSES



Vendors must limit narrative responses describing the Software, Technical, Services and Project Management topics defined for this Project.  The following table identifies specific topics for narratives. If a response to a topic exceeds the page limit, the State will limit its consideration to the prescribed page limit. These responses should be included in Section IV of the Proposal and should be identified by the Topic numbers referenced below.



		Topic

		Page Limit



		D-1  Proposed OSOW Software Solution 



		Topic 1 – OSOW Software Description/Architecture

		20



		Topic 2 - OSOW Software Releases

		2



		Topic 3 – Vendor Hosting of NHDOT OSOW System

		3 



		Topic 4 – OSOW System Performance Measures/Data Reporting Solution

		3



		Topic 5 – Ad Hoc Reporting

		2



		Topic 6 – Mandatory and Preferred  Functionality

		2



		Topic 7 – System Health Reporting

		2



		Topic 8 - System Security 

		2 



		Topic 9 – IT Standards

		2



		Topic 10 – Interface Standards

		2



		Topic 11 - Backup and Recovery

		2



		Topic 12 - Assurance of Business Continuity

		2



		Topic 13 - Archiving

		2



		Topic 14 – Environment Setup

		2



		Topic 15 - Preparation of State Staff 

		2



		Topic 16 - Training and Technical Knowledge Transfer

		2



		Topic 17 - Testing

		4



		Topic 18 – Help Desk Support

		2



		Topic 19 – Support and Maintenance

		2



		Topic 20 – Open Standards, Open Data Formats, Open Source Software

		2



		Topic 21 – Interface Management

		2



		D-2 Project Management Approach and Schedule

		



		Topic 22 – Status Meetings and Reports

		2



		Topic 23 - Implementation Approach

		3



		Topic 24 - Migration Strategy 

		3



		Topic 25 – Work Plan/Project Schedule

		3



		Topic 26 - Risk and Issue Management

		3



		Topic 27 - Scope Control

		2



		Topic 28 - Quality Assurance Approach

		3
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Instructions

		Vendor Instructions

		Vendors should complete the OSOW Requirements worksheet by answering based on the guidance provided below.

		Criticality Column:                                                                                                                                                                    M - Mandatory                                                                                                                                      P - Preferred

		Vendor Response Column:                                                                                                                                                                    Place a “Yes” if the current release of the software can fully support ALL the functionality described in the row, without special customization. A “Yes” can only be used if the delivery method is Standard (see delivery method instructions below).                                                                                                                                                                 Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see delivery method instructions below).

		Vendor Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.
Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release in the comment area.)
Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours and average billing rate or flat cost for the software modification in the comment area. These cost estimates should add up to the total cost for software modifications found in the cost summary table in Section VII of the Vendors proposal).
Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this functionality was not proposed.)

		Vendor Comments Column:
For all Delivery Method responses other than standard (Future, Custom, or Not Available/Not Proposing) vendors must provide a brief explanation. Free form text can be entered into this column.


		Additional Notes to Vendor:

		1. When providing responses the guidance provided above should be followed.

		2. Vendors should not reorder, resort, or renumber the spreadsheet format in any way.

		3. Vendors are cautioned not to indicate standard delivery when, in fact, that particular requirement is in development. If this is the case, Vendors should note this fact in the Vendor Comments column and indicate the expected date each development will be available.

		4. An omitted Vendor Response will be assumed to be the same as No.

		5. By responding Yes in the Vendor Response column, the Vendor agrees to support such requirement within its product.





OSOW Requirements

		Req #		State Requirements 		High Level Requirement Description		Detailed Level Requirement Description		Criticality		Vendor Response		Vendor Delivery Method		Vendor Comments

		1		Business Requirements		The OSOW shall be a Commercial-Off-The-Shelf software with configuration to meet the State solution.				M

		2		Business Requirements				The OSOW shall run the latest OSOW software version, as approved by the State.		P

		3		Business Requirements				The OSOW shall include all required licenses.		M

		4		Business Requirements		The OSOW architecture shall be modular and scalable.				M

		5		Business Requirements				The OSOW shall have the capability to incorporate emerging industry standard technologies (i.e. voice step by step route instructions) through optional modules.		P

		6		Business Requirements				The OSOW shall have optional modules that can be implemented or discontinued as needed based on the State's functional needs.		M

		7		Business Requirements		The hosting server for the State shall be available twenty-four (24) hours a day, 7 days a week except for during scheduled maintenance.				M

		8		Business Requirements		The Vendor shall provide a secure Class A Data Center providing equipment (including dedicated servers), an on-site 24/7 system operator, managed firewall services, and managed backup Services.				M

		9		Business Requirements				The Data Center Air Conditioning shall be used to control temperature and humidity in the Data Center. Temperature ranges shall be between 68 and 75 °F.		M

		10		Business Requirements				The Data Center Humidity shall be non-condensing and be maintained between 40-55% with a maximum dew point of 62 °F.		M

		11		Business Requirements				The Data Center Backup Power shall provide uninterruptible power supplies to be sized to sustain computer systems and associated components for, at a minimum, the amount of time it takes for a backup generator to take over providing power. Where possible, servers shall contain a redundant power supply.		M

		12		Business Requirements				The Data Center Generator shall be sufficient to sustain computer systems and associated components for the amount of time it takes for commercial power to return.		M

		13		Business Requirements				The Data Center Fire Protection System shall provide fire detectors in conjunction with suppression gaseous systems that shall be installed to reduce the risk of loss due to fire.		M

		14		Business Requirements				Access to the site shall be restricted to authorized personnel with controls such as biometric and/or proximity badge solutions. Policies for granting access shall be in place and followed. Access shall only be granted to those with a need to perform tasks in the Data Center.		M

		15		Business Requirements				The Data Center Floor shall provide a raised floor required for more uniform air circulation in the form of a plenum for cold air as well as to provide space for power cabling and wetness monitoring.		M

		16		Business Requirements				The operating system and the database shall be built and hardened wherever possible to meet guidelines set forth by: CIS (Center Internet Security), NIST, or NSA (please specify whose guidelines are followed in the comments field)		M

		17		Business Requirements				The Vendor network architecture shall include redundancy of routers and switches in the Data Center.		M

		18		Business Requirements				The Vendor shall provide reports on a quarterly basis to validate that redundancy is in fact in place and backup/restores are functioning.		M

		19		Business Requirements				The Vendor shall define a business continuity procedure (i.e. Disaster Recovery plan).		M

		20		Business Requirements				The Vendor shall adhere to a defined and documented backup schedule and procedure. 		M

		21		Business Requirements				All hardware and software components of the Vendor hosting infrastructure shall be fully supported by their respective manufacturers at all times.		M

		22		Business Requirements				All critical patches for operating systems, databases, and web services shall be applied within sixty (30) days of release by their respective manufacturers as approved by the State.		M



		23		Business Requirements				The Vendor shall present evidence of monitoring their physical hardware.		M

		24		Business Requirements				The Vendor shall manage daily backups, off-site data storage, and restore operations.		M

		25		Business Requirements				The Vendor shall be responsible for all wiring and materials needed for installation of hardware for supporting OSOW.		M

		26		Business Requirements				The Vendor shall monitor the application and all servers at the Vendor's facility.		M

		27		Business Requirements				The Vendor shall manage the databases and services on all servers located at the Vendor’s facility.		M

		28		Business Requirements		The Vendor shall employ security measures to ensure that the State’s application and data is protected.				M

		29		Business Requirements				All components of the infrastructure shall be reviewed and tested to ensure they protect the State’s hardware, software, and its related data assets.		M

		30		Business Requirements				Tests shall focus on the technical, administrative and physical security controls that have been designed into the System architecture in order to provide confidentiality, integrity and availability.		M

		31		Business Requirements		The Vendor shall ensure its complete cooperation with the State’s Chief Information Officer in the detection of any security vulnerability of the Vendor’s hosting infrastructure and/or the application.
				M

		32		Business Requirements		The Vendor shall be responsible for equipment, labor, and/or services necessary to set-up and maintain the internet connectivity to support access to the OSOW application at the Vendor hosting location. 				M

		33		Business Requirements		The Vendor shall maintain a secure hosting environment providing all necessary hardware, software, and Internet bandwidth to manage the application and support users with permission based logins.				M

		34		Business Requirements				 Access will be via internet browser.		M

		35		Business Requirements				The web-based OSOW shall be compatible and in conformance with the following W3C standards: HTML5, CSS 2.1, XML 1.2		M

		36		Business Requirements				At the State’s discretion, authorized third parties may be given limited access by the Vendor to certain levels of the System through a secure log-in that meets NHDOT/NHDoIT specifications.		M

		37		Business Requirements		The Vendor shall operate hosting Services on a network offering adequate performance to meet the business requirements for the State application.				M

		38		Business Requirements				For the purpose of this RFP, adequate performance is defined as 99.99% uptime, exclusive of the regularly scheduled maintenance 		M

		39		Business Requirements				The OSOW shall support a minimum of 500 concurrent users.		P

		40		Business Requirements				The OSOW shall include scalable architecture to allow for an increase in system capacity without performance degradation.		M

		41		Business Requirements				The OSOW user interface shall respond to all user interaction within 3 seconds at a minimum.		M

		42		Business Requirements				The OSOW shall be accessible by remote users from any Internet connected device.		M

		43		Business Requirements		The Vendor shall provide the State with a personal secure FTP site (sFTP) to be used by the State for uploading and downloading files.				M

		44		Business Requirements		The Vendor shall support mobile devices to access the OSOW system and meet the business requirements for the State application.				M

		45		Business Requirements				The OSOW shall provide the ability to enter and submit a new permit application via a mobile browser.		M

		46		Business Requirements				The OSOW shall support a secure connection from mobile devices including at a minimum, but not limited to, Apple iOS, Android, MS Windows Mobile, and Blackberry devices.		M

		47		Business Requirements				The OSOW shall provide the ability to view/display an approved permit on a mobile device.		M

		48		Business Requirements				The OSOW shall provide the ability to sign/attest the permit electronically by the vehicle driver on a mobile device.		P

		49		Business Requirements		The OSOW shall be compatible with the NHDOT Infrastructure guidelines for data retention.				M

		50		Business Requirements				The OSOW shall include an archival system for both data and data images.		M

		51		Business Requirements				The OSOW shall be configurable to enable the system administrator(s) to modify parameters to define the historical data retention duration.		M

		52		Business Requirements				The OSOW shall archive restriction data.		M

		53		Business Requirements				The OSOW shall provide data archiving of all data. 		M

		54		Business Requirements				The Vendor shall provide a copy of archived data on a periodic basis and in a format as approved by the State.		M

		55		Business Requirements				The OSOW shall provide the ability to archive permit information based on pre-defined criteria.		M

		56		Business Requirements				The OSOW shall provide access to archived permit information.		M

		57		Business Requirements				The OSOW archived data shall have predefined performance measure reports.		P

		58		Business Requirements				The OSOW shall be able to retain ad-hoc queries for future use.		M

		59		Business Requirements				The OSOW archived data shall be modular to accept new services without impacting current functionality.		M

		60		Business Requirements		The OSOW Vendor shall configure an automated system backup and restore procedures in accordance with NHDOT requirements.				M

		61		Business Requirements				The OSOW shall provide the ability to backup, purge, and restore the database and virtual system images in an automated manner.		M

		62		Business Requirements		The OSOW shall provide the capability to authorized users to access appropriate data stored in the system.				M

		63		Business Requirements		The OSOW database shall collect and store the following data at a minimum:				M

		64		Business Requirements				User accounts and authorizations		M

		65		Business Requirements				User actions related to restrictions		M

		66		Business Requirements				User authentications		M

		67		Business Requirements				Restriction details		M

		68		Business Requirements				Restriction notifications (incoming and outgoing)		M

		69		Business Requirements				Permit applications, permits issued, permits denied, permits amended, cancelled permits, and suspended permits		M

		70		Business Requirements		The OSOW database shall be maintained for continuity and data integrity.				M

		71		Business Requirements				The OSOW shall accept data input by operators with no loss of data.		M

		72		Business Requirements				The OSOW database shall have no loss of current or historical data.		M

		73		Business Requirements				The Vendor shall provide access to all OSOW data for reporting purposes.		M

		74		Business Requirements		The OSOW shall provide data management.				M

		75		Business Requirements		The OSOW shall provide data catalogs (metadata).				M

		76		Business Requirements				The OSOW shall have data catalogs (metadata) and schema diagrams that describes the data contained in the database schema.		M

		77		Business Requirements		In the event that recovery back to the last backup is not sufficient to recover State Data, the Vendor shall employ the use of database logs in addition to backup media in the restoration of the database(s) to afford a much closer to real-time recovery. 				M

		78		Business Requirements				Logs shall be moved off the volume containing the database with a frequency to match the business needs.		M

		79		Business Requirements				The OSOW shall include daily backups as well ensuring that a minimum of two days of logs be kept, based on the daily backup policy.		M

		80		Business Requirements		Logging shall go to the centralized logs server for security reasons. Logs should include at a minimum: Security, System, Application, Web and Database logs.				M

		81		Business Requirements				The OSOW shall log all files to be centrally stored and maintained to meet the most current PCI retention duration requirements.		M

		82		Business Requirements				The OSOW shall log all activities to a central server to prevent parties to application transactions from denying that they have taken place. 		M

		83		Business Requirements				All logs shall be kept for a minimum of 60 days or as defined by the State.		M

		84		Business Requirements		Data shall be available in non-proprietary standard format(s). 				M


		85		Business Requirements				The OSOW shall provide the ability to access data using open standards access drivers (please specify supported versions in the comments field).		M

		86		Business Requirements				Data shall not be subject to any copyright, patent, trademark or other trade secret regulation.		M

		87		Business Requirements		The Vendor shall adhere to the most current and stringent MS Windows Event log policy between DoIT and PCI requirements.				M

		88		Business Requirements				The Vendor shall authorize the State to perform scheduled random security audits, including vulnerability assessments of the Vendor’s hosting infrastructure and/or the application upon request.		M

		89		Business Requirements				The OSOW shall log all attempted accesses that fail identification, authentication and authorization requirements. 		M

		90		Business Requirements				The OSOW shall automatically disable user accounts within the OSOW that have not been used for 45 days.		M

		91		Business Requirements				The OSOW shall prevent the display of any user’s password in readable form.		M

		92		Business Requirements				The OSOW shall enforce complex passwords for Administrator Accounts in accordance with DoIT’s statewide User Account and Password Policy.		M

		93		Business Requirements				The OSOW shall require Username and Password complexity and change at intervals to satisfy all requirements including but not limited to PCI compliance.		M

		94		Business Requirements				The OSOW shall authenticate users and client applications in order to prevent access to confidential data.		M

		95		Business Requirements				The OSOW shall establish ability to expire passwords for State users after 90 days in accordance with DoIT’s statewide User Account and Password Policy.		M

		96		Business Requirements				The OSOW shall enforce unique user names.		M

		97		Business Requirements		The OSOW shall authenticate users to authorize the use of its capabilities to prevent access to inappropriate or confidential data or services.				M


		98		Business Requirements		The Vendor shall employ security measures to ensure that the State’s application and data is protected.				M

		99		Business Requirements				All servers and devices shall have currently supported and hardened operating systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a whole, shall have aggressive intrusion-detection and firewall protection.		M

		100		Business Requirements				The OSOW shall keep any sensitive Data or communications private from unauthorized individuals and programs.		M

		101		Business Requirements				The OSOW datasets that contain sensitive information shall be filtered and not copied or distributed from the system. 		M

		102		Business Requirements		The OSOW shall not store authentication credentials or sensitive data in its code.				M

		103		Business Requirements				In accordance with PCI requirements, the OSOW shall not store sensitive credit card information.		M

		104		Business Requirements				The Vendor shall provide annual PCI attestation of compliance by a qualified security assessor.		M

		105		Business Requirements				The OSOW shall ensure the application(s) have been tested and hardened to prevent critical application security flaws. ( At a minimum, the application shall be tested against all flaws outlined in the Open Web Application Security Project (OWASP).		M

		106		Business Requirements		The OSOW shall authenticate users to authorize the use of its capabilities to prevent access to inappropriate or confidential data or services.				M

		107		Business Requirements				The OSOW data shall be protected from unauthorized use when at rest.		M

		108		Business Requirements				The OSOW shall encrypt passwords in transmission and at rest within the database.		M

		109		Business Requirements		The OSOW shall interact with NHDOT Active Directory for NHDOT personnel system access. 				M

		110		Business Requirements				The OSOW shall provide the ability to manage NHDOT users via Active Directory.		M

		111		Business Requirements		The OSOW shall have a Business Rules Engine.				M

		112		Business Requirements				Business rule revisions by an authorized user shall require upper level approval prior to implementation.		M

		113		Business Requirements		The OSOW shall validate each command from a user for the proper privileges.				M

		114		Business Requirements				The OSOW shall allow an authorized user the ability to add or remove a user from one or more privilege groups, or OSOW while maintaining historical information.		M

		115		Business Requirements				The OSOW shall retain system logs including logs for users who have had privileges modified or who have been removed from accessing the OSOW.		M

		116		Business Requirements				The OSOW shall prioritize authorized users according to defined user group and user privilege levels. 		M

		117		Business Requirements				When a higher priority user overrides a lower priority user, the OSOW shall generate a notification of the override to the lower priority user. This notification shall include information about who initiated the override. 		M

		118		Business Requirements				The Vendor shall coordinate with NHDOT as needed to configure OSOW user groups and privileges.		M

		119		Business Requirements				The OSOW shall allow authorized users the ability to add, activate, deactivate/disable user accounts.		M

		120		Business Requirements				The OSOW shall utilize a hierarchical priority, based on user groups and privileges defined by DOT. 		M

		121		Business Requirements				The OSOW shall allow authorized users the ability to assign multiple roles to the same user.		M

		122		Business Requirements				The OSOW shall allow authorized users the ability to maintain roles and their associated functions.		M

		123		Business Requirements		The Vendor shall coordinate with NHDOT as needed to configure OSOW user groups and privileges. The groups shall include, but are not limited to: 				M

		124		Business Requirements				Administrator		M

		125		Business Requirements				OSOW Permit Section Supervisor		M

		126		Business Requirements				Permit Section Staff		M

		127		Business Requirements				Enforcement		M

		128		Business Requirements				NHDOT Bureaus		M

		129		Business Requirements				NHDOT Districts		M

		130		Business Requirements				Financial 		M

		131		Business Requirements				State and Federal Agencies		M

		132		Business Requirements				Customer Support		M

		133		Business Requirements				Permit Service Companies		M

		134		Business Requirements				Individual Applicant Account Holders with single locations		M

		135		Business Requirements				Individual Application Account Holders with multiple locations		M

		136		Business Requirements				Escort Vehicle Services		M

		137		Business Requirements				Engineering Firms		M

		138		Business Requirements		The OSOW shall be configurable to provide an authorized user the ability to add, edit, and delete users within approved user groups.				M

		139		Business Requirements				The OSOW shall log all activities to a central server to validate all application transactions.		M

		140		Business Requirements				The logs shall be kept for 6 months. 		M



		141		Business Requirements		The OSOW shall log all system activity.
				M

		142		Business Requirements				The OSOW shall log all edits to system records for user accounts, and restrictions. The log shall include but is not limited to recording user ID and performed action.		M

		143		Business Requirements				The OSOW shall provide sort, filter, print, and keyword search functions.		M

		144		Business Requirements				The OSOW shall log all successful and unsuccessful login attempts including at a minimum User ID and validation result (success/failure), and record when user exits the system.		M

		145		Business Requirements				The OSOW shall log all system backup and restore processes. The log shall include, but is not limited to recording user ID and performed action.		M

		146		Business Requirements				The OSOW shall collect and log all system operational status and fault data.		M

		147		Business Requirements				The OSOW log entries shall include the username and/or User ID, if the log entry is a result of operator action.		M

		148		Business Requirements		The OSOW shall be compatible with the State Infrastructure guidelines.				M

		149		Business Requirements				The OSOW shall, in addition to production environments, support multiple pre-production environments including but not limited to development, QA, and UAT.		M

		150		Business Requirements				At a minimum, the OSOW shall be compatible with standard PC software installs including MS Office and Adobe software.		M

		151		Business Requirements				The OSOW shall be able to produce output for operational review and utilize standard MS Office and Adobe products to view and/or modify this output.		M

		152		Business Requirements		The OSOW shall adhere to all applicable State standards.				M

		153		Vendor Company and Staff				The OSOW shall adhere to the information technology references for the most current Vendor Resources located at http://www.nh.gov/doit/vendor/index.htm		M

		154		Business Requirements				The OSOW shall adhere to the NHDoIT applicable information technology policies, standards, and best practices.		M

		155		Business Requirements		OSOW shall be compatible with the State Data encryption guidelines.				M

		156		Business Requirements				The Vendor shall encrypt sensitive data as required by DoIT standards.		M

		157		Business Requirements				The OSOW shall follow DoIT authentication standards.		M

		158		Business Requirements				The OSOW shall meet NHDOT's performance requirements.		M

		159		Business Requirements		The OSOW shall provide session management for authorized users, session timeouts, and periods of inactivity.				M

		160		Business Requirements				The OSOW shall allow an authorized user to determine which users are currently logged into the system.		M

		161		Business Requirements				The OSOW shall be configurable to enforce session timeouts when PCI defined periods of inactivity are reached.		M

		162		Business Requirements		The OSOW shall provide administrative tools for verifying and troubleshooting system status.				M

		163		Business Requirements				The OSOW shall provide control screens for system troubleshooting including OSOW service status and restart functionality.		M

		164		Business Requirements		The OSOW shall provide control screens for submitting and monitoring OSOW problem tickets to Vendor and NHDOT/DoIT staff.				M

		165		Business Requirements		The OSOW shall provide an administrative tool for monitoring the health of the system.				M

		166		Business Requirements				The OSOW shall have a web-based system monitoring tool for administrative access to system logs, including at a minimum: reviewing reports, creating reports, printing, and exporting.		M

		167		Business Requirements				The OSOW shall have the ability to produce reports including at a minimum: error diagnostic logs, communication link status and history logs.		M

		168		Business Requirements				The OSOW shall have the ability to produce reports including at a minimum: system authorizations, software versions, system uptime, history of CPU load, history of system memory utilization, server throughput, and connection rate.		M

		169		Business Requirements				The OSOW shall produce reports on validation errors in the data tables.		M

		170		Business Requirements		Subsequent application enhancements or upgrades shall not remove or degrade security requirements				M

		171		Business Requirements		The OSOW shall not require client side installations to enable functionality and fixes that are implemented from server side installs and updates. 				M

		172		Business Requirements		The OSOW shall interface or integrate with related Federal, State, and NHDOT Systems.				M

		173		Business Requirements				NHDOT ATMS II		M

		174		Business Requirements				NHDOT BrM/Pontis		M

		175		Business Requirements				CVIEW		M

		176		Business Requirements				CVISION		M

		177		Business Requirements				ASPEN (ASPECT) in future)		M

		178		Business Requirements				SAFER		M

		179		Business Requirements				NHDOT GIS		M

		180		Business Requirements				NHDOS IFTA/IRP		M

		181		Business Requirements				NHDOS MAAP (VISION in future)		M

		182		Business Requirements				NH Secretary of State - corporation search		M

		183		Business Requirements				Weigh-in-Motion Stations		M

		184		Business Requirements		The OSOW shall provide for manual input for OSOW reporting.				M

		185		Business Requirements		The OSOW shall provide a robust reporting system.				M

		186		Business Requirements		The OSOW shall produce consistent and accurate data across all reports. 				M

		187		Business Requirements				The OSOW Shall provide a consistent source of reporting data.		M

		188		Business Requirements				The OSOW shall provide a data dictionary to support ad-hoc reporting.		M

		189		Business Requirements				The OSOW shall provide the capability to extract and report business rules.		M

		190		Business Requirements				The OSOW shall provide the ability to produce pre-defined reports.		M

		191		Business Requirements				The OSOW shall provide the following reports for administrative users including, but not limited to: year-end and monthly reporting, daily payment summary, credit card purchases summary, credit card refunds, permits volume, total revenue per day, cash/check daily reconciliation, month, calendar year, fiscal year and 12 month rolling average, volume of travel over a road segment, projected travel over a road segment, outstanding permits, permits denied, restrictions list, number of days to process a permit, and weekly and monthly performance metrics.		M

		192		Business Requirements				The OSOW shall provide the ability to run reports on an as needed basis. 		M

		193		Business Requirements				The OSOW shall provide performance up-time statistics.		M

		194		Business Requirements		The OSOW shall provide ad hoc reporting.				M

		195		Business Requirements				The OSOW shall provide the ability to create and save ad-hoc reports and queries.		M

		196		Business Requirements				Ad hoc reporting shall provide for reporting on any time frame (i.e. day, week, time, month, year) 		M

		197		Business Requirements		The OSOW shall provide custom user reports.				M

		198		Business Requirements				The OSOW shall provide website statistics.		M

		199		Business Requirements		The OSOW shall provide performance measures and dashboard reporting.				M

		200		Business Requirements				The Vendor shall work with the State to develop an acceptable performance measures dashboard.		M

		201		Business Requirements		The OSOW shall provide user report layouts.				M

		202		Business Requirements				The OSOW shall provide user accounts reporting.		M

		203		Business Requirements				The OSOW shall provide log reports.		M

		204		Business Requirements		The OSOW shall provide the following permit reports for NHDOT and State agency users including but not limited to: number of permits processed, permits under review, detailed permitting and routing, common components to identify fraudulent or duplicated entries.				M

		205		Business Requirements		The OSOW shall provide, at a minimum, the reports listed in Appendix N.				M

		206		Business Requirements		The OSOW shall provide restriction reporting:				M

		207		Business Requirements				Restriction Closures		M

		208		Business Requirements				Restriction Durations (Average / Total duration)		M

		209		Business Requirements				Restriction Types		M

		210		Vendor Company and Staff		The OSOW shall provide restriction reporting for distribution, including but not limited to:				M

		211		Business Requirements				Restriction Counts		M

		212		Business Requirements		The OSOW shall provide active restriction reporting.				M

		213		Business Requirements		The OSOW shall provide restriction date, time and location reporting including but not limited to:				M

		214		Business Requirements				Restriction report timeline and restriction detours.		M

		215		Business Requirements		The Vendor shall test the software and the system using an industry standard and State approved testing methodology as more fully described in Appendix G.				M

		216		Business Requirements				The Vendor shall provide the State with validation of 3rd party security reviews performed on the application and system environment.  The review may include a combination of vulnerability scanning, penetration testing, static analysis of the source code, and expert code review (please specify proposed methodology in the comments field).		M

		217		Business Requirements				The Vendor shall test Audit Trail Capture and Analysis, supporting the identification and monitoring of activities within an application or system.		M

		218		Business Requirements				The Vendor shall define and test disaster recovery procedures.		M

		219		Business Requirements				The Vendor shall provide documented procedures for how to sync production with a specific testing environment.		M

		220		Business Requirements				The OSOW development and test environments shall duplicate the production environment to ensure product patches and tests performed successfully in development and test environments work in the production environment.		M

		221		Business Requirements				The OSOW shall be tested for Access Control that supports the management of permissions for logging onto a computer or network.		M

		222		Business Requirements				All components of OSOW shall be reviewed and tested to ensure they protect the State’s website and its related Data assets. 		M

		223		Business Requirements				The OSOW shall be tested for encryption that supports the encoding of data for security purposes, and for the ability to access the data in a decrypted format from required tools.		M

		224		Business Requirements				The OSOW shall be tested for Identification and Authentication; supports obtaining information about those parties attempting to log onto a system or application for security purposes and the validation of users.		M

		225		Business Requirements				The OSOW shall be tested for input validation that ensures the application is protected from buffer overflow, cross-site scripting, SQL injection, and unauthorized access of files and/or directories on the server. 		M

		226		Business Requirements				The OSOW shall be tested for the Intrusion Detection and shall support the detection of illegal entrance into a computer system.		M

		227		Business Requirements				The Vendor shall be responsible for security testing, as appropriate. Tests shall focus on the technical, administrative and physical security controls that have been designed into the System architecture in order to provide the necessary confidentiality, integrity and availability. 		M

		228		Business Requirements				Prior to OSOW being moved into production, the Vendor shall provide results of all security testing to the Department of Information Technology for review and acceptance. 		M

		229		Business Requirements				The OSOW shall test Role/Privilege Management that supports the granting of abilities to users or groups of users of a computer, application or network.		M

		230		Business Requirements				The User Management feature shall be tested that supports the administration of computer, application and network accounts within an organization.		M

		231		Business Requirements				Test the Verification feature that supports the confirmation of authority to enter a computer system, application or network.		M

		232		Business Requirements				The Vendor shall perform application stress testing and tuning as more fully described in Appendix G.		M

		233		Business Requirements				The Vendor shall define and test disaster recovery procedures.		M

		234		Business Requirements				For web applications, the Vendor shall confirm the application has been tested and hardened to prevent critical application security flaws. (At a minimum, the application shall be tested against all flaws outlined in the Open Web Application Security Project (OWASP) Top Ten (http://www.owasp.org/index.php/OWASP_Top_Ten_Project).		M

		235		Business Requirements		An authorized user shall have the capability to email notifications to pre-defined distribution lists, as well as to individual email contacts.				M

		236		Business Requirements				These notifications shall include restriction details and detour actions for restrictions in a timeline format.		M

		237		Business Requirements				The OSOW shall auto-populate the email message body with restriction details to include at a minimum: restriction type, restriction severity, roadway name, roadway direction, mile marker, exit or cross street, lane closures, alternate route information and time/date stamp of all response actions taken, including a description of the action.		M

		238		Business Requirements				The OSOW shall provide the ability to auto generate restriction notifications to all active permits impacted by the restriction.		M

		239		Business Requirements		The OSOW shall provide administrative messages.

		240		Business Requirements				The OSOW shall provide a link to view messages related to denials.		M

		241		Business Requirements				The OSOW shall provide the ability to notify carriers of message edits and deletions. 		M

		242		Business Requirements				The OSOW shall provide the ability to create/search messages. 		M

		243		Business Requirements				The OSOW shall display construction and maintenance activities in messages.		M

		244		Business Requirements				The OSOW shall provide the capability to display messages upon user login or receipt.		M

		245		Business Requirements				The OSOW shall provide the capability to search messages by the following, but not limited to: town/city, road name, direction of travel, and date range.		M

		246		Business Requirements		The OSOW shall provide distribution lists and generate configurable email messages.				M

		247		Business Requirements				The OSOW shall auto generate email messages to contacts and be configurable to provide authorized users with an opportunity to edit and send messages.		M

		248		Business Requirements				The OSOW shall auto-populate the email message subject line and clearly identify if the message is the initial notification or a status update notification message.		M

		249		Business Requirements				The OSOW shall provide the authorized user with an opportunity to edit (with spell check) the message prior to sending it.		M

		250		Business Requirements				The OSOW user shall receive error notification for all failure to deliver email notifications.		M

		251		Business Requirements		The OSOW shall allow an authorized user to create and edit individual contacts and distribution lists maintained within the OSOW.				M

		252		Business Requirements		The OSOW shall provide system search capabilities.				M

		253		Business Requirements				The OSOW shall provide the capability to search by, but not limited to: load type, Town/City, District, vehicle type, timeframe, and location.		M

		254		Business Requirements				The OSOW shall provide the ability to search by State road names/numbers for, but not limited to: administrative messages, and permit applications.		M

		255		Business Requirements				The OSOW shall provide the capability to search existing permit applications		M

		256		Business Requirements				The OSOW shall provide the ability to search and view recent applications.		M

		257		Business Requirements				The OSOW shall provide the ability to view, search, and sort all restrictions by category, including but not limited to: construction and maintenance information.		M

		258		Business Requirements				The OSOW shall provide the ability to search for a permit application by any combination of, but not limited to: Application ID, permit number, account number, application status, route origin, route destination, State routes.		M

		259		Business Requirements				The OSOW shall provide the ability to identify the sort order returned by the permit application search.		M

		260		Business Requirements		The OSOW shall provide system search capabilities for permit applications.

		261		Business Requirements				The OSOW shall provide the ability to limit a search for permit applications by a date range for application dates, move start, move end and issue dates.		M

		262		Vendor Company and Staff				The OSOW shall provide the ability to search load description by make, model, and description.		M

		263		Vendor Company and Staff				The OSOW shall provide the ability to select a permit application from the load type search results.		M

		264		Business Requirements		The application shall enforce that data entry fields shall only be used for what they are intended (i.e. date field only accepts date format, address field shall contain addresses)				M

		265		Business Requirements		The authorized user shall have the capability of sending auto-populated SMS messages to pre-defined distribution lists and individual contacts.				M

		266		Business Requirements				The OSOW shall auto-populate SMS message body with restriction details to include at a minimum: restriction type, restriction severity, roadway name, roadway direction, mile marker, exit or cross street, lane closures, and alternate route information.		M

		267		Business Requirements				The OSOW shall identify in the SMS message if this is an initial notification or a status update notification.		M

		268		Business Requirements				The OSOW shall permit an authorized user to edit (with spell check capability) the auto-populated email, SMS, messages prior to sending.		M

		269		Business Requirements		The OSOW shall provide the ability to send email and SMS notifications for weather restriction information to pre-defined distribution lists and individual contacts.				M

		270		Business Requirements		The OSOW shall include the ability to send error notifications to specified users. 				M

		271		Business Requirements				The OSOW shall include error notifications for failed email and SMS notifications.		M

		272		Business Requirements				The OSOW shall include error notification for system failures.		M

		273		Business Requirements				The OSOW error notifications shall explain errors in plain English, and suggest an alternate operation or operations where applicable.		M

		274		Business Requirements		The OSOW shall by design not allow redundant data entry.				M

		275		Business Requirements				The OSOW shall have the ability to auto-populate restriction data fields from previous data entries.		M

		276		Business Requirements		The OSOW shall display changes to the system in real-time:				M

		277		Vendor Company and Staff				Issued permits		M

		278		Business Requirements				User accounts		M

		279		Business Requirements				Total permits in queue and permits in queue by review location		M

		280		Business Requirements				Pending permits		M

		281		Business Requirements				Approved permits		M

		282		Business Requirements				Denied permits		M

		283		Business Requirements		The OSOW shall have a customizable web-based user Interface. 				M

		284		Business Requirements				The OSOW application shall be accessed using a web browser.		M

		285		Business Requirements				The OSOW shall provide control screens for system administration and maintenance.		M

		286		Business Requirements				The OSOW shall provide spell check, text wrapping, and copy/cut/paste capabilities in all software modules.		M

		287		Business Requirements				This OSOW functionality shall include, but is not limited to: all free text entry fields, email, and messaging.		M

		288		Business Requirements		The OSOW user interface shall be web-based interface with MS Windows functions.				M

		289		Vendor Company and Staff				The OSOW user interface browser window control buttons for minimizing and maximizing the browser window shall be fully functional.		M

		290		Business Requirements				The OSOW user interface browser window shall support the mapping feature as outlined in the mapping functions section of these  interface requirements. 		M

		291		Business Requirements				The OSOW user interface browser window shall support hover over functionality as outlined in the mapping functions section of these interface requirements.		M

		292		Business Requirements				The OSOW user interface shall support various monitor sizes, scaling window sizes, and includes scroll bars for window view positioning when necessary.		M

		293		Business Requirements				The OSOW user interface shall support drag and drop functionality.		M

		294		Business Requirements				The OSOW user interface shall support the MS Windows browser back and forward buttons.		M

		295		Business Requirements				The OSOW user interface shall support multiple tab usage.		M

		296		Business Requirements		The OSOW web interfaces being used for display purposes shall remain responsive and continuously display real-time data.				M

		297		Business Requirements		The OSOW shall have on-screen help for map and all OSOW features.				M

		298		Business Requirements				The OSOW help shall provide, at minimum, a description of each link or form element.		M

		299		Business Requirements				The OSOW help window will be context sensitive to the specific screens being viewed when the help option is selected.		M

		300		Business Requirements		The OSOW shall integrate all modules and subsystems into a common Graphical User Interface (GUI)				M

		301		Business Requirements		The OSOW shall provide the same functionality according to individual user permissions, regardless of the device from which the authorized user accesses the OSOW.				M

		302		Business Requirements				The OSOW shall provide authorization that can be administered within the OSOW by user groups made up of individual users (i.e., permit services, multi-location companies, State).		M

		303		Business Requirements				The OSOW shall generate a pop-up notification to the user if the user is attempting to initiate more than one login session. 		M

		304		Business Requirements		At a minimum, the OSOW shall support the following, but not limited to, keystroke commands:				M

		305		Business Requirements				ctrl+c = copy		M

		306		Business Requirements				ctrl+f = find		M

		307		Business Requirements				ctrl+x = cut		M

		308		Business Requirements				ctrl+v = paste		M

		309		Business Requirements				ctrl+p = print		M

		310		Business Requirements				ctrl+z = undo		M

		311		Business Requirements				ctrl+y = redo		M

		312		Business Requirements				tab = next link or form element		M

		313		Business Requirements				shift+tab = previous link or form element		M

		314		Business Requirements		The OSOW shall provide the ability to process payments for fees.				M

		315		Business Requirements				The Vendor shall be the merchant of record for credit card payments.		M

		316		Business Requirements				The OSOW shall not allow multiple payments for the same permit.		M

		317		Business Requirements		The OSOW shall provide the ability to process refunds. 				M

		318		Business Requirements		OSOW shall provide the ability to process permit fee payment.

		319		Business Requirements				The OSOW shall have the ability to accept credit card payments via a PCI Compliant method.		M

		320		Business Requirements				The OSOW shall have the ability to accept escrow account payments.		P

		321		Business Requirements				The OSOW shall have the ability to accept cash and checks.		M

		322		Business Requirements		The OSOW shall require payment for any review cost associated with cancelled, unpurchased or denied permits.				M

		323		Business Requirements		The OSOW shall provide the ability to calculate the fees associated with a permit.				M

		324		Business Requirements				The OSOW shall have the ability to charge for engineering review fees.		M

		325		Business Requirements		The OSOW shall provide the ability to track permit fee payments.				M

		326		Business Requirements				The OSOW shall provide the ability to track permit fees charged to a customer's account.		P

		327		Business Requirements		The OSOW shall provide the ability to perform data validation prior to permit application submission.				M

		328		Business Requirements				The OSOW shall provide a pre-screening tool that shall validate a permit request prior to submission including but not limited to: restrictions, information on weight limits for roads and bridges, and route review.		M

		329		Business Requirements		The OSOW shall provide the capability to limit fraud and abuse in the permit process.				M

		330		Business Requirements				The OSOW shall provide the ability to limit fraud by comparing a permit application to a prior denied application.		M

		331		Business Requirements		The OSOW shall provide the capability for an active customer with an account in good standing to submit a permit application.				M

		332		Business Requirements				The OSOW shall provide the ability to validate that the customer account is active and unsuspended prior to submitting permit application.		M

		333		Business Requirements		The OSOW shall provide the ability to identify the type of permit requested on a permit application.				M

		334		Business Requirements				The OSOW shall be able to determine permit type based on vehicle, load, and route information.		M

		335		Business Requirements				The OSOW shall provide a permit wizard to determine the permit type required based on load dimensions.		M

		336		Business Requirements		The OSOW shall provide the capability to create a new permit application.				M

		337		Business Requirements				The OSOW shall provide the ability to create a new permit application by type including but not limited to: single trip, annual permit, limited radius annual permit, annual permit supplemental, Supermove, or emergency permit.		M

		338		Business Requirements				The OSOW shall provide the ability to select carrier address information for a permit application.		M

		339		Business Requirements				The OSOW shall provide the ability to enter the permit application information including but not limited to: anticipate move date, willingness to accept alternate route, maximum acceptable additional miles, permit delivery method (i.e., fax, email), applicant fax number, and applicant email address.		M

		340		Business Requirements				The OSOW shall provide the ability to request multiple permits with identical loads, route, and equipment from a single permit application.		M

		341		Business Requirements				The OSOW shall provide the ability to enter emergency move information including but not limited to: Emergency type, emergency description, date of move, agency or utility contact name, agency or utility contact telephone number, location of emergency, and justification for the emergency move.		M

		342		Business Requirements		The OSOW shall provide the capability for an authorized user to submit a permit application on behalf of an applicant.				M

		343		Business Requirements		The OSOW shall provide the ability to enter load information for a permit application including but not limited to: gross weight, GVWR, total length, total width, total height, load quantity, load serial ID, body width, vehicle length, vehicle width, vehicle height, front overhang, back overhang, manufacturers rated axle capacities, axle loads, manufacturers rated tire capacity, tires per axle, tire loads, axle spacing's, distance between extreme axles.				M

		344		Business Requirements		The OSOW shall provide the capability for business partners to enter load and vehicle information.				M

		345		Business Requirements				The OSOW shall provide the ability to create envelope loads based on load type and dimensions.		M

		346		Business Requirements				The OSOW shall provide the ability to specify any parts removed or other physical differences in a load.		M

		347		Business Requirements				The OSOW shall provide the ability to save and select a load type and load dimensions as a favorite.		M

		348		Business Requirements		The OSOW shall provide hauling unit types and trailing unit types as defined by the State.				M

		349		Business Requirements				The OSOW shall provide the ability to save and select vehicle information for a permit application from a list of favorites including but not limited to: truck information, trailer information, equipment type, registration number, VIN, number of axles, USDOT number, State.		M

		350		Business Requirements				The OSOW shall provide the ability to store and select hauling vehicle and equipment information for a permit application.		M

		351		Business Requirements				The OSOW shall provide the ability to manage dual lane transporters.		M

		352		Business Requirements				The OSOW shall support multiple trailer configurations.		M

		353		Business Requirements		The OSOW shall provide the ability to enter and validate axle data.				M

		354		Business Requirements				The OSOW shall provide the ability to calculate the sum of the axle weights for a permit application.		M

		355		Business Requirements				The OSOW shall provide the ability to display an interactive axle spacing diagram within the application.		M

		356		Business Requirements				The OSOW shall provide the ability to enter permit application data for each axle including but not limited to: axle number, distance from previous axle, axle weight, manufacturers rated axle capacity.		M

		357		Business Requirements				The OSOW shall provide the ability to enter permit application data including but not limited to: center to center wheel spacing, number of tires on each axle, tire width.		M

		358		Business Requirements		The OSOW shall provide the ability to enter comments on a permit application.				M

		359		Business Requirements				The OSOW shall provide the capability for the applicant and authorized State employees to enter comments. The vendor shall work with the state to establish comments that can only be accessed by state personnel and comments that the applicant and state personnel can access.		M

		360		Business Requirements		The OSOW shall provide the ability to complete and attach forms from within the application.				M

		361		Business Requirements		The OSOW shall provide the capability for an annual permit holder to submit a renewal request as defined by the State.				M

		362		Business Requirements		The OSOW shall provide the ability to submit a supplemental permit request for an approved annual permit.				M

		363		Business Requirements		The OSOW shall be configurable to auto-cancel permit applications that have passed their move date or were not accepted within a defined time frame.				M

		364		Business Requirements		The OSOW shall provide the capability for an authorized user to define custom business rules for a permit application.				M

		365		Business Requirements				The OSOW shall provide the capability to auto-select business rules on a permit application based on pre-defined logic.		M

		366		Business Requirements				The OSOW shall provide the capability for an authorized user to override auto-selected business rules on a permit application.		M

		367		Business Requirements		The OSOW shall provide the capability for a user to review, print, or clone permits and applications they have previously submitted.				M

		368		Business Requirements		The OSOW shall provide the capability to clone an existing application.				M

		369		Business Requirements				The OSOW shall provide the ability to change the move start date to a future date on a cloned application.		M

		370		Business Requirements				The OSOW shall provide the ability to clone applications with all permit information included.		M

		371		Business Requirements				The OSOW shall provide the ability to withdraw and clone a permit application in submitted status.		M

		372		Business Requirements		The OSOW shall provide the ability to delete and withdraw an in process permit application.				M

		373		Business Requirements		The OSOW shall provide the ability to withdraw a permit application in submitted status.				M

		374		Business Requirements		The OSOW shall provide the ability for the vehicle driver to sign/attest the permit electronically.				P

		375		Business Requirements		The OSOW shall have the ability to provide drivable routes on a permit. 				M

		376		Business Requirements				The OSOW shall have the ability to provide step by step driving instructions and map(s).		P

		377		Business Requirements		The OSOW shall generate a permit including but not limited to: application information, issuing office, carrier information, move begin and end date, permit number, permit fees, vehicle information, load information, axle and tire weight breakdown, route information, districts traversed, permit restrictions, permit conditions, route restrictions, bridge restrictions, emergency information (if applicable), manufacturer's rate axle and tire capacities, permit security/verification code and comments.				M

		378		Business Requirements		The OSOW shall provide the ability to issue permits for municipal roads and bridges.				P

		379		Business Requirements				The OSOW shall provide the ability, if implemented, to issue permits for municipal roads and bridges approved by municipal staff.		P

		380		Business Requirements				The OSOW shall provide the ability, if implemented, to issue permits for municipal roads and bridges by NHDOT staff.		P

		381		Business Requirements		The OSOW shall provide the ability to verify a permit application that contains all required insurance information for identified posted roads, when implemented.				P

		382		Business Requirements		The OSOW shall replace the functions of the current BOPR system, please see Appendix M.				M

		383		Business Requirements		The OSOW shall provide the ability to identify the impacted section of the roadway or bridge causing a denial in an automated notification.				M

		384		Business Requirements		The OSOW shall allow an applicant to resubmit a denied application for reconsideration.				M

		385		Business Requirements		The OSOW shall provide the ability to perform a route analysis on a submitted permit application.				M

		386		Business Requirements		The OSOW shall provide the ability to identify pre-approved multiple movements over a specified route.				M

		387		Business Requirements		The OSOW shall provide the ability to save an in-process permit application as a draft.				M

		388		Business Requirements		The OSOW shall provide the ability to pre-populate permit forms with data whenever possible.				M

		389		Business Requirements		The OSOW shall prevent multiple users from being able to edit the same permit simultaneously. 				M

		390		Business Requirements		The OSOW shall provide the capability to search existing permit applications.				M

		391		Business Requirements		The OSOW shall provide the ability to manage workflow.				M

		392		Business Requirements				The OSOW shall provide the ability to manage workflow to include but not be limited to: assign a permit application for manual review; assign a permit application for review by multiple NHDOT Bureaus; Districts; and NHDOS; select a permit for manual review; update a permit application based on manual review; manually approve a permit application; and manually deny a permit application.		M

		393		Business Requirements				The OSOW shall identify permit applications that require a manual review and assign them simultaneously to affected NHDOT Bureaus, Districts, and NHDOS.		M

		394		Business Requirements				The OSOW shall provide a method for routing comments to the affected NHDOT Bureaus and Districts.		M

		395		Business Requirements				The OSOW shall provide permit status to applicant and State users.		M

		396		Business Requirements				The OSOW shall prevent a required District re-review if unaffected by another District’s change. 		M

		397		Business Requirements				The OSOW shall remove withdrawn applications from the workflow queue.		M

		398		Business Requirements				The OSOW shall process all required reviews before sending approval or denial status notifications to the applicant.		M

		399		Business Requirements				The OSOW shall provide notification of a withdrawn application currently under manual review.		M

		400		Business Requirements				The OSOW shall allow an authorized Bureau or District to review and/or process another Bureau or District queue.		M

		401		Business Requirements		The OSOW shall provide the capability for authorized NHDOT personnel to approve a permit application manually.				M

		402		Business Requirements				The OSOW shall display a list of reasons why a manual review is required.		M

		403		Business Requirements				The OSOW shall provide the ability to enter an approval based on the manual review of a permit application.		M

		404		Business Requirements				The OSOW shall require a manual review for a permit application including but not limited to: comments, route restrictions, bridge analysis, and routes crossing local areas.		M

		405		Business Requirements				The OSOW shall display detailed review status for a permit under manual review. 		M

		406		Business Requirements				The OSOW shall provide the ability to approve a permit application when all reviews have been completed.		M

		407		Business Requirements				The OSOW shall provide the capability for an authorized user to modify the move start and end dates on a permit application during the approval process. 		M

		408		Business Requirements		The OSOW shall provide the ability to manage review assignments for multiple queues including but not limited to: NHDOT Bureaus and Districts. 				M

		409		Business Requirements		The OSOW shall provide the ability to auto-refresh the review queue display.				M

		410		Business Requirements		The OSOW shall provide the ability for NHDOT to deny a permit.				M

		411		Business Requirements				The OSOW shall display denial information from all affected Bureaus and Districts simultaneously. 		M

		412		Business Requirements				The OSOW shall provide detailed information concerning denial reasons and application processing errors.		M

		413		Business Requirements				The OSOW shall provide the ability to deny a permit application when all reviews have been completed.		M

		414		Business Requirements				The OSOW shall provide the ability to notify the permit applicant of a manual review denial.		M

		415		Business Requirements				The OSOW shall provide the ability to notify the permit applicant of an annual permit supplement denial.		M

		416		Business Requirements		OSOW shall provide the capability to issue permit amendments.				M

		417		Business Requirements				The OSOW shall provide the ability for a permit applicant to request permit amendments.		M

		418		Business Requirements				The OSOW shall provide the ability to update license plate information on an approved permit for in-kind equipment substitutions.		M

		419		Business Requirements				The OSOW shall provide the ability for NHDOT to approve a permit amendment.		M

		420		Business Requirements		OSOW shall provide the capability to send a copy of an issued permit to the carrier using a selected mode of transmission.				M

		421		Business Requirements				The OSOW shall provide the ability to generate and print a tamperproof permit.		M

		422		Business Requirements				The OSOW shall provide the ability to send a copy of an issued permit to the carrier via secured email or fax.		M

		423		Business Requirements				The OSOW shall provide the ability for a business partner to print an issued permit within the current application. 		M

		424		Business Requirements		The OSOW shall provide the ability to send a paperless (electronic) permit				M

		425		Business Requirements				The OSOW shall provide the capability to use and define a template for each type of issued permit. These templates would control the appearance and content of the physical permit as it would be printed.		M

		426		Business Requirements		The OSOW shall provide notifications to customers and authorized State employees				M

		427		Business Requirements				The OSOW shall enforce that users first proceed past an entry page that can display important news and information posted by Permit Section staff, before allowing them to login to the application.		M

		428		Business Requirements				The OSOW shall provide a confirmation page to the user before final submission of any data changes.		M

		429		Business Requirements				The OSOW shall provide accessible help documentation and tooltips throughout the application flow to assist users with the application and approval process.		M

		430		Business Requirements				The OSOW shall provide an interface for Permit Section staff to manage the news and information posted to the entry page.		M

		431		Business Requirements				The OSOW shall provide the capability to notify an annual permit holder when their permit is about to expire.		M

		432		Business Requirements				The OSOW shall provide the capability to use and define email templates for all notification processes, including but not limited to: application submission, permits in-process, permit approval, permit denial, permit auto-cancel, annual expiration.		M

		433		Business Requirements				The OSOW shall include the permit number on the email notification subject line.		M

		434		Business Requirements				The OSOW shall provide email notifications to all affected NHDOT and NHDOS resource accounts when a superload permit is issued.		M

		435		Business Requirements				The OSOW shall provide notification to NHDOS State Police when an emergency permit is issued.		M

		436		Business Requirements				The OSOW shall provide the ability to indicate the reason(s) for permit amendment denial.		M

		437		Business Requirements				The OSOW shall provide the ability to notify the applicant that a permit is denied.		M

		438		Business Requirements				The OSOW shall provide the ability to notify the permit applicant of a manual review approval.		M

		439		Business Requirements				The OSOW shall provide the ability to notify the permit applicant of an annual permit supplement approval.		M

		440		Business Requirements				The OSOW shall provide the ability to notify the permit applicant of an approved or denied permit amendment.		M

		441		Business Requirements		The OSOW shall provide the capability for a permit service user to maintain a list of carrier accounts associated with that permit service, with access to any carrier permit data that is associated specifically with that permit service.				M

		442		Business Requirements		The OSOW shall provide the capability to provide the ability to suspend applicants for confirmed reasons included but not limited to:				M

		443		Business Requirements				Non-payment		M

		444		Business Requirements				Fraud		M

		445		Business Requirements				Violations		M

		446		Business Requirements		The OSOW base map data shall support the use of State's coordinate system standard.				M

		447		Business Requirements				The OSOW base map data shall support the use of NHDOT's coordinate system standard, which is NAD_1983_StatePlane NH (feet). 		M

		448		Business Requirements				The OSOW base map shall support web mercator.		M

		449		Business Requirements		The OSOW map interface shall support any metadata associated with DOT's base map and restriction data information.				M

		450		Business Requirements		The OSOW shall support the use of various base maps. At a minimum, the following base maps shall be supported:				M

		451		Business Requirements				Orthophotography (Aerial) Maps		M

		452		Business Requirements		The OSOW map shall be scalable for incoming data sets.				M

		453		Business Requirements		The OSOW shall use the most current data set available, and older versions shall not be used. 				M

		454		Business Requirements				The OSOW base map updates shall be performed at a minimum, on a quarterly basis.		M

		455		Business Requirements		The OSOW Spatial data sets shall meet acceptable accuracy requirements. 				M

		456		Business Requirements		The OSOW user map interface shall operate in real-time to capture continuously changing operational conditions including but not limited to:				M

		457		Business Requirements				Airports, Bridge Decks, Bridges (Layer with all bridge related icons), Compact Areas, Exit Ramps, Exit Numbers, Interstate, Municipalities (Towns, Cities), NH Route, Park and Rides, Rest Areas, Town and City Roads, Turnpikes, US Routes, Water Bodies, and Weigh Stations. 		M

		458		Business Requirements		The OSOW user map interface shall operate in real-time to capture continuously changing data feeds received by the OSOW.				M

		459		Business Requirements		The OSOW shall provide the capability for authorized users to interface with alternate real-time map providers (such as Bing, Google, Tom Tom, and Yahoo), or other appropriate data sources, to display alternate maps that are geospatially oriented and retains all NHDOT data layered information on the alternate map. At a minimum:				M

		460		Business Requirements				Orthophotography (Aerial) Maps		M

		461		Business Requirements				Topo Map 		M

		462		Business Requirements				Blank map (of just DOT data)		M

		463		Business Requirements		The OSOW map shall provide an icon library.				M

		464		Business Requirements				The OSOW shall provide the ability to associate the imported icons including at a minimum: restriction types, and locations on map.		M

		465		Business Requirements				The OSOW color coding of icon to show restriction status information shall be configurable by an authorized user.		M

		466		Business Requirements				The OSOW hover over functionality for icon display details of restriction icons shall be configurable by an authorized user.		M

		467		Business Requirements		The OSOW shall be able to convert latitude and longitude formats to default NHDOT specified format.				M

		468		Business Requirements				The OSOW shall support latitude and longitude in decimal format.		M

		469		Business Requirements				The OSOW shall support latitude and longitude in degrees, minutes, decimal format.		M

		470		Business Requirements				The OSOW shall support latitude and longitude in degrees, minutes, seconds format.		M

		471		Business Requirements		The OSOW shall support map icon, link, and form element hover over functionality. 				M

		472		Business Requirements				The OSOW hover over details for restriction icons shall be configurable.		M

		473		Business Requirements				The OSOW shall display real-time restriction information including at a minimum: restriction type, restriction location information including road and direction, and restriction closure status using hover over map icon functionality.		M

		474		Business Requirements				The OSOW shall provide real-time restriction information to any support screens within the OSOW application.		M

		475		Vendor Company and Staff				The OSOW data attributes shall be identifiable on the map via hover-over and mouse click. 		M

		476		Business Requirements		The OSOW shall support the use of point, line, and polygons for map features and restriction representation.				M

		477		Business Requirements				The OSOW shall support the creation of a Point representation as a pair of x,y coordinates.		M

		478		Business Requirements				The OSOW shall support restriction location as a pair of x,y coordinates represented as a Point. 		M

		479		Business Requirements				The OSOW shall support the creation of a Line represented as a series of x,y coordinates pairs.		M

		480		Business Requirements				The OSOW shall support the creation of a restriction location as a Line Segment, as a series of x,y coordinates pairs.		M

		481		Business Requirements				The OSOW shall support the creation of a Polygon (boundaries) which is a line that ends at its beginning.		M

		482		Business Requirements		The OSOW shall have a draw shape tool. 				M

		483		Business Requirements				The OSOW draw tool shall have the following capabilities at a minimum: the ability to use and change fill colors, a color transparency slide bar, color outline, and width of shape. 		M

		484		Business Requirements				The OSOW shall be able to zoom to local street level and clearly display all local streets and their identifying street names within the field of view.		M

		485		Business Requirements				The OSOW shall support the following map features including at a minimum: north arrow, zoom scale, latitude and longitude display, map overview and base map zoom slide bar. 
		M

		486		Business Requirements		The OSOW map shall support standard map symbologies to avoid ambiguous interpretation.				M

		487		Business Requirements				The OSOW map shall display restriction data using easily identifiable icons. 		M

		488		Business Requirements				The OSOW map shall display non-restriction data using easily identifiable icons. 		M

		489		Business Requirements				The OSOW map symbols shall be easily identifiable to any user when displayed in color and in black and white to meet ADA requirements.		M

		490		Business Requirements				The OSOW shall support symbolization through multiple attributes, such as charts (stacked, pie, bar graphs), and quantities (graduated symbol, graduated color, or proportional symbol).		M

		491		Business Requirements		The OSOW shall support symbolization in the following methods including at minimum:				M

		492		Business Requirements				Single Symbol		M

		493		Business Requirements				Unique symbol		M

		494		Business Requirements		The OSOW shall generate an individual icon on the map for all restrictions.				M

		495		Business Requirements				The Vendor shall work with NHDOT to configure OSOW restriction symbols.		M

		496		Business Requirements				The OSOW shall place a restriction icon on the map according to restriction location information.		M

		497		Business Requirements				The OSOW shall have different restriction icons for different restriction types.		M

		498		Business Requirements				The OSOW restriction icons for different restriction types shall be configurable.		M

		499		Business Requirements		The OSOW shall be able to toggle between the main map and all other alternate base map views while retaining all data. 				M

		500		Business Requirements		The OSOW shall support the use of labels that provide text information of features on the map. 				M

		501		Business Requirements				 The OSOW label rendering shall be kept in a simple and easy to view format using color, font, and effects.		M

		502		Business Requirements		The OSOW shall support the use of a Z coordinate (3D). 				M

		503		Business Requirements		The OSOW Vendor shall configure GIS map layers in accordance with NHDOT requirements and shall be configurable for future updates without Vendor intervention.				M

		504		Business Requirements				The OSOW shall be capable to add, delete, and edit map icons/symbols in accordance with NHDOT requirements.		M

		505		Business Requirements				The OSOW map icon/symbol library shall be configurable in accordance with NHDOT requirements.		M

		506		Business Requirements		The OSOW shall cache the map on the local workstation to maintain system performance. 				M

		507		Business Requirements		The OSOW shall have the capability to archive map datasets. 				M

		508		Business Requirements				The OSOW archived data shall include the datasets in their original format. 		M

		509		Business Requirements				The OSOW archived data shall allow for quick map recovery in case of a computer failure or if data is corrupted. 		M

		510		Business Requirements				The OSOW shall have the capability of analyzing spatial relationships, examining attributes, and looking for patterns using the map. 		M

		511		Business Requirements		The OSOW shall support the grouped data sets as layers on the base map. At a minimum, the following grouped data sets shall be configured by the Vendor in cooperation with the State:				M

		512		Business Requirements				State Police Troop Areas		P

		513		Business Requirements				Rail Roads 		M

		514		Business Requirements				Airports 		M

		515		Business Requirements				Mile Markers		M

		516		Business Requirements				Exits		M

		517		Business Requirements				Toll Booths (with contact info?) 		M

		518		Business Requirements				Patrol Sheds 		M

		519		Business Requirements				Park and Rides		M

		520		Business Requirements				Rest Area		M

		521		Business Requirements		The OSOW shall support the Bridge grouped data sets as layers on the base map. At a minimum, the following grouped data sets shall be configured by the Vendor in cooperation with the State:				M

		522		Business Requirements				Height and/or Weight Restricted Bridges		M

		523		Business Requirements				Bridge State or Town/City Ownership 		M

		524		Business Requirements				NH DOT Construction Bridge Projects (with contacts)		M

		525		Business Requirements		The OSOW shall support the grouped data sets as layers on the base map. At a minimum, the following grouped data sets shall be configured by the Vendor in cooperation with the State:

		526		Business Requirements				Accidents: Boundaries, Bridge Maintenance Offices, Bridge Out, Closure, Counties, Debris, District, District Offices, Flooding, Incidents, Open, Parades, Pavement Markings, Reduced to One Lane		M

		527		Business Requirements				Restrictions Sub-Types: Restriction, Road Status, Road Work, Seasonal Road Closures, Special Restrictions, Sporting Events, State, Weather, Weather Radar, Weather Warnings		M

		528		Business Requirements				NWS Forecast, New Advisory, NWS Alerts, NWS Information, NWS Warnings, NWS Watches, Weather Radar, Weather Warnings		P

		529		Business Requirements		The OSOW map interface shall enable search and "zoom to" display searched criteria. including at a minimum:				M

		530		Business Requirements				Mile marker, exit number, addresses, bridges, and intersections. 		M

		531		Business Requirements				Road segments and construction projects. 		M

		532		Business Requirements				State boundaries, counties, city/town boundaries, State DOT district boundaries, and State trooper boundaries.		M

		533		Business Requirements		The OSOW shall support the use of a collection of features that have properties or characteristics known as layers. 				M

		534		Business Requirements				The OSOW map shall contain a legend that automatically updates as new icons are imported and associated with restriction types and locations.		M

		535		Business Requirements				The OSOW map shall present layers based on data that can be individually enabled or disabled by an authorized user. 		M

		536		Business Requirements				The OSOW map layers shall have the ability to be turned on and off by an individual user. 		M

		537		Business Requirements		The OSOW shall permit authorized users to create restrictions by selecting a specific location or an area on the map, and the location information shall automatically populate within the restriction report.				M

		538		Business Requirements				The OSOW shall create a corresponding restriction type icon on the map and the icon shall be placed according to geographic coordinate information from the restriction report when the restriction is saved.		M

		539		Business Requirements				The OSOW restriction icons shall show, for restrictions that span from one location to another, a graphical display over the segment of road that the restriction spans.		M

		540		Business Requirements				The OSOW shall permit an authorized user to draw a line on the map to define detour routes and restriction location information. 		M



		541		Business Requirements		The OSOW shall provide users the ability to bookmark map views				P

		542		Business Requirements				The OSOW shall provide a user the ability to "jump" to a bookmarked or stored map view.		P

		543		Business Requirements				The OSOW shall permit a user to save at minimum 10 bookmark map views to their user profile.		P

		544		Business Requirements				The OSOW shall have global pre-defined map views for quick access.		P

		545		Business Requirements		The OSOW shall support hyperlinks for display when selected from the map. 				M

		546		Business Requirements		The OSOW shall provide users the ability to navigate around the map. 				M

		547		Business Requirements				The OSOW map shall support click, drag, and pan for map navigation.		M

		548		Business Requirements				The OSOW map shall support the use of the mouse scroll wheel for zooming in and out in map view.		M

		549		Business Requirements				The OSOW map shall support drawing a box for center and zoom map navigation.		M

		550		Business Requirements		The OSOW shall support the use of Map Tool Tips which allow a user to display information about a feature.				M

		551		Business Requirements		The OSOW shall support the grouped data sets as layers on the base map.				M

		552		Business Requirements		The OSOW shall provide the capability to build and display a route using a graphic map interface.				M

		553		Business Requirements				The OSOW shall provide summarized construction and maintenance information and allow the user to display details including but not limited to: date, time, State road name, contractor contact information for roads under construction, and maintenance operations contact information.		M

		554		Business Requirements				The OSOW shall provide the ability to build a route via a graphic map interface that includes, but is not limited to: all bridges, posted roads, temporary restrictions, individual bridge and roadway restrictions, turn restrictions, alternate routes, ramp ID, road connector information, identified detours, and emergency restrictions.		M

		555		Business Requirements				The OSOW shall provide a visual map that highlights road construction and maintenance operations, has a zoom feature, and provides dates and restrictions on rollover. 		M

		556		Business Requirements		The OSOW shall provide the capability to route a trip for a load manually.				M

		557		Business Requirements				The OSOW shall provide local road data to support routing.		M

		558		Business Requirements				The OSOW shall provide road names with route naming convention/hierarchy on the permit. 		M

		559		Business Requirements				The OSOW shall provide the ability to alter routes manually. 		M

		560		Business Requirements				The OSOW shall provide map point and click functions.		M

		561		Business Requirements				The OSOW shall provide way points.		M

		562		Business Requirements				The OSOW shall provide the street addressee point to point.		M

		563		Business Requirements		The OSOW shall provide the capability to analyze the route on a permit application.				M

		564		Business Requirements				The OSOW shall analyze the requested route for the following but not be limited to: all bridge crossings, posted roads, temporary restrictions, individual bridge or roadway restrictions, emergency road closures, turning moving restrictions, and alternate routes.		M

		565		Business Requirements				The OSOW shall perform checks to determine the type of bridge analysis required for the load.		M

		566		Business Requirements				The OSOW shall provide the ability to notify the carrier that the requested route traverses a local area that requires local permission.		M

		567		Business Requirements				The OSOW shall determine if any date constraints need to be applied to a permit based on requested move date.		M

		568		Business Requirements				The OSOW shall provide a method to review a single load/route and apply the approval across multiple permit requests.		M

		569		Business Requirements				The OSOW shall provide the ability to pre-approve multiple movements over a specified route.		M

		570		Business Requirements		The OSOW shall provide the ability to perform a stand-alone route analysis for a load/route combination without applying for a permit.				M

		571		Business Requirements		The OSOW shall provide the capability to generate a route automatically.				M

		572		Business Requirements				The OSOW shall provide the ability to generate a route based on, but not limited to, the following: beginning and ending street address, State entry and exit points, latitude and longitude, and other mapped reference.		M

		573		Business Requirements		The OSOW shall provide the ability to return an alternate route.				M

		574		Business Requirements		The OSOW shall provide the capability to manage pre-built and approved routes.				M

		575		Business Requirements				The OSOW shall provide the ability to create and save pre-built routes.		M

		576		Business Requirements				The OSOW shall automatically check for updates and restrictions in saved routes.		M

		577		Business Requirements				The OSOW shall provide the ability to notify a permit holder and NHDOT when an approved route’s conditions change. 		M

		578		Business Requirements		The OSOW shall provide the capability to evaluate intersection turning movements				M



		579		Business Requirements		The OSOW shall be capable of selecting the appropriate method of bridge capacity evaluation required for each permit application based on axle weights and spacings.				M

		580		Business Requirements				The bridge capacity evaluation criteria shall be configurable by authorized users.		M

		581		Business Requirements		Bridge capacity evaluation options include but may not be limited to:				M

		582		Business Requirements				Engineering evaluation by NHDOT Bridge Design Bureau.		M

		583		Business Requirements				Applicant provision of an engineering evaluation by a registered professional engineer.		M

		584		Business Requirements				The OSOW shall include bridge simulation software for analysis and reviews similar to BOPR.		M

		585		Business Requirements		The OSOW bridge data attributes shall be identifiable on the map via hover-over and mouse click. 				M

		586		Business Requirements				The OSOW map shall provide bridge locations and identification.		M

		587		Business Requirements		The OSOW shall provide a restriction listing.				M

		588		Business Requirements				The OSOW shall provide a restriction list by stakeholders.		M

		589		Business Requirements				The OSOW restriction list shall have the ability to filter upcoming, open, and recently closed restrictions in ascending or descending order and by column headers.		M

		590		Business Requirements				The OSOW restriction summary listing shall be filterable to show restrictions meeting specified criteria including at a minimum restriction type, restriction sub-type, location of restriction, source manual entry, and date/time.		M

		591		Business Requirements				The OSOW scheduled restriction listings shall be sortable by user specified date and time period.		M

		592		Business Requirements				The OSOW shall provide authorized users with access to restriction records from the restriction summary listings for modification and closure of restrictions.		M

		593		Business Requirements				The OSOW restriction list shall include at a minimum all map based restrictions and non-map based restrictions.		M

		594		Business Requirements		The OSOW shall provide safeguard assurances pertaining to restriction response actions for updated and closed restrictions.				M

		595		Business Requirements				The OSOW shall notify OSOW users managing a restriction originating from a 3rd party system when new restriction status information is received.		M

		596		Business Requirements				The OSOW shall assist the users managing the restriction by displaying active messages associated with a restriction that is updated or closed.		M

		597		Business Requirements		The OSOW shall provide the ability for an authorized user to override the lock for a restriction from being terminated.				M

		598		Business Requirements				The OSOW shall permit an authorized user the ability to override the lock according to permission level.		M

		599		Business Requirements		The OSOW shall provide an authorized user quick access to restriction creation directly from a mouse click on the OSOW main map, and/or a tool bar. 				M

		600		Business Requirements				The OSOW shall associate any secondary restriction that is created to a primary restriction.		M

		601		Business Requirements				The OSOW shall recognize a user who creates or modifies a restriction as a restriction owner.		M

		602		Business Requirements		The OSOW shall provide the ability to open a restriction without using the map.				M

		603		Business Requirements		The OSOW shall provide the ability to open any location based restriction from a specified location on the map.				M

		604		Business Requirements		The OSOW shall provide the capability for an authorized user to select lane type and the number of lanes blocked on a roadway for a restriction location.				M

		605		Business Requirements				The OSOW shall provide the ability to the edit lane type and number of lanes blocked for the duration of restriction.		M

		606		Business Requirements				The OSOW shall log the date and timestamp for lane type and number of lanes blocked for all restriction entries and edits. 		M

		607		Business Requirements				The OSOW shall clearly display all lane types, number of lanes blocked, lanes open, and identify the date and time stamp when lane statuses change as part of restriction timeline reports.		M

		608		Business Requirements		The OSOW shall record restriction actions involved in opening, managing, clearing, recovering and terminating restrictions.				M

		609		Business Requirements				At a minimum, the OSOW restriction actions to be recorded shall include: restriction data capture; initial restriction details and all updates including free text comment entries,		M

		610		Business Requirements				The OSOW shall track the following restriction status changes including at a minimum: restriction creation, restriction confirmation, closures and openings, closure time and restriction termination.		M

		611		Business Requirements				The OSOW shall provide, via email and SMS, the ability to manually notify recipients of restriction changes.		M

		612		Business Requirements		The OSOW shall support restriction 'hand-off' functionality.				M

		613		Business Requirements				The OSOW shall support the ability to hand off or resume control of a restriction to another owner or agency.		M

		614		Business Requirements		The OSOW shall support the ability to specify a user- determined period of time at which a restriction shall expire and close. 				M

		615		Business Requirements				The OSOW shall be configurable to remind users handling restriction(s) that it is set to expire in a specified amount of time.		M

		616		Business Requirements		The OSOW shall track restriction status changes. 				M

		617		Business Requirements				The OSOW shall track message dissemination.		M

		618		Business Requirements		The Vendor shall work with NHDOT to further define metadata within the restriction details. 				M

		619		Business Requirements		The OSOW shall interface with the existing NHDOT ATMS II system. The existing ATMS II Compass system is designed by Southwest Research Institute. 				M

		620		Business Requirements				The OSOW shall interface with the ATMS II system via a real-time flat file connection as defined in Appendix K using internet standards based on XML to receive date and time stamped ATMS II events and updates. 		M

		621		Business Requirements				The OSOW shall receive filtered events and event updates, and provide a viewer for review and managing restrictions.		M

		622		Business Requirements				The OSOW shall be configurable to automatically receive ATMS II events.		M

		623		Business Requirements				The OSOW shall be configurable to create corresponding OSOW restrictions.		M

		624		Business Requirements				The OSOW shall be configurable to manually accept ATMS II events as an OSOW restriction.		M

		625		Business Requirements				The OSOW shall permit an authorized user to modify and add restriction details to OSOW restrictions created from the ATMS II events.		M

		626		Business Requirements				The OSOW shall create an interactive map icon based on the information captured from the ATMS II event and OSOW authorized user modifications.		M

		627		Business Requirements				The OSOW shall receive ATMS II event information updates, and automatically update the corresponding OSOW Restriction.		M

		628		Business Requirements				The OSOW shall provide the same response and reporting capabilities for ATMS II generated restrictions as it does for all other OSOW restrictions.		M

		629		Business Requirements				The OSOW shall be capable of receiving geographic coordinate information of events created from the ATMS II system to automatically create  symbols on the OSOW map.		M

		630		Business Requirements				The OSOW shall be capable of selecting an ATMS II event icon from the OSOW map to review and modify restriction details.		M

		631		Business Requirements				The ATMS II event types are included in Appendix K. 		M

		632		Business Requirements				The OSOW shall be configurable to determine a time range for re- associating a closed event with a reopened event.		M

		633		Business Requirements				The OSOW restriction fields shall auto-populate based on the ATMS II event details.		M

		634		Business Requirements				The OSOW shall be able to identify when ATMS II event information is for a new event or an existing event by use of a unique ATMS II event identifier.		M

		635		Business Requirements				The OSOW shall be able to continuously identify a specific ATMS II event regardless of changes to the description or status of the event.		M

		636		Business Requirements		The OSOW shall receive and make available for modification and review by authorized OSOW users ATMS II events and updates in real-time.				M

		637		Business Requirements		The Vendor shall use the ATMS II Center to Center (C2C) Interface Control Document documentation supplied in Appendix K for Interface design Details. 				M

		638		Business Requirements				The Vendor shall use the ATMS II Center to Center (C2C) data schemas supplied in Appendix K for ATMS II XML formatted data descriptions. 		M

		639		Business Requirements		The OSOW shall provide pre-scheduled restrictions including by not limited by:				M

		640		Business Requirements				Construction restrictions		M

		641		Business Requirements				Maintenance restrictions 		M

		642		Business Requirements				Recurring restrictions		M

		643		Business Requirements				Seasonal road closure restrictions		M

		644		Business Requirements				Special restrictions (parades, sporting events, festivals)		M

		645		Business Requirements		The OSOW shall permit an authorized user to draw on the map to define a pre-scheduled restriction location and create a restriction at that location. 				M

		646		Business Requirements				The OSOW shall provide a graphic map interface for internal staff to add/edit/remove restrictions.		M

		647		Business Requirements		The OSOW shall provide restriction details including but not limited to:				M

		648		Business Requirements				Restriction ID		M

		649		Business Requirements				User ID		M

		650		Business Requirements				Restriction Type: 		M

		651		Business Requirements				Restriction Subtype		M

		652		Business Requirements				Restriction Description		M

		653		Business Requirements				Restriction Notified Timestamp		M

		654		Business Requirements				Restriction Created Timestamp		M

		655		Business Requirements				Restriction Updated Timestamp		M

		656		Business Requirements				Restriction Terminated Timestamp		M

		657		Business Requirements				Restriction Status		M

		658		Business Requirements				Scheduled Restriction Start Time		M

		659		Business Requirements				Scheduled Restriction End Time		M

		660		Business Requirements				Roadway Name (At/From and To)		M

		661		Business Requirements				Roadway Route Name(At/From and To)		M

		662		Business Requirements				Roadway Direction (At/From and To)		M

		663		Business Requirements				Mile Markers		M

		664		Business Requirements				Latitude (At/From)		M

		665		Business Requirements				Latitude (To)		M

		666		Business Requirements				Longitude (At/From)		M

		667		Business Requirements				Longitude (To)		M

		668		Business Requirements				Polygon Boundaries		M

		669		Business Requirements				Lanes open by direction		M

		670		Business Requirements				Lanes blocked (Lane ID) by direction		M

		671		Business Requirements				District (At/From and To)		M

		672		Business Requirements				City/Town (At/From and To)		M

		673		Vendor Company and Staff				State		M

		674		Vendor Company and Staff				County		M

		675		Vendor Company and Staff				Agency		M

		676		Business Requirements				Ramp (At/From and To)		M

		677		Business Requirements				Exit or Cross Street (At/From and To)		M

		678		Business Requirements				Bridge (At/From and To)		M

		679		Business Requirements				Landmark (At/From and To)		M

		680		Business Requirements				Associated detour plans ID (if they were or were not used)		M

		681		Business Requirements				Notifications sent (message and recipients)		M

		682		Business Requirements				Detour information (at a minimum free text)		M

		683		Business Requirements				Weather event details		M

		684		Business Requirements				Free Text Comments 		M

		685		Business Requirements				Public Comment		M

		686		Business Requirements		The OSOW shall allow an authorized user to manage restrictions in real-time.				M

		687		Business Requirements				The OSOW shall create, modify, and terminate restrictions within 3 seconds of successful authorized user confirmation.		M

		688		Business Requirements				The OSOW shall be a real-time system that does not require a manual refresh, closing, or reopening of the application for restriction updates to be shown. 		M

		689		Business Requirements				The OSOW shall not require closing the MS Windows due to unresponsiveness; the OSOW browser windows shall be able to function as a dynamic display tool when operator interaction is limited or none. 		M

		690		Business Requirements		The OSOW shall archive all restriction details that are captured for use in historical reporting.				M

		691		Business Requirements				The OSOW shall archive a chronological timeline of every restriction for reporting purposes.		M

		692		Business Requirements		The OSOW shall associate the status of a restriction with any one of the restriction types. The restriction types include but are not limited to:				M

		693		Business Requirements				Full Closure		M

		694		Business Requirements				Lane Closure		M

		695		Business Requirements				Restriction		M

		696		Business Requirements				Opened		M

		697		Business Requirements		The OSOW shall automatically identify, capture and populate any applicable additional peripheral location information based on initial location data input from operators including at a minimum: 				M

		698		Business Requirements				District, Town, Road Name, Direction, Mile Markers, Exit, latitude/longitude.		M

		699		Business Requirements		The OSOW shall be configurable to generate weather alerts and restrictions. 				M

		700		Business Requirements				The OSOW shall provide an authorized user the ability to create alerts and restrictions with predetermined messages for weather events.		M

		701		Business Requirements				The OSOW shall be able to disseminate notifications for weather alerts and restrictions using email, SMS, and OSOW webpage.		M

		702		Business Requirements		The OSOW shall capture data for reporting restrictions.				M

		703		Business Requirements		The OSOW restriction details shall be accessible for data input, review, editing and updating. 				M

		704		Business Requirements		The OSOW shall record if the restriction was manually or automatically generated.				M

		705		Business Requirements		The OSOW shall record if the restriction was planned or unplanned.				M

		706		Business Requirements		Restrictions that are closed shall be removed from the active restriction list.				M

		707		Business Requirements				The restriction list shall be configurable for an authorized user to remove restrictions with no end time from the restriction list. 		M

		708		Business Requirements				The OSOW shall log a date and timestamp for each restriction action. 		M

		709		Business Requirements				The OSOW shall log the active user by username or user ID.		M

		710		Business Requirements				The OSOW shall provide a timeline of restriction actions in a report format that can be printed directly from the OSOW for post restriction review.		M

		711		Business Requirements		The OSOW shall use a point, line, or polygon as defined by the restriction details to pinpoint the restriction on the map.				M

		712		Business Requirements				Restrictions that are closed shall be removed from the map.		M

		713		Business Requirements		The OSOW shall provide an authorized user the ability to create and activate detour plans that can be associated with a roadway location or segment. 				M

		714		Business Requirements				The OSOW shall be configurable to recommend system generated detour plans based on restriction details.		M

		715		Business Requirements				The OSOW shall process restriction details and restriction detour plans.		M

		716		Business Requirements				The OSOW shall send detour notifications to all active permits impacted by the detour.		M

		717		Business Requirements				The OSOW shall have the ability to save previously created detours for reuse. 		M

		718		Business Requirements				The OSOW shall auto-generate recommended detour plans for restrictions based on restriction details and user defined parameters.		M

		719		Business Requirements				The OSOW shall provide a user interface for creating restriction detour plans.		M

		720		Business Requirements				The OSOW shall analyze the manually and automatically entered restriction details and recommend appropriate detour plans and provide an authorized user the ability to accept all or some of a detour plan, and/or override with a different detour plan.		M

		721		Business Requirements				The OSOW shall permit an authorized user to add, delete, and edit the restriction detour plans without Vendor intervention.		M

		722		Business Requirements				An authorized user shall be able to draw on the OSOW map and capture all the drawn road segment data to define an alternate route or detours.		M

		723		Business Requirements		Alternate route and detour information shall be associated with the restriction and be map enabled.				M

		724		Business Requirements				Any alternate routes and detours created by an authorized user or suggested automatically by the OSOW shall identify any height or weight restrictions for that alternate route or detour.		M

		725		Business Requirements				The OSOW shall be able to identify weight and height restrictions for detours and recommend alternate routes for each permit impacted by the restriction.		M

		726		Business Requirements		The OSOW notification controls shall appear and function the same for all restriction types.				M

		727		Business Requirements		The OSOW contacts directory shall be accessible for restriction email notifications.				M

		728		Business Requirements				The OSOW shall auto-populate any restriction email notification and provide authorized users the ability to add or remove recipients from email. 		M

		729		Business Requirements		The OSOW shall provide the ability to distribute restriction notifications by, at a minimum, email, SMS, or email and SMS on a per user or per group basis.				M

		730		Business Requirements		The OSOW shall provide an authorized user with the ability to define notification methods and recipients.				M

		731		Business Requirements				The OSOW pre-scheduled restriction reminder shall be configurable by an authorized user.		M

		732		Business Requirements				The OSOW shall provide the ability to auto generate restriction notification information.		M

		733		Business Requirements				The OSOW shall include the "Restriction" Description location in email subject line.		M

		1		Vendor Company and Staff		The Vendor shall use a change management policy for notification and tracking of change requests as well as critical outages.				M

		2		Vendor Company and Staff		The Vendor shall maintain the hardware and software in accordance with the specifications, terms, and requirements of the contract, including providing, upgrades and fixes as required.				M

		3		Vendor Company and Staff		The Vendor shall provide disaster recovery procedures.				M

		4		Vendor Company and Staff				The Vendor shall have documented disaster recovery plans that address the recovery of lost State data as well as their own. Systems shall be architected to meet the defined recovery needs.		M

		5		Vendor Company and Staff				The Vendor disaster recovery plan shall identify appropriate methods for procuring additional hardware in the event of a component failure. In most instances, systems shall offer a level of redundancy so the loss of a drive or power supply will not be sufficient to terminate services however, these failed components will have to be replaced.		M

		6		Vendor Company and Staff		The Vendor shall provide repair and maintenance.				M

		7		Vendor Company and Staff				The Vendor shall monitor system, security, and application logs.		M

		8		Vendor Company and Staff		The Vendor shall provide a scheduled backup plan.

		9		Vendor Company and Staff				Tapes or other backup media tapes shall be securely transferred from the site to another secure location to avoid complete data loss with the loss of a facility.		M

		10		Vendor Company and Staff				If State data is personally identifiable, data shall be encrypted in the operation environment and on backup tapes.		M

		11		Vendor Company and Staff				Backup copies of data are made for the purpose of facilitating a restore of the data in the event of data loss or system failure.		M

		12		Vendor Company and Staff				Scheduled backups of all servers shall be completed regularly. At a minimum, host servers shall be backed up nightly, with one daily, one weekly, and one monthly backup stored in a secure location to assure data recovery in the event of disaster. 		M

		13		Vendor Company and Staff				The minimum acceptable frequency is differential backups daily, and complete backup weekly.		M

		14		Vendor Company and Staff		The Vendor shall provide a schedule for server patches and application upgrades.				M

		15		Vendor Company and Staff				The Vendor shall give five business days prior notification to the State Project Manager of all changes/updates and provide the State with training due to the upgrades and changes.		M

		16		Vendor Company and Staff		The Vendor shall provide specifications, terms, and requirements for support services.				M

		17		Vendor Company and Staff				The Vendor shall repair or replace the hardware or software, or any portion thereof, so that the System operates in accordance with the Specifications, terms, and requirements of the contract.		M

		18		Vendor Company and Staff		The Vendor shall provide industry standard documentation.				M

		19		Vendor Company and Staff		The Vendor shall provide configuration management documentation.				M

		20		Vendor Company and Staff				The Vendor documentation shall define COTS implementation process and system baseline functionality.
		M

		21		Vendor Company and Staff				The Vendor documentation shall identify and define optional modules incorporated in initial implementation and those available for future implementation.		M

		22		Vendor Company and Staff				The Vendor documentation shall define the OSOW licensing agreement, baseline usage and availability.		M

		23		Vendor Company and Staff				The Vendor documentation shall identify and define any NHDOT specific customizations implemented in the production OSOW application, including identifying and defining any Application Programming Interfaces (API).		M

		24		Vendor Company and Staff				The Vendor documentation shall identify and define baseline configurations of any network connected devices, including existing and newly implemented devices and equipment.		M

		25		Vendor Company and Staff				The Vendor documentation shall include technical specifications for any equipment added under this contract.		M

		26		Vendor Company and Staff				The Vendor documentation shall include a baseline database schema of relational database including an Entity-relationship diagram, and baseline configuration of automated backup and recovery process of database. 		M

		27		Vendor Company and Staff				The Vendor documentation shall include baseline configuration of all XML incoming and outgoing XML schema.		M

		28		Vendor Company and Staff				The Vendor documentation shall include baseline configuration of OSOW GIS mapping including map layers and map functionality.		M

		29		Vendor Company and Staff				The OSOW Vendor shall provide baseline configuration documentation of OSOW for notifications.		M

		30		Vendor Company and Staff				The OSOW Vendor shall provide documentation of how authorization shall be administered within the OSOW		M

		31		Vendor Company and Staff				The OSOW Vendor documentation shall include a baseline Interface Control Document that clearly defines the externally exposed interfaces. 		M

		32		Vendor Company and Staff				The OSOW Vendor documentation shall include a user Operations manual and System Administration manual.		M

		33		Vendor Company and Staff		The Vendor shall be responsible to facilitate/manage a kick-off meeting.		                          		M

		34		Vendor Company and Staff		The Vendor shall provide status reports with expense year-to-date updated weekly.				M

		35		Vendor Company and Staff		The Vendor shall be responsible to provide project user, technical, and system documentation.				M

		36		Vendor Company and Staff				The Vendor shall be responsible to provide a project documentation repository.		M

		37		Vendor Company and Staff		The Vendor shall provide Project Management for implementation of security.				M

		38		Vendor Company and Staff		The Vendor shall include knowledge transfer to designated NHDOT and NHDoIT technical staff.				M

		39		Vendor Company and Staff		The Vendor shall facilitate a User Group for knowledge transfer.				M

		40		Vendor Company and Staff		The Vendor documentation shall include an OSOW training manual and online help system. Separate training and online help shall be developed for State agency personnel and applicants.				M
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		1.

		Multiple Sections and Pages

		Multiple references 

		Multiple references to conform to all “applicable NHDoIT IT Standards and State security requirements”.  Are these all clearly defined somewhere?

		The DoIT Vendor Resources website provides IT Standards at: http://www.nh.gov/doit/vendor/index.htm



The additional Seven documents listed below are included in Addendum No.1:

1. User Account Maintenance Procedure

2. User Account Maintenance Policy

3. User Account and Password Policy

4. Administrators Account and Password Policy

5. Application Security Scan Request Form

6. Application Security Guidelines

7. Administrator Account Maintenance Policy



		9/23/16

		Addendum No.1, Item 1



		2.

		Appendix C, 41



		C-1, Scope of Work

		No system requirements matrix included in RFP.  Can you please provide the matrix?

		The Requirements Matrix is a separated document provided in the Document Download.

		8/25/16
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		3.

		Appendix I, 130

		NHDOT Permitting Existing Workflow Summary

		The appendix is blank ; can you please provide the appendix?

		The Appendix is a separated document provided in the Document Download.

		8/25/16

		



		4.

		Appendix J, 131

		NHDOT Existing Permitting Requirements

		The appendix is blank ; can you please provide the appendix?

		The Appendix is a separated document provided in the Document Download.

		8/25/16

		



		5.

		Appendix K, 132

		NHDOT ATMS

		The appendix is blank ; can you please provide the appendix?

		The Appendix is a separated document provided in the Document Download.

		8/25/16
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		6.

		Form 1 / Page 157

		The Vendor has reviewed and agreed to be bound by all RFP terms and conditions including but not limited to the State of New Hampshire Terms and Conditions in Appendix H, which shall form the basis of any Contract resulting from this RFP; No new terms and conditions have been added and no existing terms and conditions have been deleted in this RFP Proposal.

		Will Proposals be automatically rejected if any exception is taken to the proposed terms in the RFP, or is the State willing to negotiate final terms and conditions for the Project?

		If the Vendor cannot comply with any of the contract terms, the Vendor must provide an explanation of each exception or exact contract modifications that its firm may seek in Section I – Executive Summary of the Vendors proposal. While minor exceptions or clarifications to the standard form may be the subject of contract negotiations, the material provisions will not be substantially altered.

		9/23/16

		



		7.

		Appendix C Requirement 262

		The OSOW user interface shall support drag and drop functionality.

		Please provide examples of how the department envisions the drag and drop functionality to be used in the system.

		Drag and drop functionality may include, but not be limited to, movement of restriction icons, start and end points of proposed route, parameters for weight restrictions and routing, and contact names into email notification lists for notification distribution.

		9/23/16

		










State of New Hampshire

New Hampshire Department of Transportation

Oversize/Overweight Permitting Software

RFP 2016-043



Inquiry Responses

September 23, 2016



		Q #

		RFP Section/ Page #

		Paragraph or Reference Language

		Vendor Question

		NHDOT Response

		Response Date

		Addendum Reference



		8



		Appendix C Requirement 284

		The Vendor shall be the merchant of record for credit card payments.

		Please define the term 'merchant of record for credit card payments'.  Does this mean that the vendor will be responsible for finding a credit card merchant and transfer the funds from the credit card transactions to the department? If so, what are the terms for this?

		The Vendor’s OSOW system will be responsible for processing of all permit fee payment transactions including cash, checks, escrow, and credit card payments, . Credit card payments are required to be in compliance with PCI Credit Card Security requirements. PCI standards define the term “Merchant of Record.” The Vendor will be required to provide an annual attestation of compliance, by an independent 3rd party, with PCI requirements. Typically the Vendor does a monthly settlement with the State and transfers the funds received on behalf of the state via bank transfer to a state bank account.  Along with the settlement of funds, the vendor also provides the state with reconciliation information to match the transaction information.

		9/23/16

		



		9

		Appendix C Requirement 416

		The OSOW base map data shall support the use of NHDOT's coordinate system standard, which is NAD_1983_StatePlane NH (feet).

		Please provide details for the term 'support the use of NHDOT's coordinate system standard'. Does this mean that the maps in the system must utilize this projection? Does this mean that the system must accept GIS data utilizing this projection?

		Supporting the use of NHDOT’s coordinate system (NAD_1983_StatePlane_New_Hampshire_FIPS_2800_Feet) means OSOW map will handle NHDOT GIS data directly from our internal systems without having to go through a process of changing the coordinate system so that it will work on the OSOW map.

		9/23/16
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		Appendix C Requirement 417

		The OSOW base map shall support web Mercator.

		Please provide details for the term 'support the use of NHDOT's coordinate system standard'. Does this mean that the maps in the system must utilize this projection? Does this mean that the system must accept GIS data utilizing this projection?

		Web Mercator is a web standard that has been adopted by Bing, Google and ESRI.  A Web Mercator map is able to directly handle layers with NHDOT’s NH State Plane coordinate system.

		9/23/16
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		Appendix C Requirement 420

		The OSOW shall support the use of various base maps. At a minimum, the following base maps shall be supported: Orthophotography (Aerial) Maps

		Does the department have an aerial image server? If not, does the department have aerial imagery that it would like to use for these maps? If not, would the most recent USDA imagery be acceptable?

		Aerial imagery can come from a service other than ours.  On our web maps we use ESRI’s aerial base layer which comes from multiple sources and is updated regularly.  We do have an aerial image server that can be used if needed. Our imagery is 1 foot resolution and was last flown in 2015.

		9/23/16

		



		12

		Appendix C Requirement 428

		The OSOW shall provide the capability for authorized users to interface with alternate real-time map providers (such as Bing, Google, TomTom, and Yahoo), or other appropriate data sources, to display alternate maps that are geospatially oriented and retains all NHDOT data layered information on the alternate map. At a minimum:

		Does the department wish to include one or more of these commercial maps for use in the system? It is our experience that annual licensing fees will be required to put the NHDOT data on these maps.

		Commercial maps are acceptable.  NHDOT data may be needed to access certain attributes that are not available commercially. The mapping solution shall be compatible with ESRI. The vendor shall provide any licensing fees required in their cost proposal.

		9/23/16
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		Appendix C Requirement 430

		The OSOW shall provide the capability for authorized users to interface with alternate real-time map providers (such as Bing, Google, TomTom, and Yahoo), or other appropriate data sources, to display alternate maps that are geospatially oriented and retains all NHDOT data layered information on the alternate map. At a minimum: Topo Map

		Does the department have a topo map server or have topographical tiles?

		The Department does not serve out topographical tiles for web maps.  We use ESRI’s topographical base layer.

		9/23/16

		



		14

		Appendix C Requirement 471

		The OSOW shall support the use of a Z coordinate (3D).

		Besides over passing roads, what else does the department envision the Z values for points being used for?

		NHDOT envisions using Z values for bridge, traffic signal, and sign structure height clearance and NH airports’ protected airspace evaluations. The OSOW should provide notifications for vehicles above bridge clearance thresholds and encroachments through protected airspace for each NH airport, heliport, and seaplane base. Protected airspace will include a circle with a radius of 25,000 feet centered on the center of each facility. 

		9/23/16
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		Appendix C Requirement 479

		The OSOW shall have the capability of analyzing spatial relationships, examining attributes, and looking for patterns using the map.

		What types of spatial relationships, examining attributes, and patterns does the department envision being identified using the map?

		An example of the Department’s expectation is the ability to generate “heat maps” of OSOW permit travel based on a variety of criteria including, but not limited to, routes, load types, and time of day.

		9/23/16

		



		16

		

Appendix C Requirement 509

		The OSOW shall permit an authorized user to draw a line on the map to define detour routes and restriction location information.

		Does the department envision the use of this detour line as part of the driving directions? Would it be acceptable to select end points and then have the system generate a route, which could be modified by the user, using these end points to define the detour?

		The Department desires the ability to define a detour, modify a detour, and have the OSOW system generate a detour.

		9/23/16

		



		17

		Appendix C Requirement 614

		The OSOW shall permit an authorized user to draw on the map to define a pre-scheduled restriction location and create a restriction at that location.

		Can we interpret the term 'to draw on the map to define a pre-scheduled restriction location' as identifying road segments that make up the restriction?

		Restrictions may include road segments, bridge locations, and areas defined by a variety of shapes and/or lines.

		9/23/16

		










State of New Hampshire

New Hampshire Department of Transportation

Oversize/Overweight Permitting Software

RFP 2016-043



Inquiry Responses

September 23, 2016



		Q #

		RFP Section/Page #

		Paragraph or Reference Language

		Vendor Question

		NHDOT Response

		Response Date

		Addendum Reference



		18

		Appendix C Requirement 191

		All components of OSOW shall be reviewed and tested to ensure they protect the State’s website and its related Data assets.

		How is the OSOW application associated with State’s website?



By website do you mean the OSOW application or the actual NHDOT website?

		Q1: ‘State Website’ refers to all State assets accessed through the web as part of the OSOW application.  This would include both the OSOW application itself and any of the interfaces the OSOW application has with the State. 

A link will be provided to OSOW from the state’s Website.



Q2:  The OSOW application shall be reviewed and tested to protect state assets.

		9/23/16

		



		19

		Appendix C Requirement 263

		The OSOW user interface shall support the MS Windows browser back and forward buttons.

		Can you please explain the purpose of this interface requirement?

		Users need to be able to use the browsers back and forward buttons to navigate through application page history without it ‘breaking’ the permitting process or application flow. Examples include, but are limited to, back up to a previous form they just submitted to verify what was entered, or obtain a screenshot of an earlier page. They want to be able to do this without causing any of the common problems applications can experience when you ‘circumvent’ the normal application flow with your browser.

		9/23/16

		



		20

		Appendix C Requirement 264

		The OSOW user interface shall support multiple tab usage.

		Will pop up windows work for multi-tasking assuming this requirement is to accommodate multi-tasking?

		If pop-up windows are to be used, users’ browsers will need to be set up to allow pop-ups for this application. This needs to be done for the users.

		9/23/16
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		Appendix C Requirement 365

		The OSOW shall prevent a required District re-review if unaffected by another District’s change.

		Can you please elaborate on this requirement?

		Numerous Districts/Bureaus may be required to perform a review. A District/Bureau may recommend changes that may include, but not be limited to, permitted routes and travel times. The OSOW should be capable of determining if recommended changes impact another District/Bureau requiring or not requiring re-review by an impacted Bureau/District.

		9/23/16
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		Appendix C Requirement 514

		The OSOW shall support hyperlinks for display when selected from the map.

		On which map do you expect hyperlinks (routing or restriction management)?



What information does NH expect to see on the hyperlinks?

		It will be best if the hyperlinks are available on all maps provided in the OSOW solution.



Hyperlinks may include, but not be limited to, laws, rules, regulations, state agency websites, restriction details, and bridge information.

		9/23/16
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		23

		Appendix C Requirement 564

		The OSOW shall notify OSOW users managing a restriction originating from a 3rd party system when new restriction status information is received.

		By a restriction originating from a 3rd party system, do you mean 511 restrictions or some other 3rd party system?

		Yes, restrictions originating from a third party system including the NHDOT ATMS Compass system as well as any other system that is integrated to provide restriction data.



		9/23/16

		



		24

		Appendix C Requirement 656

		The OSOW shall create, modify, and terminate restrictions within 3 seconds of successful authorized user confirmation.

		Please provide more details on this requirement. Does this requirement for 3 seconds response include the network latency time?

		Yes.  Three seconds is a performance expectation of the OSOW system.  Therefore, when a restriction is created, modified or terminated within the system it should process these actions within 3 seconds. 

		9/23/16
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		Appendix C Requirement 717

		The OSOW shall provide website statistics.

		Does website mean the OSOW application or the actual NHDOT website?

		The OSOW shall provide statistics for the OSOW system. 



		9/23/16

		









RFP 2016-043

Inquiry Response

September 23, 2016	Page 1



