STATE OF NEW HAMPSHIRE PROPOSAL TRANSMITTAL LETTER

Date: Company Name:
Address:

To: Point of Contact: Paul Rhodes
Telephone: (603)-271-3350
Email: prchweb@nh.gov

RE: Proposal Name: Advanced Temporary Technical Service
Proposal Number: 1685-15
Proposal Opening Date and Time: November 26, 2014@ 1:30 PM

Dear Mr. Rhodes:

[Insert name of signor] , on behalf of [insert
name of entity submitting Proposal (collectively referred to as “Vendor”) hereby submits an offer as
contained in the written Proposal submitted herewith (“Proposal”) to the State of New Hampshire in
response to RFP # 1685-15 for Advanced Temporary Technical Services Contract(s) at the price(s) quoted
herein are complete accordance with the Proposal.

. is authorized to legally obligate
Print Signor Name Print Company Name

Vendor attests to the fact that:
1. The Vendor has reviewed and agreed to be bound by the RFP.
2. The Vendor has not altered any of the language or other provisions contained in the RFP document.
3. The Proposal is effective for a period of 180 days from the Proposal submission deadline of 11/26/14.
4. The prices Vendor has quoted in the Proposal were established without collusion with other vendors.
5. The Vendor has read and fully understands this RFP.

Vendor’s official point of contact is:

Telephone: Email: Fax:

Authorized Signor’s Name Printed

Authorized Signor’s Sighature

COUNTY: STATE: ZIP:

NOTARY PUBLIC/JUSTICE OF THE PEACE
On the day of , 2014, there appeared before me, the state and county foresaid a

person who satisfactorily identified
and acknowledge that he executed this document indicated above.

In witness thereof, | hereunto set my hand and official seal.

(Notary Public/Justice of the Peace)

My commission expires: (Date)
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REQUEST FOR PROPOSAL FOR A CONTRACT(S) TO
PROVIDE ADVANCED TEMPORARY TECHNICAL SERVICES FOR
THE STATE OF NEW HAMPSHIRE

PURPOSE:

The purpose of this Request for Proposal (RFP) is to establish contracts for general agency use to provide
Information Technology (IT) services for short-term IT projects. Vendor engagements will be Firm Fixed Price
(FFP) deliverables-based, under the direction of the Department of Information Technology personnel.
Services shall include, but shall not be limited to, the provision of application development, web services,
infrastructure support, data center services, and other information technology services as required by the
State.

The State anticipates awarding up to four (4) contracts as a result of this Request For Proposal.

These contracts may be used by the State of New Hampshire agencies during the term of the contracts, in
accordance with the requirements of this RFP and any resulting contracts.

SPECIFICATIONS:
Complete specifications required are detailed in SCOPE OF SERVICES in this RFP. In responding to the
proposal, the Vendor shall address all requirements for information as outlined.

VENDOR RESPONSIBILITY:
The successful vendor shall be solely responsible for meeting all terms and conditions specified in the
proposal, and any resulting contract(s).

TERMS OF SUBMISSION:

All material received in response to this RFP shall become the property of State and will not be returned to
the Vendor. Regardless of the Vendors selected, State reserves the right to use any information presented
in a proposal response. The content of each Vendor’s proposal shall become public information once a
contract(s) has been awarded.

Complete proposals shall be filled out on original proposal format.

LIABILITY:
The State shall not be held liable for any costs incurred by the Vendor in the preparation of their proposal
or for work performed prior to contract(s) issuance.

CERTIFICATE OF INSURANCE:

Vendors awarded a contract(s) shall be required to submit proof of Comprehensive General Liability prior
to performing any services for the State. The coverage shall have appropriate riders against all claims of
bodily injury, death or property damage, in amounts of not less than $250,000.00 per claim and
$2,000,000.00 per incident or $1,000,000.00 per occurrence and $1,000,000.00 umbrella. Coverage shall
also include automobile liability and workers’ compensation.

CONTRACT(S) TERMS AND CONDITIONS:
The Vendor’s signature on a Proposal submitted in response to this RFP guarantees that all of the State of
New Hampshire’s Terms and Conditions are accepted by the Vendor

The Form Contract(s) P-37 included herein shall be part of this RFP and is the contract document. The
successful Vendor and the State, following notification, shall promptly execute this form of contract(s),
which is to be completed by incorporating the service requirements and price conditions established by
the Vendor’s offer.

The term of the contract shall be from the date of award through December 31, 2017, a period of
approximately 3 year{s} and is effective upon the approval of Governor and Council.
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PUBLIC DISCLOSURE OF PROPOSAL SUBMISSIONS:

Generally, all proposals (including all materials submitted in connection with them, such as attachments,
exhibits and addenda) become public information upon the effective date of a resulting contract or
purchase order. However, to the extent consistent with applicable state and federal laws and regulations,
as determined by the State, including, but not limited to, RSA Chapter 91-A (the “Right-to-Know” Law), the
State will attempt to maintain the confidentiality of portions of a proposal that are clearly and properly
marked by a Vendor as confidential. Any and all information contained in or connected to a proposal
that a Vendor considers confidential must be clearly designhated in a manner that draws attention to the
designation. The State shall have no obligation to maintain the confidentiality of any portion of a proposal
or related material, which is not so marked. Marking an entire proposal, attachment or sections thereof
confidential without taking into consideration the public’s right to know will neither be accepted nor
honored by the State. Notwithstanding any provision of this RFP to the contrary, pricing will be subject to
public disclosure upon the effective date of all resulting contracts or purchase orders, regardless of
whether or not marked as confidential. If a proposal results in a purchase order or contract, whether or
not subject to approval by the Governor and Executive Council, all material contained in, made part of,
or submitted with the contract or purchase order shall be subject to public disclosure.

If a request is made to the State by any person or entity to view or receive copies of any portion of a
proposal, and if disclosure is not prohibited under RSA 21-I: 13-a, the Vendor acknowledge and agree that
the State may disclose any and all portions of the bid, proposal or related materials which is not marked as
confidential. In the case of proposals or related materials that contain portions marked confidential, the
State will assess what information it believes is subject to release; notify the Vendor that the request has
been made; indicate what, if any, portions of the proposal or related material will not be released; and
notify the Vendor of the date it plans to release the materials. The State is not obligated to comply with a
Vendor’s designation regarding confidentiality.

By submitting a proposal, the Vendor agrees that unless it obtains and provides to the State, prior to the
date specified in the notice described in the paragraph above, a court order valid and enforceable in
the State of New Hampshire, at its sole expense, enjoining the release of the requested information, the
State may release the information on the date specified in the notice without any liability to the Vendor.

TERMINATION:
The State of New Hampshire shall have the right to terminate the contract(s) at any time by giving the
successful Vendor a thirty (30) day written notice.

VENDOR CERTIFICATIONS:
ALL Vendors SHALL be duly registered as a vendor authorized to conduct business in the State of New
Hampshire.

e STATE OF NEW HAMPSHIRE VENDOR APPLICATION: Vendor SHALL have a completed Vendor
Application and Alternate W-9 Form which SHALL be on file with the NH Bureau of Purchase and
Property. See the following website for information on obtaining and filing the required forms (no
fee): http://admin.state.nh.us/purchasing/vendor.asp

o NEW HAMPSHIRE SECRETARY OF STATE REGISTRATION: A RFP award, in the form of a purchase order
or contract, will only be awarded to a vendor who is currently registered to do business with the
State of New Hampshire and is in good standing with the State of New Hampshire. Please visit the
following website to find out more about the requirements for registration with the NH Secretary of
State: www.sos.nh.gov/corporate

e Debarment, Suspension, Ineligibility and Voluntary Exclusion Lower Tier Covered Transactions. The
contractor certifies, by submission of this contract, that neither it nor its principals is presently
debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from
participation in this transaction by any Federal Department or Agency.

e CONFIDENTIALITY & CRIMINAL RECORD: If Applicable, by the using agency, the Vendor will have
signed by each of employees or its approved sub-contractor(s), if any, working in the office or
externally with the State of New Hampshire records a Non-disclosure form, Confidentiality form and
Criminal Record Authorization Form. These forms shall be returned to the individual using agency prior
to the start of any work.
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INVOICING:
Invoices shall be submitted after completion of work to the requesting agency. Payment shall be paid in
full within thirty (30) days after receipt of invoice and acceptance of the work to the State’s satisfaction.

RFEP INQUIRIES:

All questions regarding this RFP, including clarifications and proposed specification changes shall be
submitted to Paul Rhodes, Purchasing Agent, Bureau of Purchase and Property, at paul.rhodes@nh.gov, or
Telephone number: 603-271-3350. All requests shall be submitted in writing, ten business days prior to RFP
opening date.

Vendor shall include complete contact information including the vendor's name, telephone number and
fax number and e-mail address.

SCHEDULE OF EVENTS:

# Event Date/s
1 | Release of RFP 10/29/2014

2 | Vendor RFP Questions Due 11/12/2014

3 | RFP Q&A Response Posted 11/18/2014

4 | RFP Due Date 11/26/2014 by 1:30 pm
5 | RFP Vendor Selection for Presentation | 12/9/2014

VENDOR’S RESPONSIBILITY:

Read the entire RFP prior to filling it out. Complete the pricing information in the “Offer” section (the unit
price is the price for the unit of purchase required by this RFP {i.e. each, case, box, etc.) and all other
required information on your offer. The extension is the unit price multiplied by the quantity required by
this RFP. Also complete the “Vendor Contact Information” section. Finally, complete the company
information on the “General Conditions and Instructions” page of this RFP, then sign the RFP in the space
provided on that page.

All State of New Hampshire RFP and addenda to these invitations are advertised on our website at:
http://admin.state.nh.us/purchasing/index2.asp

It is a prospective Vendor’s responsibility to access our website to learn of any RFP under which they wish
to participate. lItis also the Vendor(s)’s responsibility to access our website for any posted addendum.

The website is update several times per day; it is the responsibility of the prospective Vendor’s(s) to
access the website frequently to ensure no bidding opportunity or addenda are overlooked.

It is the prospective Vendor’s responsibility to forward a signed copy (if the form has a sighature block) of
any addenda to the Bureau of Purchase and Property with the RFP response.

INSTRUCTIONS TO VENDOR(S):
Read the entire RFP prior to filling it out. In the preparation of vendor response you shall:

Complete the pricing information in the “Offer” section

Complete all other required information on your officer

Complete the “Vendor(s) Contact Information” section

Complete the company information on the “Transmittal Letter” page, and sign the RFP in the space
provided on that page.
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IF AWARDED A CONTRACT, The Vendor must complete the following sections of the attached agreement

State of New Hampshire Form #P-37;

Section 1.3 Contractor(s) Name

Section 1.4 Contractor(s) Address

Section 1.11  Contractor(s) Sighature

Section 1.12 Name & Title of Contractor(s) Signor

Section 1.13 Acknowledgements

Section 1.13.1 Signature of Notary Public or Justice of the Peace

Section 1.13.2 Name & Title of Notary or Justice of the Peace

e Provide Certificate of Insurance with the minimum limits required as described above on Page 2.

e Provide a Certificate of Good Standing from the NH Secretary of State or proof of your completion of
and payment for the start of the registration process.

PROPOSAL DUE DATE:

All proposal submissions shall be received at the Bureau of Purchase and Property no later than the date
and time shown on Transmittal Letter of this RFP. Submissions received after the date and time specified
will be marked as “Late” and will not be considered in the evaluation process.

All offers shall remain valid for a period of one hundred and eighty (180) days from the RFP due date. A
Vendor’s disclosure or distribution of proposals other than to Department of Administrative Services, Bureau
of Purchase and Property may be grounds for disqualification.

PROPOSAL SUBMISSION:

This RFP may have been delivered to you in a facsimile or web based format. Vendor shall return their
signed complete hard copy or complete fax copy offers to the Bureau of Purchase and Property before
the date and time above in “RFP Submission”.

Submission of proposal in its entirety via mail, or email (prchweb@nh.gov) to:
Paul Rhodes, Purchasing Agent

NH Bureau of Purchase and Property

25 Capitol Street - Room 102

Concord NH 03301

Proposal responses shall be marked as:
State of New Hampshire 1685-15
Due Date: 11/26/14 @ 1:30 PM
Advanced Temporary Technical Services

AWARD:

The award criteria shall be based upon the vendor(s) meeting all the requirements of this RFP and
receiving the highest scores. The award will be made with the approval of Governor and Executive
Council. The State reserves the right to reject any or all Proposals or any part thereof. It is the intent of the
State to award up to four (4) contracts; however, the State reserves the right to award less than four (4)
contracts.

Any resulting contract(s) shall become effective on the date approved by the Governor and Council.

PROPOSAL EVALUATION CRITERIA

The State will use a scoring scale of 100 points. Points will be distributed among four (4) factors:
. 25 points — Vendor’s experience with type of requested services;

10 points - Vendor Viability;

25 points — Vendor’s depth of qualified personnel; and

40 points - Pricing/Rates

100 points - Total Possible Score.
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NOTIFICATION AND AWARD OF CONTRACT(S):

RFP results will not be given by telephone. For Vendors wishing to attend the RFP opening: only the names
of the vendors submitting responses will be made public. Specific response information will not be given
out. RFP results will be made public after final approval of the contract(s) and shall be given by mail only if
requested in writing and accompanied by a self-addressed, stamped business size envelope.

RFP results may also be viewed on our website at http://www.state.nh.us/purchasing.asp.

REFERENCES
Vendors must provide a minimum of three (3) references as follows for training services of the types listed in
this RFP. Include the organization name, contact person and all contact information.

GENERAL REQUIREMENTS AND DELIVERABLES
The State may seeks to procure the following services under the resulting contracts:

Project management services Software and hardware
recommendations

Business process analysis and Software enhancement support

improvement

Software design and development Infrastructure support services

Testing of the software Data center support services

Data conversion and migration Desktop support services

Implementation services Security assessment and analysis
services

Integration services Training and user support

Documentation Other technology services as
required by the State

Requirements development and Other technology services as

validation required by the State

MINIMUM BUSINESS

Vendors should note that there is no minimum amount of business guaranteed in this RFP solicitation.
Agencies will use this contract as their needs develop. Vendors responding to this RFP should have
adequate personnel in the region to fulfil contract requirements but should have sufficient existing
business to sustain those personnel without relying on business from the State.

CONTRACT STRUCTURE
The State plans to award up to four (4) contracts as a result of this RFP, and upon approval by
Governor and Executive Council.

When a State agency requires technical services under this contract, the agency will proceed with
the following steps:

1. Wirite a FIRM-FIXED-PRICE (FFP) DELIVERABLES-BASED Statement of Work (SOW) (not time &
materials) work describing short-term project to the Contractor, detailing the work to be
completed, the skill sets required ;

A Request For Quote (RFQ) containing the SOW shall be issued through the Bureau of Purchase &
Property, by the Contract Manager, to all the Contractor(s) under the Master Contract for quotes;
The Contractor shall submit a quote offering a FFP solution within 3 days business;

The Contractor offering the lowest cost qualified solution will be selected;

The agency will enter the requisition into NH FIRST and attach the SOW and quote;

The State will issue a purchase order to the selected Contractor; and

The Contractor will perform the work upon receipt of the Bureau of Purchase and Property
purchase order and will be paid upon State acceptance of the deliverables.

N

NOo oA~ ®

Contractor Staff

The State requires Contractor project staff hold the professional, qualifications listed in the chart below. The
project staff must possess the technical skills as defined in the statement of work for the engagement. The
following list of technical skills provides a representation of the types of personnel proficiencies that
Contractors will be required to provide upon request of the State. This is not an all-inclusive list of technical
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skill requirements and others may be added as technology changes throughout the term of the

Contract(s).

Key Personnel

Minimum Qualifications

Senior System Development
Specialist

5 -7 years of experience with software development including,
coding, project and test plan development, reporting, leadership
and supervisory skills, problem analysis and resolution.

Junior System Development
Specialist

2 - 3 years of experience with software development including,
coding, testing, debugging and maintaining, reporting, & leadership
skills.

Senior Technical Support
Specialist

5 -7 years of experience, leading technical teams to design and
implement system solutions, diagnose and resolve problems, plan
system utilizations, implement and maintain computer system
hardware and software, conduct testing and system performance
evaluations, and work with technology companies to resolve
problems.

Junior Technical Support
Specialist

2 - 3 years of experience implementing and maintaining computer
system hardware and software, conduct testing and system
performance evaluations, and works with technology companies
to resolve problems.

Senior Information Technology
Manager

5 -7 years of experience supervising assigned staff in evaluating
and planning current and long-range solutions, strategies, and
policies relative to technology. Skilled in project management
techniques and leadership. Experience implementing
methodologies and strategies.

Junior Information Technology
Manager

2 - 3 years of experience evaluating and planning current and long-
range solutions, strategies, and policies relative to technology.
Skilled in project management techniques and leadership.
Experience implementing information technology methodologies
and strategies.

Business System Analyst

2 — 3 years of experience evaluating business policies to ensure
compatible automated business system functions and applications.
Develops detailed business requirements and functional
specifications.

PRICING QUOTATIONS FOR INDIVIDUAL PROJECTS

Once the statewide master Contracts have been awarded to the selected Contractor(s), State shall
request quotations by issuing an RFQ and a SOW describing the services required and the applicable
technical qualifications to all awarded Contractors. The quoted hourly rates shall not exceed the rates
established under the Contract. The project engagement will be based upon the lowest cost meeting the
requirements of the RFQ.

WARRANTY

Services

The Contractor shall warrant that all services to be provided under the Contract shall be provided
expediently and in a professional manner in accordance with the RFP specifications; and that
Services will comply with State of New Hampshire Terms and Conditions-P-37 and the specific project
statement of work.

Personnel

The Contractor shall warrant that all personnel engaged in the services shall be qualified to perform
the services, and shall be properly licensed and otherwise authorized to do so under all applicable
laws.

TYPES OF SERVICES
The State desires to contract with Contractors who have adequate experience and certifications to
provide IT services, which include but are not limited to:
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TABLE 1 - ANTICIPATED SERVICES

Application development services

Web development services

Infrastructure support services

Data Center support services

Mobile application development

Security assessment and analysis services

Other technology services as required by the State

CONTRACTOR REQUIREMENTS

1. Contractors must demonstrate that they have the abilty and past-experience to effectively
perform firm fixed price deliverables-based projects.

2. Contractors will be engaged on an “as needed” basis for projects under this Contract. Because
there is no guaranteed minimum for these Contracts, the Contractor must show evidence that
although they will be able to respond to supply services as needed, they will not rely on this
Contract to sustain a business presence in this region for the period of the Contract.

3. Contractors must show evidence of providing contract staffing to business organizations of a similar
size and complexity as the State of New Hampshire.

4. Proposed Contractor candidates must be available for work, during the State’ s normal business
hours — 8:00 AM to 4:30 PM EST Monday through Friday, excluding State of New Hampshire Holidays.

5. All associated project software and hardware must be procured through the State’s software and
hardware contracts;

6. Once the master Contracts have been signed with all Contractors; no additional contract
documents from the Contractor can or should be signed by State Agencies;

7. SOW or agreements generated under these Contracts shall not include any alterations to the New

Hampshire standard terms and conditions;

STANDARDS FOR DESCRIBING VENDOR QUALIFICATIONS

Vendor qualifications are important factors in selecting the Contractors to provide services to the
State. To facilitate evaluation of Contractor qualifications, the State seeks information about
corporate qualifications of each potential Contractor.

REQUIRED INFORMATION ON CORPORATE QUALIFICATIONS
Information is required on all Potential Contractors that will participate in the Project. Vendors
submitting a proposal must identify any Subcontractor(s) to be used. The Vendor submitting a
proposal to this RFP must provide the following information:

CORPORATE OVERVIEW (2 PAGE LIMIT)

Describe the major business areas of the firm. Provide a high-level description of the firm’s
organization. Discuss the firm’s commitment to the public sector, experience with this type of Project
Implementation.

PRIOR PROJECT DESCRIPTIONS (LIMITED TO 3 PAGES EACH)
Provide descriptions of no more than three (3) firm fixed price deliverables-based project completed.
Each project description should include:

1. An overview of the Project which covers the type of client, objective, project scope, role of
the firm and outcome;
2. Names and Project roles of individuals on the proposed team.

TEAM ORGANIZATION AND DESIGNATION OF KEY VENDOR STAFF
Provide an organizational chart depicting the professional depth of the company staff. This chart
should identify key staff and any subcontractors.

Indicate the depth of skill and experience of personnel depicted in the organizational chart. Identify
the positions that are designated key staff. Identify any areas of particular business or technological
expertise.
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INVOICING

Upon State acceptance of a deliverable in writing, the Contractor shall submit fully documented invoices
to the State for all amounts to be paid by the State. Payment terms are Net 30 days from receipt of a fully
documented invoice.

PERFORMING SERVICES:

The Contractor will perform all services according to the requirements and specifications of this RFP. The
standards and policies of New Hampshire Department of Administrative Services, the specific requirements
of the Agency RFQ and the terms and conditions of the Department of Information Technology.

OFFER: The undersigned hereby offers to perform the Services for the State of New Hampshire as specified

at the prices quoted below, in complete accordance with general and detailed specifications included
herewith. All prices submitted shall be “fully loaded”.

Pricing Chart for Advanced Temporary Technical Services (ATTS) RFP:
All rates shall be quoted as on-site work. For awarded Contracts any off-site work shall be defined in the
SOW/RFQ and lower rates may be quoted accordingly.

Hourly Rates $ $ $ $ $ $ $
Technology SR System JR System SR Tech JR Tech SR JR Business
fici . Dev Dev Support Support Information Information Systems
Proficiencies Specialist Specialist Specialist Specialist Technology Technology Analyst
Manager Manager

Oracle Databases

Microsoft Direct
Access

Microsoft .NET

Microsoft Active
Directory

Microsoft Exchange
2010 Enterprise

Microsoft Share Point

Microsoft UAG 2010
or higher

Microsoft Access

C# .NET

VB .NET

Microsoft Visual
Studio 2008 or higher

Microsoft Office 2010

Microsoft SQL
Database

Microsoft Team
Foundation Server
2008 or higher

VBA for Microsoft
Access 2003 and
higher

Microsoft VBScript

Microsoft Windows 7

Microsoft Windows
Server

Cisco hardware
(ASR/ASA/ACYS)

Cisco Software

Rich Internet
Applications (RIA)

Page 9 of 33




Web Applications

JavasScript

XML

Secure Socket Layer

VPN Web application
firewall

Open Shortest Path

First (OSPF)
Hourly Rates $ $ $ $ $ $ $
Technology SR System JR System SR Tech JR Tech SR JR Business
.. . Dev Dev Support Support Information Information Systems
Proficiencies Specialist Specialist Specialist Specialist Technology Technology Analyst
Manager Manager

Multi-protocol Label
Switching (MPLS)

Network Access
Control (NAC)

Cyber Security
Assessments, reviews,
and analysis

IP Telephony

Unified
Communications
Management Suite

Communications
Infrastructure

Videoconferencing

Voice over IP (VoIP)

Fiber Network Design

American Dynamics

Single Sign-
On Gateway Solution

Storage Area
Network (SAN)

VMware

Java

COBOL

Unix/Linux

Citrix

Adobe LifeCycle

Lotus Notes
Approach

Lotus Notes DB to
SharePoint
conversion

Business Process
Redesign/Re-
Engineering

Project Management

Application Security

Blackberry Enterprise
& Express 5.0.3

MS BizTalk
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VENDOR CONTACT INFORMATION:
Please provide contact information for a representative of vendor’s firm who has sufficient knowledge
of this response to answer questions and provide additional details as needed:

Contact Person Local Telephone Number Toll Free Telephone Number
Fax Number E-mail Address Company Website
Vendor Company Name DUNS #
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Form P-37
Subject:

1.0 AGREEMENT
The State of New Hampshire and the Vendor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 State Agency Name 1.2 State Agency Address

1.3 Vendor Name 1.4 Vendor Address

1.5 Vendor Phone # 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
1.9 Contract(s)ing Officer for State Agency 1.10State Agency Telephone Number

1.11 Vendor Sighature 1.12 Name and Title of Vendor Sighatory

1.13 Acknowledgement: State of , County of

On , before the undersigned officer, personally appeared the person identified in

block 1.12, or satisfactorily proven to be the person whose name is signed in block 1.11, and
acknowledged that s/he executed this document in the capacity indicated in block 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

[Seal]

1.13.2 Name and Title of Notary or Justice of the Peace

1.14 State Agency Sighature 1.15 Name and Title of State Agency Signatory

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.17 Approval by the Attorney General (Form, Substance and Execution)

By: On:

1.18 Approval by the Governor and Executive Council

By: On:

2. EMPLOYMENT OF VENDOR/SERVICES TO BE PERFORMED. The State of New Hampshire, acting through the agency identified in block 1.1
(“State”), engages Vendor identified in block 1.3 (“Vendor”) to perform, and the Vendor shall perform, the work or sale of goods, or both,
identified and more particularly described in the attached EXHIBIT A which is incorporated herein by reference (“Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the contrary, and subject to the approval of the Governor and Executive Council of
the State of New Hampshire, this Agreement, and all obligations of the parties hereunder, shall not become effective until the date the
Governor and Executive Council approve this Agreement (“Effective Date”).
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3.2 If the Vendor commences the Services prior to the Effective Date, all Services performed by the Vendor prior to the Effective Date shall be
performed at the sole risk of the Vendor, and in the event that this Agreement does not become effective, the State shall have no liability to
the Vendor, including without limitation, any obligation to pay the Vendor for any costs incurred or Services performed. Vendor shall complete
all Services by the Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT. Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including, without limitation, the continuance of payments hereunder, are contingent upon the availability and continued
appropriation of funds, and in no event shall the State be liable for any payments hereunder in excess of such available appropriated funds.
In the event of a reduction or termination of appropriated funds, the State shall have the right to withhold payment until such funds become
available, if ever, and shall have the right to terminate this Agreement immediately upon giving the Vendor notice of such termination. The
State shall not be required to transfer funds from any other account to the Account identified in block 1.6 in the event funds in that Account
are reduced or unavailable.

5. CONTRACT(S) PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract(s) price, method of payment, and terms of payment are identified and more particularly described in EXHIBIT B which is
incorporated herein by reference.

5.2 The payment by the State of the contract(s) price shall be the only and the complete reimbursement to the Vendor for all expenses, of
whatever nature incurred by the Vendor in the performance hereof, and shall be the only and the complete compensation to the Vendor for
the Services. The State shall have no liability to the Vendor other than the contract(s) price.

5.3 The State reserves the right to offset from any amounts otherwise payable to the Vendor under this Agreement those liquidated amounts
required or permitted by N.H. RSA 80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the contrary, and notwithstanding unexpected circumstances, in no event shall the
total of all payments authorized, or actually made hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY VENDOR WITH LAWS AND REGULATIONS/ EQUAL EMPLOYMENT OPPORTUNITY.

6.1 In connection with the performance of the Services, the Vendor shall comply with all statutes, laws, regulations, and orders of federal,
state, county or municipal authorities which impose any obligation or duty upon the Vendor, including, but not limited to, civil rights and equal
opportunity laws. In addition, the Vendor shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Vendor shall not discriminate against employees or applicants for employment because of race,
color, religion, creed, age, sex, handicap, sexual orientation, or national origin and will take affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the United States, the Vendor shall comply with all the provisions of Executive Order No.
11246 (“Equal Employment Opportunity”), as supplemented by the regulations of the United States Department of Labor (41 C.F.R. Part 60),
and with any rules, regulations and guidelines as the State of New Hampshire or the United States issue to implement these regulations. The
Vendor further agrees to permit the State or United States access to any of the Vendor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders, and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Vendor shall at its own expense provide all personnel necessary to perform the Services. The Vendor warrants that all personnel
engaged in the Services shall be qualified to perform the Services, and shall be properly licensed and otherwise authorized to do so under all
applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this Agreement, and for a period of six (6) months after the Completion Date in
block 1.7, the Vendor shall not hire, and shall not permit any subvendor or other person, firm or corporation with whom itis engaged in a
combined effort to perform the Services to hire, any person who is a State employee or official, who is materially involved in the procurement,
administration or performance of this Agreement. This provision shall survive termination of this Agreement.

7.3 The Contract(s)ing Officer specified in block 1.9, or his or her successor, shall be the State’s representative. In the event of any dispute
concerning the interpretation of this Agreement, the Contract(s)ing Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the Vendor shall constitute an event of default hereunder (“Event of Default”):

8.1.1 failure to perform the Services satisfactorily or on schedule;

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may take any one, or more, or all, of the following actions:

8.2.1 give the Vendor a written notice specifying the Event of Default and requiring it to be remedied within, in the absence of a greater or
lesser specification of time, thirty (30) days from the date of the notice; and if the Event of Default is not timely remedied, terminate this
Agreement, effective two (2) days after giving the Vendor notice of termination;

8.2.2 give the Vendor a written notice specifying the Event of Default and suspending all payments to be made under this Agreement and
ordering that the portion of the contract(s) price which would otherwise accrue to the Vendor during the period from the date of such notice
until such time as the State determines that the Vendor has cured the Event of Default shall never be paid to the Vendor;

8.2.3 set off against any other obligations the State may owe to the Vendor any damages the State suffers by reason of any Event of Default;
and/or

8.2.4 treat the Agreement as breached and pursue any of its remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/ PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all information and things developed or obtained during the performance of, or
acquired or developed by reason of, this Agreement, including, but not limited to, all studies, reports, files, formulae, surveys, maps, charts,
sound recordings, video recordings, pictorial reproductions, drawings, analyses, graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents, all whether finished or unfinished.

9.2 All data and any property which has been received from the State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned to the State upon demand or upon termination of this Agreement for any
reason.

9.3 Confidentiality of data shall be governed by N.H. RSA chapter 91-A or other existing law. Disclosure of data requires prior written approval
of the State.

10. TERMINATION. In the event of an early termination of this Agreement for any reason other than the completion of the Services, the Vendor
shall deliver to the Contract(s)ing Officer, not later than fifteen (15) days after the date of termination, a report (“Termination Report”)
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describing in detail all Services performed, and the contract(s) price earned, to and including the date of termination. The form, subject
matter, content, and number of copies of the Termination Report shall be identical to those of any Final Report described in the attached
EXHIBIT A.

11. VENDOR’S RELATION TO THE STATE. In the performance of this Agreement the Vendor is in all respects an independent Vendor, and is
neither an agent nor an employee of the State. Neither the Vendor nor any of its officers, employees, agents or members shall have authority
to bind the State or receive any benefits, workers’ compensation or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACT(S)S. The Vendor shall not assign, or otherwise transfer any interest in this Agreement without the
prior written consent of the N.H. Department of Administrative Services. None of the Services shall be subcontract(s)ed by the Vendor without
the prior written consent of the State.

13. INDEMNIFICATION. The Vendor shall defend, indemnify and hold harmless the State, its officers and employees, from and against any and
all losses suffered by the State, its officers and employees, and any and all claims, liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of, based or resulting from, arising out of (or which may be claimed to arise out of)
the acts or omissions of the Vendor. Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby reserved to the State. This covenant in paragraph 13 shall survive the termination of
this Agreement.

14. INSURANCE.

14.1 The Vendor shall, at its sole expense, obtain and maintain in force, and shall require any subvendor or assignee to obtain and maintain in
force, the following insurance:

14.1.1 comprehensive general liability insurance against all claims of bodily injury, death or property damage, in amounts of not less than
$250,000 per claim and $2,000,000 per occurrence; and

14.1.2 fire and extended coverage insurance covering all property subject to subparagraph 9.2 herein, in an amount not less than 80% of the
whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be on policy forms and endorsements approved for use in the State of New
Hampshire by the N.H. Department of Insurance, and issued by insurers licensed in the State of New Hampshire.

14.3 The Vendor shall furnish to the Contract(s)ing Officer identified in block 1.9, or his or her successor, a certificate(s) of insurance for all
insurance required under this Agreement. Vendor shall also furnish to the Contract(s)ing Officer identified in block 1.9, or his or her successor,
certificate(s) of insurance for all renewal(s) of insurance required under this Agreement no later than fifteen (15) days prior to the expiration
date of each of the insurance policies. The certificate(s) of insurance and any renewals thereof shall be attached and are incorporated
herein by reference. Each certificate(s) of insurance shall contain a clause requiring the insurer to endeavor to provide the Contract(s)ing
Officer identified in block 1.9, or his or her successor, no less than ten (10) days prior written notice of cancellation or modification of the policy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Vendor agrees, certifies and warrants that the Vendor is in compliance with or exempt from, the
requirements of N.H. RSA chapter 281-A (“Workers’ Compensation”).

15.2 To the extent the Vendor is subject to the requirements of N.H. RSA chapter 281-A, Vendor shall maintain, and require any subVendor or
assignee to secure and maintain, payment of Workers” Compensation in connection with activities which the person proposes to undertake
pursuant to this Agreement. Vendor shall furnish the Contract(s)ing Officer identified in block 1.9, or his or her successor, proof of Workers’
Compensation in the manner described in N.H. RSA chapter 281-A and any applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be responsible for payment of any Workers” Compensation premiums or for any other
claim or benefit for Vendor, or any subVendor or employee of Vendor, which might arise under applicable State of New Hampshire Workers’
Compensation laws in connection with the performance of the Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to enforce any provisions hereof after any Event of Default shall be deemed a waiver of its
rights with regard to that Event of Default, or any subsequent Event of Default. No express failure to enforce any Event of Default shall be
deemed a waiver of the right of the State to enforce each and all of the provisions hereof upon any further or other Event of Default on the
part of the Vendor.

17. NOTICE. Any notice by a party hereto to the other party shall be deemed to have been duly delivered or given at the time of mailing by
certified mail, postage prepaid, in a United States Post Office addressed to the parties at the addresses given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended, waived or discharged only by an instrument in writing signed by the parties hereto and
only after approval of such amendment, waiver or discharge by the Governor and Executive Council of the State of New Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS. This Agreement shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and inures to the benefit of the parties and their respective successors and assigns. The wording used in this
Agreement is the wording chosen by the parties to express their mutual intent, and no rule of construction shall be applied against or in favor
of any party.

20. THIRD PARTIES. The parties hereto do not intend to benefit any third parties and this Agreement shall not be construed to confer any such
benefit.

21. HEADINGS. The headings throughout the Agreement are for reference purposes only, and the words contained therein shall in no way be
held to explain, modify, amplify or aid in the interpretation, construction or meaning of the provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set forth in the attached EXHIBIT C are incorporated herein by reference.

23. SEVERABILITY. In the event any of the provisions of this Agreement are held by a court of competent jurisdiction to be contrary to any
state or federal law, the remaining provisions of this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be executed in a number of counterparts, each of which shall be deemed an original, constitutes
the entire Agreement and understanding between the parties, and supersedes all prior Agreements and understandings relating hereto.
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Attachment 1

CONTRACT REQUIREMENTS SPECIFIC TO ANY REQUEST FOR QUOTE (RFQ) ISSUED AFTER AWARD OF
CONTRACT

The following Terms and Conditions cover the standards, procedures and requirements that the individual RFQ must
comply with.

1. State of NH Terms and Conditions and Contract Requirements

By submitting a quotation, the Contractor agrees that the State of New Hampshire terms and
conditions, contained in Form P-37 of the master Contract shall form the basis of any Agreement
resulting from this RFQ.

2. Contract Documents and Order of Precedence
The Contract Documents consist of the documents listed below. In the event of conflict or ambiguity
among any of the text of the Contract Documents, the following Order of Precedence shall govern:

e The State of New Hampshire Terms and Conditions, Form P-37-Contract Agreement (Master
Agreement)

e Request for Quotation and Purchase Order.

e RFP 1685-15 Advanced Temporary Technical Services dated November 26, 2014, with any
addenda incorporated; then

e The Contractor RFQ Response.

3. Contractor Responsibilities

The Contractor shall be solely responsible for meeting all requirements and terms and conditions
specified in the Master Contract, this RFQ, the quotation, and any resulting Purchase Order, regardless
of whether or not it proposes to use any Subcontractor.

4. State Contracts
The State of New Hampshire intends to use, wherever possible, existing statewide Software and
hardware contracts to acquire supporting Software and hardware.

5. Contractor Staff
In its quote, the Contractor shall assign and identify Project Staff, in accordance with the requirements
and Deliverables of each RFQ.

The Contractor’s selection of a Project Staff will be subject to the prior approval of the State. The
State’s approval process may include, at the State’s discretion, Reviews of staff resume and
qualifications, and interviews. The Contractor’s Project Staff must be qualified to perform the
obligations required of the position under the SOW.

The Contractor shall not change key Project Staff commitments without prior written approval of the
State. Replacement Project Staff shall have comparable or greater skills with regard to performance of
the Project as the staff being replaced and be subject to the provisions of this RFQ and any resulting
Purchase Order.

The State, at its sole expense, may conduct reference and background checks on the Contractor’s
Project Staff. The State shall maintain the confidentiality of reference and background screening
results. The State reserves the right to reject the Contractor’s Project Staff as a result of such reference
and background checks. The State also reserves the right to make changes to Contractor’s Project
Staff found unacceptable to the State.

Notwithstanding anything to the contrary, the State shall have the option to terminate the Contract, at
its discretion, if it is dissatisfied with the Contractor’s Project Staff.
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6. Work Plan

Contractor shall submit a preliminary Work Plan in its quotation. The Work Plan shall include, without
limitation, a detailed description of the Schedule, tasks, Deliverables, task dependencies, and payment
Schedule.

The Contractor shall update the Work Plan as necessary, but not less than once every week to
accurately reflect the status of the Project. Any revisions to the Work Plan shall require the prior written
approval of the State.

7. Change Orders

The State may make changes or revisions at any time by written Change Order. Within three (3)
business days of a Contractor’s receipt of a Change Order, the Contractor shall advise the State, in
detail, of any impact on cost (e.qg., increase or decrease), the Schedule, or the Work Plan.

A Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to respond to a
Contractor’s requested Change Order within five (5) business days. The State, which includes the
requesting Agency and the Department of Information Technology, must approve all Change Orders in
writing. The State shall be deemed to have rejected the Change Order if the parties are unable to
reach an agreement in writing.

All Change Order requests from a Contractor to the State, and the State’s Acceptance or rejection of
a Contractor’s estimate for a State requested change, will be acknowledged and responded to in
writing. If accepted, the Change Order(s) shall be subject to the Purchase Order amendment process,
as determined by the State.

8. Deliverables

The Contractor shall provide the State with the Deliverables in accordance with the requirements,
terms, and conditions of the Contract. All Deliverables shall fully meet and perform in accordance with
the Specifications of the RFQ and resulting Purchase Order. Upon its submission of a Deliverable, the
Contractor shall warrant that it has performed its obligations under the Contract associated with the
Deliverable. All Deliverables shall be subject to the State’s Acceptance as set forth in Section 3: Testing
and Acceptance and this Section 8.: Deliverables.

Once an individual Deliverable is accepted by the State in writing, all sums due and payable relating
thereto are non-refundable and non-cancelable; however, notwithstanding the foregoing, in the event
the State rejects a deployment of the System, the State shall have the right to pursue all remedies under
the Contract, at law and in equity, including but not limited to, the right to replacement and re-
Implementation costs.

a. Software Deliverables Review
Software Deliverables Review is further described in Section: Testing and Acceptance below.

b. Non-Software Deliverables Review

Prior to the commencement of work on Non-Software Deliverables, the Contractor shall provide
to the State an agenda, template, or draft course curriculum and handout materials (or other
appropriate materials), for Review and prior written approval by the State. The State will Review
and either approve the proposed content for the Non-Software Deliverable or not accept it
and specify what the State requires. The finalized agenda, template, or draft course curriculum
(or other appropriate material), will then be utilized to subsequently Review the Deliverable to
ensure it has met the State’s and Contractor’s expectations and can be accepted or not
accepted based on previously agreed upon criteria.

After receiving written Certification from the Contractor that a Non-Software Deliverable is final,
complete, and ready for Review, the State will Review the Deliverable and the State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable. If the State rejects the
Deliverable, the State will notify the Contractor, in detail, of the nature and class of the
Deficiency and the Contractor must correct the Deficiency within five (5) business days, or
within the period identified in the Work Plan, as applicable.
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Upon receipt of the corrected Deliverable, the State will have five (5) business days to Review
the corrected Deliverable and notify the Contractor of its Acceptance or rejection thereof with
the option to extend the Review Period up to five (5) additional business days. If the Contractor
has failed to correct the Deficiency within the allotted period of time, the State may, at its
option, continue Reviewing the Deliverable and require the Contractor to continue until the
Deficiencies are corrected.

If the Contractor is unable to remedy the Deficiency during the Cure Period, then the State may
declare the Contractor in default, pursuant to Appendix G-4, Section 8, and immediately pursue
its remedies at law and in equity.

c. Written Deliverables Review

Prior to the commencement of work on Written Deliverables, the Contractor shall provide to the
State a Table of Contents, template, draft or sample document for Review and prior written
approval by the State.

The State will Review and either approve the proposed content for the written Deliverable or not
accept it and specify what the State requires. The finalized Table of Contents, template, or a
draft or sample document, will then be utilized to subsequently Review the Deliverable to ensure
it has met the State’s expectations and can be accepted or not accepted based on previously
agreed upon criteria.

After receiving written Certification from the Contractor that a Written Deliverable is final,
complete, and ready for Review, the State will Review the Deliverable and the State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable. If the State rejects the
Deliverable, the State will notify the Contractor, in detail, of the nature and class of the
Deficiency and the Contractor must correct the Deficiency within five (5) business days, or
within the period identified in the Work Plan, as applicable.

Upon receipt of the corrected Deliverable, the State will have five (5) business days to Review
the corrected Deliverable and notify the Contractor of its Acceptance or rejection thereof with
the option to extend the Review Period up to five (5) additional business days. If the Contractor
has failed to correct the Deficiency within the allotted period of time, the State may, at its
option, continue Reviewing the Deliverable and require the Contractor to continue until the
Deficiencies are corrected.

If the Contractor is unable to remedy the Deficiency during the Cure Period, then the State may
declare the Contractor in default, pursuant to Appendix G-4, Section 8, and immediately pursue
its remedies at law and in equity.

9. Warranty
The Contractor shall agree to maintain, repair, and correct Deficiencies in the System Software, including
but not limited to the individual modules or functions, during the Warranty Period at no additional cost to
the State, in accordance with the Specifications and terms and requirements of the Contract, including
without limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or destructive
programming; and replacing incorrect, Defective or Deficient Software and Documentation.

a. System
The Contractor shall warrant that the System must operate to conform to the Specifications, terms,
and requirements of the Contract.

b. Software

The Contractor shall warrant that the Software is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the Specifications.

Software shall be archived and or version controlled through the use of Harvest Software.

c. Non-Infringement

The Contractor shall warrant that it has good title to, or the right to allow the State to use all Services,
equipment, and Software provided under this Contract, and that such Services, equipment, and
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Software (“Material”) do not violate or infringe any patent, trademark, copyright, trade name or other
intellectual property rights or misappropriate a trade secret of any third party.

d. Viruses; Destructive Programming

The Contractor shall warrant that the Software will not contain any viruses, destructive programming,
or mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

e. Compatibility
The Contractor shall warrant that all System components, including any replacement or upgraded

System Software components provided by the Contractor to correct Deficiencies or as an
Enhancement, shall operate with the rest of the System without loss of any functionality.

f. Professional Services

The Contractor shall warrant that all Services provided under the Contract will be provided in a
professional manner in accordance with industry standards and that Services will comply with
performance standards.

g. Warranty Term
The Warranty Period will initially commence upon the State issuance of a Letter of Acceptance for UAT
and will continue for ninety (90) days or as otherwise defined within the separate RFQ.

h. Warranty Services
Warranty Services shall include, without limitation, the following:

e Repair or replace the System Software or any portion thereof so that the System operates in
accordance with the Specifications, terms, and requirements of the Contract;

e The Contractor shall have available to the State on-call telephone assistance, with issue tracking
available to the State during normal business hours, eight (8)hours per day and five (5) days a
week with an email / telephone response within two (2) hours of request, with assistance response
dependent upon issue severity;

e On-site additional Services within four (4) business hours of a request;

e Maintain a record of the activities related to Warranty Repair or maintenance activities performed
for the State and provide reports to the State up request, including:

1) nature of the Deficiency;

2) current status of the Deficiency;

3) action plans, dates, and times;

4) expected and actual completion time;

5) Deficiency resolution information;

6) Resolved by;

7) ldentifying number i.e. work order number;
8) Issue identified by;

e The Contractor must work with the State to identify and troubleshoot potentially large-scale
Software failures or Deficiencies by collecting the following information:

1) mean time between reported Deficiencies with the Software;
2) diagnosis of the root cause of the problem; and
3) identification of repeat calls or repeat Software problems; and

e All Deficiencies found during the Warranty Period and all Deficiencies found with the Warranty
Releases shall be corrected by the Contractor no later than five (5) business days, unless
specifically extended in writing by the State, at no additional cost to the State.

If in the Event of Default, the Contractor fails to correct the Deficiency within the allotted period of
time (see above), the State shall have the right, at its option: 1) declare the Contractor in default,
terminate the Contract, in whole or in part, without penalty or liability to the State; 2) return the
Contractor’s product and receive a refund for all amounts paid to the Contractor within ninety
(90) days of notification to the Contractor of the State’s intent to request a refund; 3) and to
pursue all other remedies available at law or in equity.
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Notwithstanding any provision of the Contract, the State’s option to terminate the Contract and
pursue the remedies above will remain in effect until satisfactory completion of the full Warranty
Period.

10. Travel Expenses
The State will not be responsible for any travel or out of pocket expenses incurred in the performance of
the Services.

The Contractor must assume all travel and related expenses. All labor rates will be “Fully Loaded,”
including, but not limited to: meals, hotel, airffare, car rentals, car mileage, and Out-of-pocket
expenses.

11. Project Workspace and Office Equipment

The State Agency will work with the Contractor to determine the requirements for providing all
necessary workspace and office equipment, including desktop computers for the Contractor’s staff. If
a Contractor has specific requirements, they must be included in the Contractor’s quote.

12. Work Hours

While on Site at the State, contractor personnel shall work Normal Business Hours between 8:00 am and
5:00 pm, eight (8) hour days, forty (40) hour weeks, excluding State of New Hampshire holidays.
Changes to this Schedule may be made upon written agreement with the State Project Manager.

13. Access/Cooperation

As applicable, and subject to the applicable laws and regulations, the State will provide the Contractor
with reasonable access to all program files, libraries, personal computer-based systems, Software
packages, network systems, security systems, and hardware necessary to perform the Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Contractor to perform its obligations under the Contract.

14. State-Owned Documents and Data

The Contractor shall provide the State access to all State-owned Documents and Data, materials,
reports, and other work in progress relating to the RFQ and the Contract. Upon expiration or
termination of the Contract with the State, the Contractor shall turn over all State-owned Documents
and Data, material, reports, and work in progress relating to this RFQ and the Contract to the State at
no additional cost to the State. Documents must be provided in both printed and electronic format.

15. Intellectual Property

The State shall hold all ownership, title, and rights to the work product developed in connection with
performance of obligations under the Contract, or modifications to the Software, and associated
Documentation including any and all performance enhancing operational plans and Contractors’
special utilities. The State shall have the sole right to produce, publish, or otherwise use such Software,
modifications, and Documentation developed under the Contract and to authorize others to do so.

In no event shall the Contractor be precluded from developing for itself, or for others, materials that are
competitive with, or similar to the work product, modifications developed in connection with
performance of obligations under the Contract. In addition, the Contractor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques that
are acquired or used in the course of its performance under this Agreement.

16. IT Required Work Procedures
All work done must conform to standards and procedures established by the Department of
Information Technology and the State.

17. Computer Use

In consideration for receiving access to and use of the computer facilities, network, licensed or
developed software, software maintained or operated by any of the State entities, systems, equipment,
Documentation, information, reports, or Data of any kind (hereinafter “Information”), Contractor
understands and agrees to the following rules:
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Every Authorized User has the responsibility to assure the protection of information from unauthorized
access, misuse, theft, damage, destruction, modification, or disclosure.

That information shall be used solely for conducting official State business, and all other use or access is
strictly forbidden including, but not limited to, personal, or other private and non-State use and that at
no time shall Contractor access or attempt to access any information without having the express
authority to do so.

That at no time shall Contractor access or attempt to access any information in a manner inconsistent
with the approved policies, procedures, and /or Agreements relating to system entry/access.

That all software licensed, developed, or being evaluated by the State cannot be copied, shared,
distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at all times Contractor
must use utmost care to protect and keep such software strictly confidential in accordance with the
license or any other Agreement executed by the State. Only equipment or software owned, licensed,
or being evaluated by the State, can be used by the Contractor. Personal software (including but not
limited to palmtop sync software) shall not be installed on any equipment.

That if the Contractor is found to be in violation of any of the above-stated rules, the Contractor may
face removal from the State Contract, and/or criminal or civil prosecution, if the act constitutes a
violation of law.

18. Email Use

Mail and other electronic communication messaging systems are State of New Hampshire property
and are to be used for business purposes only. Email is defined as “internal email systems” or “State-
funded email systems”. Contractors understand and agree that use of email shall follow State standard
policy (available upon request).

19. Internet/Intranet Use
The Internet/Intranet is to be used for access to and distribution of information in direct support of the
business of the State of New Hampshire according to State standard policy (available upon request).

20. Regulatory/Governmental Approvals
Any Contract awarded by the State shall be contingent upon the Contractor obtaining all necessary
and applicable regulatory or other governmental approvals.

21. Force Majeure

Neither Contractor nor the State shall be responsible for delays or failures in performance resulting from
events beyond the control of such party and without fault or negligence of such party. Such events
shall include, but not be limited to, acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts
of Government, fire, power failures, nuclear accidents, earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include Contractor’s inability to
hire or provide personnel needed for the Contractor’s performance under the Contract.

22. Non-Collusion

The Contractor’s signature on a Quote submitted in response to this RFQ guarantees that the prices,
terms and conditions, and Services quoted have been established without collusion with other
Contractors and without effort to preclude the State from obtaining the best possible competitive
quote.

23. Validity of Quote
Quotes must be valid for one hundred and eighty (180) days following the deadline established in the

RFQ.

24. Property of the State

All material received in response to the RFQ shall become the property of the State and will not be
returned to the Contractor. Regardless of the Contractor selected, the State reserves the right to use
any information presented in a quote.

25. Public Disclosure
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Subject to applicable law or regulations, the content of each Contractor’s Quote shall become public
information upon the Effective Date of any resulting Contract.

DEFINITIONS

The following general contracting definitions apply except as specifically noted elsewhere in this document.
Additional terms may be added as they apply to individual tasks.

Acceptance Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Period The timeframe during which the Acceptance Test is
performed

Acceptance Test Plan The Acceptance Test Plan provided by the

Contractor and agreed to by the State that
describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Tests performed to determine that no Defects exist in
Review the application Software or the System

Agreement A Contract duly executed and legally binding.
Certification The Contractor’s written declaration with full

supporting and written Documentation (including
without limitation test results as applicable) that the
Contractor has completed development of the
Deliverable and certified its readiness for applicable
Acceptance Testing or Review.

Change Control Formal process for initiating changes to the proposed
solution or procesOs once development has begun.

Change Order Formal documentation prepared for a proposed
change in the Specifications.

Confidential Information required to be kept Confidential from

Information unauthorized disclosure under the Contract

Contract This Agreement between the State of New Hampshire

and a Contractor, which creates binding obligations
for each party to perform as specified in the
Contract Documents.

Contractor The selected company, responsible for performing
the services of this Contract.
Cure Period The thirty (30) day period following written notification

of a default within which a Contractor must cure the
default identified.

Custom Code Code developed by the Contractor specifically for
this Project for the State of New Hampshire

Custom Software Software developed by the Contractor specifically
for this Project for the State of New Hampshire

Data State’s records, files, forms, Data and other

documents or information, in either electronic or
paper form, that wil be used /converted by the
Contractor during the Contract Term

Deficiencies/Defects A failure, Deficiency or Defect in a Deliverable
resulting in a Deliverable, the Software, or the System,
not conforming to its Specifications.

Class A Deficiency - Software - Critical, does not
allow System to operate, no work around, demands
immediate action; Written Documentation - missing
significant portions of information or unintelligible to
State; Non Software - Services were inadequate and
require re-performance of the Service.

Class B Deficiency - Software - important, does not
stop operation and/or there is a work around and
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user can perform tasks; Written Documentation -
portions of information are missing but not enough to
make the document unintelligible; Non Software -
Services were deficient, require reworking, but do not
require re-performance of the Service.

Class C Deficiency - Software - minimal, cosmetic in
nature, minimal effect on System, low priority and/or
user can use System; Written Documentation -
minimal changes required and of minor editing
nature; Non Software - Services require only minor
reworking and do not require re-performance of the
Service.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other),
provided by the Contractor to the State or under the
terms of a Contract requirement.

Department of
Information
Technology (DolT)

The Department of Information Technology
established under RSA 21-R by the Legislature
effective September 5, 2008.

Firm Fixed Price
Contract

A Firm-Fixed-Price Contract provides a price that is not
subject to increase, i.e., adjustment on the basis of the
Contractor’s cost experience in performing the
Contract

Fully Loaded

Rates are inclusive of all allowable expenses,
including, but not limited to: meals, hotel/housing,
airfare, car rentals, car mileage, and out of pocket
expenses

Information
Technology (IT)

Refers to the tools and processes used for the
gathering, storing, manipulating, transmitting, sharing,
and sensing of information including, but not limited
to, Data processing, computing, information systems,
telecommunications, and various audio and video
technologies.

Non-Software
Deliverables

Deliverables that are not Software Deliverables or
Written Deliverables, e.g., meetings, help support,
services, other

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New
Hampshire holidays. State holidays are: New Year’s
Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4t Labor Day, Veterans Day, Thanksgiving
Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed
(NTP)

The State Contract Manager’s written direction to the
Contractor to begin work on the Contract on a given
date and time

Order of Precedence

The order in which Contract/Documents control in the
event of a conflict or ambiguity. A term or condition in
a document controls over a conflicting or ambiguous
term or condition in a document that is lower in the
Order of Precedence

Project

The planned undertaking regarding the entire subject
matter of an RFQ and Contract and the activities of
the parties related hereto.

Project Staff

State personnel assigned to work with the Contractor
on the project

Quote

The submission from a Contractor in response to the
Request for Quote, which includes the statement of
work (SOW).
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Review

The process of Reviewing Deliverables for
Acceptance

Review Period

The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business
days.

RFQ (Request for

A Request For Quotation issued to Contractors after

Quotation) the award of this RFP.

Schedule The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract

Services The work or labor to be performed by the Contractor
on the Project as described in the Contract.

Software All custom Software provided by the Contractor under

the Contract

Software Deliverables

Software and Enhancements

Specifications

The wiritten Specifications that set forth the
requirements which include, without limitation, this
RFQ, the quote, the Contract, any performance
standards, Documentation, applicable State and
federal policies, laws and regulations, State technical
standards, subsequent State-approved Deliverables,
and other Specifications and requirements described
in the Contract Documents. The Specifications are, by
this reference, made a part of the Contract as though
completely set forth herein.

State

STATE is defined as:

State of New Hampshire

<Department >

<Address>

<City, State, Zip>

Reference to the term “State” shall include applicable
agencies

Statement of Work
(SOW)

A Statement of Work clearly defines the basic
requirements and objectives of a Project. The
Statement of Work also defines a high level view of the
architecture, performance and design requirements,
the roles and responsibilities of the State and the
Contractor. The SOW defines the results that the
Contractor remains responsible and accountable for
achieving.

State Data

Any information contained within State systems in
electronic or paper format.

Subcontractor

A person, partnership, or company not in the
employment of, or owned by, the Contractor, which is
performing Services under this Contract under a
separate Contract with or on behalf of the Contractor

Test Plan

A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of
the Project. It may consist of a timeline, a series of tests
and test data, test scripts and reports for the test results
as well as a tracking mechanism.

Term

Period of the Contract from the Effective Date through
the latest end of Contract

UAT

User Acceptance Test

Unit Test

Developers create their own test Data and test
scenarios to verify the code they have created or
changed functions properly as defined.

User Acceptance

Tests done by knowledgeable business users who are
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Testing

familiar with the scope of the Project. They
create/develop test cases to confirm the System was
developed according to specific user requirements.
The test cases and scripts/scenarios should be
mapped to business requirements outlined in the user
requirements documents.

Contractor/Contractor

The contracted individual, firm, or company that will
perform the duties and Specifications of the Contract.

Verification

Supports the confirmation of authority to enter a
computer system, application or network

Work Hours

Contractor personnel shall work Normal Business Hours
between 8:00 am and 5:00 pm EST, eight (8) hour days,
Monday - Friday, forty (40) hour weeks, excluding
State of New Hampshire holidays. Changes to this
Schedule may be made upon Agreement with the
State Project Manager. However, the State requires an
unpaid lunch break of at least thirty (30) minutes be
taken after five (5) consecutive hours of work.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and
delineation of tasks, activities and events to be
performed and Deliverables to be produced under
the Project as specified in Appendix C. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables

Non-Software written Deliverable Documentation
(letter, report, manual, book, other) provided by the
Contractor either in paper or electronic format.

Testing and Acceptance

All testing and Acceptance addressed herein shall apply to testing the System.
planning, test scenario development, Data, and System preparation for testing, and execution of unit
testing, System integration testing, conversion/migration testing, installation testing, performance and
stress testing, Security Review and testing, and support of the State during User Acceptance Testing

(UAT).

a. Software - Testing and Acceptance

This shall include

The State requires that an integrated and coherent approach to complete System testing,
Security Review and Testing, Deficiency correction, and Acceptance Testing be provided.

The use of a Contractor’s proprietary deployment methodology could provide cost and
productivity efficiencies that the State may consider. This is contingent upon the Contractor
meeting the requirements outlined in this RFQ. The Contractor will play a major role in the testing
of the Software and the System and will be fully responsible for all aspects of the testing and
preparing all documents required for testing and testing coordination activity.

All testing and Acceptance addressed herein shall apply to testing the System as a whole and
its discrete parts (e.g., Software modules, functions, elements, and deployments).

In its quote, the Contractor must include its proposed Test Plan and testing methodology and
any scheduling assumptions used regarding the State resource efforts during testing. After
Contract award, the Contractor may be required to customize its proposed test plan
methodology to reflect the needs of the Project and include the details of its Test Plan
methodology in the detailed Work Plan (the first Project Deliverable). A separate test plan and
set of test materials will be prepared for each deployment (which will cover functions or
modules to be tested in that deployment). During each stage of testing, the Contractor shall
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ensure that the Work Plan and test plan fully outline, at a minimum, the State’s and Contractor’s
activities, roles, timelines, and dependencies.

In addition, the Contractor will provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified during
test execution. The Contractor will also provide training as necessary to the State staff
responsible for test activities.

b. Time Period for Testing

Prior to the User Acceptance Testing (UAT) start, the State may provide support to the
Contractor to test the System. However, the Contractor will be responsible for performing testing
prior to involving State resources to ensure efficient use of State time and effort. User
Acceptance Testing (UAT) will commence after the Contractor, in partnership with the State
Project Manager, provides Certification that: the UAT environment (servers, all applications, and
data) has been properly configured for testing; State users to be involved in the testing have
been properly prepared to perform their duties as testers; and pre-requisite testing has been
executed successfully as outlined in the test plan and test scripts/scenarios.

The Contractor will be responsible for defining adequate timeframes for State and Contractor
staff to properly test the Software and the System. The functionality will have widespread
impact on the State and will need to be tested thoroughly from a functional and process
perspective.

It is crucial that State testing activities (and any training activities required as pre-requisites to
testing) not be abbreviated in order to meet Project Implementation Schedules. The Contractor
cannot “over allocate” State staff beyond their availability; see Appendix A for detailed State
resource breakout. The State requires that the testing activities be represented in both terms of
resource effort (how many resources would be required and how many days per week) and
duration (the overall timeframe for each testing period).

Contractors are required to explain how the State resource testing efforts outlined above are
consistent with the Work Plan and the parameters of Appendix A.

c. Contractor Testing Responsibilities
The following represent the Contractor’s testing responsibilities for the Project:
e The Contractor will be responsible for the full suite of test planning, preparation and
execution (other than UAT) throughout the Project .

e Coordinate all testing activity, including User Acceptance Testing (UAT), bug tracking,
and resolution coordination.

e Provide the State with a test plan Deliverable that includes identification, preparation,
and Documentation of testing roles (State and Contractor), planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test scripts, test
data, test phases, unit/integration tests, expected results, and a bug tracking and a
process flow that outlines how the tracking will be used and how test environment
change management will be handled. A separate test plan and associated testing
materials will be provided for each deployment. The Test Plan must be kept up-to-date
with the timeframes outlined in the Contractor’s Work Plan.

e Prepare an appropriate number of test scripts to adequately test all requirements that
may be used by the State during defined testing timeframes as outlined in the test plan
and the Work Plan.

e Perform regression testing on components to verify that modifications have not caused
adverse effects, to reduce State employee re-testing time, and to ensure that the
Software and the System meet the specified requirements.

e The Contractor will be responsible for defining criteria in the test plan, which define when
regression testing will occur and what steps it will take to ensure that modifications do
not indirectly impact other areas of previously approved functionality.
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e Prepare all Software development, configuration, and testing environments.
e Provide support for the State in setting up the production environment.

e Provide the State with a testing environment independent from the Contractor’s
development environment.

e Provide testing support for the State during UAT, which includes: helping users with
process flow clarifications, logging and monitoring issues, reporting on testing status, and
analysis.

e Correct Deficiencies in the Software and the System throughout all testing efforts until
the end of the Warranty Period,
) Perform unit, integration, and associated performance tests prior to full-scale
State resource Acceptance Testing. This includes testing of all interfaces and
conversions. The Contractor wil be required to perform the following related
to Performance:
1) Provide sub-second response time on all transactions at the server level;
2) Provide efficient and optimized interfaces that will at a minimum, run within existing
operational interface window timeframes;
3) Provide a reporting environment that will not impact transactional or nightly
processing to an extent that operational windows cannot be maintained; and
4) Provide efficient design for load balancing and communications on Custom Code
modules and configured components. The design must ensure that excessive and
unnecessary communications traffic will not be produced that could impair the
performance of the State’s server and/or network environment.

= The Contractor’s Project Manager will provide written Certification that the Contractor
has adequately tested the System prior to State staff performing User Acceptance
Testing.

State Testing Responsibilities
The following represents the State’s testing responsibilities for the Project :

a. Review the Contractor’s test plan. The State may choose to accept or not accept this Plan
based upon agreed upon Acceptance criteria for this Deliverable.

b. Ensure that the Hardware and operating software required for development and testing are
installed per the Original Equipment Manufacturer (OEM) Specifications. The State will work
with the Contractor to Review and finalize these Specifications.

c. Provide coordination and Review support for the Contractor for testing activity prior to and
during User Acceptance Testing.

d. Review and follow an Acceptance/non-Acceptance process on the results of the
Contractor’s regression, and integration tests.

e. Extract necessary test Data from the State’s legacy systems for the Contractor.

—h

Review and follow an Acceptance/non-Acceptance process on the design and
Specifications of the Interfaces and Conversions created by the Contractor.

g. Provide support for the Contractor for development, integration, and associated
performance testing.

>

. Provide User Acceptance Testing resources that will execute test scripts for modules provided
by the Contractor and/or additional scripts developed by the State.

i. Follow an Acceptance/non-Acceptance process to accept or reject UAT testing results.
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Test Planning and Preparation

The Test Plan will guide all testing. The Contractor provided, State approved, Test Plan will
include, at a minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test scripts, test Data,
test phases, unit tests, expected results, and a tracking method for reporting actual versus
expected results as well as all errors and problems identified during test execution.

Since it is crucial that client training and testing activities not be abbreviated in order to meet
Project Implementation Schedules, the State requires that the testing activities be represented in
both terms of effort and duration. The Contractor must disclose in their Quote the scheduling
assumptions they have used in regards to the client resource efforts required during testing.

State testing will commence upon the Contractor’s Project Manager’s Certification, in writing,
that the Contractor’s own staff has successfully executed all prerequisite Contractor testing,
along with reporting the actual testing results, prior to the start of any testing executed by State
staff.

The State will commence its testing within five (5) business days of receiving Certification from
the Contractor that the State’s personnel have been trained and the System is installed,
configured, complete, and ready for State testing. The testing will be conducted by the State in
an environment independent from the Contractor’s development environment. The Contractor
must assist the State with testing in accordance with the Test Plan and the Project Work Plan,
utilizing test and live Data to validate reports, and conduct stress and performance testing, at
no additional cost.

Testing

Testing begins upon completion of the Software configuration, and user training as required
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the
State. Test process may be modified according to the Statement of Work

Contractor must demonstrate that their testing methodology can be integrated with the State
standard methodology. Testing may include some or all of the following testing categories
according the needs of each RFQ

Unit Testing Application components are tested on an individual basis to verify that

the inputs, outputs, and processing logic of each application component
functions without errors. Unit Testing is performed in either the
development environment or a testing environment.

The goal is to find errors in the smallest unit of Software. If successful,
subsequent integration testing should only reveal errors related to the
integration between application components.

System a.) Validates the integration between the individual unit application
Integration components and verifies that the new System meets defined requirements
Testing and supports execution of interfaces and business processes. The Systems

Integration Test is performed in a test environment.

b.) Emphasizes end-to-end business processes, and the flow of information
across applications It includes all key business processes and interfaces’
being implemented, confirms Data transfers with external parties, and
includes the transmission or printing of all electronic and paper documents.

c.) The State will conduct System Integration Testing, utilizing scripts
developed, as identified in the Test Plan, to validate the functionality of the
System and its interfaces. The State will also use System Integration Testing
to validate modifications, fixes and other System interactions with the
Contractor supplied Software Solution.

Conversion The Conversion/Migration Validation Testing should replicate the entire
/Migration flow of the converted Data through the Software Solution. As the Software
Validation Solution is interfaced to legacy or third-party applications, the testing
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Testing verifies that the resulting converted legacy Data performs correctly.
Application components are installed in the System test environment to
Installation test the installation routines and are refined for the eventual production
Testing environment. This activity serves as a dry run of the installation steps in
preparation for configuring the production System.
User The User Acceptance Test (UAT) is a verification process performed in a
Acceptance | copy of the production environment. The User Acceptance Test verifies

Testing (UAT)

System functionality against predefined Acceptance criteria that support
the successful execution of approved business processes.

a.) The Contractor’s Project Manager must certify in writing, that the
Contractor’s own staff has successfully executed all prerequisite
Contractor testing, along with reporting the actual testing results prior to
the start of any testing executed by State staff.

b.) The State will be presented with a State approved Test Plan, test
scenarios, test cases, test scripts, test data, and expected results, as well as
written Certification of the Contractor’s having completed the prerequisite
tests, prior to the State staff involvement in any testing activities

c.) UAT will also serve as a performance and stress test of the System. It
may cover any aspect of the new System, including administrative
procedures such as backup and recovery. The results of the UAT provide
evidence that the new System meets the User Acceptance criteria as
defined in the Work Plan.

d.) Upon successful conclusion of UAT and successful System
deployment, the State will issue a letter of UAT Acceptance and the
respective Warranty Period shall commence as described in Section 6.11.1:
Warranty Period.

Performance
Tuning and
Stress Testing

Contractor shall develop and document hardware and software
configuration and tuning of the software infrastructure as well as assist and
direct the State’s System Administrators and Database Administrators in
configuring and tuning the infrastructure to support the software
throughout the Project

Performance Tuning and Stress Testing

Scope

The scope of performance testing shall measure the system level metrics
critical for the development of the applications infrastructure and
operation of the applications in the production environment. It will
include the measurement of response rates of the application for end-
user transactions and resource utilization (of various servers and network)
under various load conditions. These response rates shall become the
basis for changes and retesting until optimum system performance is
achieved.

The application transactions shall be identified with specific roles and
selected transactions shall be recorded for the performance
measurements. These will be compared to baselines to determine if
object and/or system performance increases as changes are made.

Performance testing shall consider the full scope of the application
infrastructure with emphasis on the most heavily used or shared
transactions. Performance testing of the application will profile the
identified user transactions and assist in the identifying performance
gaps to improve the most critical parts of the applications.

Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to
provide the best results.
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Contractor must lead this effort. Responsibilities include identifying
appropriate tunable parameters and their default and recommended
settings, developing scripts which accurately reflect business load and
coordinating reporting of results.

Test types
Performance testing shall use two different types of tests to determine

the stability of the application. They are baseline tests and load tests

Baseline Tests: Baseline tests shall collect performance Data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and
other user-based metrics. Usually each business transaction is executed
multiple times during a single test run to obtain an average for the user-
based metrics required for the performance testing evaluations. It must
be noted that changes made to the code after baseline testing is
completed will skew the results collected to date. All effort will be made
to provide a code test base that is tested in the environment for
problems prior to the establishment of the baseline which are used in
future testing and tuning efforts. Any changes introduced into the
environment after performance testing has started can compromise the
accuracy of the results and will force a decision to be made whether
baseline results need to be recreated.

Load Tests: Load testing will determine if the behavior of a system can be
sustained over a long period of time while running under expected
conditions. Load tests help to verify the ability of the application
environment under different load conditions based on work load
distribution.  System response time and utilization is measured and
recorded.

Tuning

Tuning will occur during both the development of the application and
load testing. Tuning is the process whereby the application performance
is maximized. This can be the result of making code more efficient during
development as well as making tuning parameter changes to the
environment.

For infrastructure tuning, parameters will be identified for all components
prior to undertaking the load testing efforts. This should include a list of
the variables, their definitions, the default settings, range of acceptable
settings and the settings as testing begins. This will permit the team to
identify the areas of most potential gain and a starting point. Tuning is a
process which is repeated until the team feels that the systems are
running at or near optimum performance.

Implementing Performance and Stress Test

Performance and Stress test Tools must be provided by the Contractor for
this effort. Consideration must be given to licensing with respect to
continued use for regression testing. If the Contractor is familiar with
open source low/no cost tools for this purpose those tools should be
identified in your response.

Scheduling Performance and Stress Testing

Contractor shall perform test planning. The steps for planning include
identification of application functionality as well as what percentage of
normal daily use is represented by each function. This information will
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become the foundation for scripting so that tests closely represent what
loads in production will look like.

Contractor shall provide definition and expectations from testing. This
definition should include who is in charge of testing and coordinating
results, anticipated run times, logs required for tracking, their locations
and which technician is responsible to track and provide them following
each test to the team.

Initial test runs shall be completed to establish that the tests and Data
sets can be run to completion without errors. The ratio of types of
transactions which makeup the test shall be Reviewed prior to the
beginning of testing and then again once testing has begun to make
sure that testing accurately reflects the system performing in
production.

Initial tests shall be used to establish a baseline from which all subsequent
tests will be compared. Tests will be considered for baseline status once
two of them have been run within 2% of each other in key and overall
performance areas. No changes to the test scripts or Data sets (with the
exception of restores after each test) can be done to the test
environment once tuning has begun so as to not damage the
comparison to baseline results. The systems must be restarted prior to
each test run to assure all cache is cleaned out. All effort will be made
to run these tests at a time when system and network infrastructure
utilization doesn’t impact the results. Tests will be run in close proximity to
our infrastructure so as to eliminate the public network from our
environment.

Post-test reporting and result assessment will be Scheduled following
each test. The team will compare these results to the baseline and a
determination must be made to make additional changes to the
parameter being tuned or return to the prior configuration and select
another parameter to tune while keeping in mind that significant
changes to any one parameter may require the retesting of some others.
Careful work on identifying dependencies up front should minimize this
impact.

If Defects are identified in the application during testing they will be
recorded; however, changes to the application code should be
avoided if possible so as not to affect baseline comparisons. If a change
to the application is required new baselines will be established (and
possibly the execution of prior tests to validate changes with the new
application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the
ability of the interface to respond to user input.

During stress/load testing the tester will attempt to stress or load an
aspect of the system to the point of failure. The goal being to determine
weak points in the system architecture. The tester will identify peak load
conditions at which the program will fail to handle required processing
loads within required time spans.

During Performance testing the tester will design test case scenarios to
determine if the system meets the stated performance criteria (i.e. A
Login request shall be responded to in 1 second or less under a typical
daily load of 1000 requests per minute.). In both cases the tester will
determine the capacity of the system under a known set of conditions.

Regression

As a result, of the user testing activities, problems will be identified
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Testing

that require correction. The State will notify the Contractor of the nature of
the testing failures in writing. The Contractor will be required to perform
additional testing activities in response to State and/or user problems
identified from the testing results.

Regression testing means selective re-testing to detect faults
introduced during the modification effort, both to verify that the
modifications have not caused unintended adverse effects, and to verify
that the modified and related (possibly affected) System components still
meet their specified requirements.

a.) For each minor failure of an Acceptance Test, the Acceptance Period
shall be extended by corresponding time defined in the Test Plan.

b.) The Contractor shall notify the State no later than <five (5) business
days> from the Contractor’s receipt of written notice of the test failure
when the Contractor expects the corrections to be completed and ready
for retesting by the State. The Contractor will have up to five (5) business
days to make corrections to the problem unless specifically extended in
writing by the State.

c.) When a programming change is made in response to a problem
identified during user testing, a regression Test Plan should be developed
by the Contractor based on the understanding of the program and the
change being made to the program. The Test Plan has two objectives:
8. validate that the change/update has been properly
incorporated into the program; and
9. validate that there has been no unintended change to the
other portions of the program.

d.) The Contractor will be expected to:

1. Create a set of test conditions, test cases, and test Data that
will validate that the change has been incorporated
correctly;

2. Create a set of test conditions, test cases, and test Data that
will validate that the unchanged portions of the program
still operate correctly; and

3. Manage the entire cyclic process.

e.) The Contractor will be expected to execute the regression test, provide
actual testing results, and certify its completion in writing to the State prior
to passing the modified Software application to the users for retesting.

In designing and conducting such regression testing, the Contractor will be
required to assess the risks inherent to the modification being implemented
and weigh those risks against the time and effort required for conducting
the regression tests. In other words, the Contractor will be expected to
design and conduct regression tests that will identify any unintended
consequences of the modification while taking into account Schedule
and economic considerations.

In their quotes Contractors must acknowledge their responsibilities for
regression testing as described in this section.

Security
Review and
Testing

IT Security involves all functions pertaining to the securing of State
Data and Systems through the creation and definition of security policies,
procedures and controls covering such areas as identification,
authentication and non-repudiation.

All components of the Software shall be Reviewed and tested to
ensure they protect the State’s hardware and software and its related
Data assets.

| Service | Defines the set of capabilities |
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Component that:

Identification and Supports obtaining information about

Authentication those parties attempting to log onto a
system or application for security
purposes and the validation of users

Access Control Supports the management of permissions
for logging onto a computer or network

Encryption Supports the encoding of Data for
security purposes

Intrusion Supports the detection of ilegal entrance

Detection into a computer system

Verification Supports the confirmation of authority to
enter a computer system, application or
network

Digital Signature Guarantees the unaltered State of a file

User Supports the administration of computer,

Management application and network accounts within
an organization.

Role/Privilege Supports the granting of abilities to users

Management or groups of users of a computer,
application or network

Audit Trall Supports the identification and

Capture and monitoring of activities within an

Analysis application or system

Input Validation Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of
files and/or directories on the server.

In their quote, the Contractors must acknowledge their responsibilities
for security testing. Tests shall focus on the technical, administrative and
physical security controls that have been designed into the System
architecture in order to provide the necessary confidentiality, integrity and
availability. Tests shal, at a minimum, cover each of the service
components. Test procedures may include 3@ party Penetration Tests (pen
test) or code analysis and Review.

Prior to the System being moved into production, the Contractor shall
provide results of all security testing to the Department of Information
Technology for Review and Acceptance. All Software and hardware shall
be free of malicious code (malware).

Remedies

If the Contractor is not able to make the corrections within the time allotted by the State, or the
entire integrated System fails the Acceptance Test or if completed tuning leaves the State of
New Hampshire with longer than required response times, the State may declare the Contractor
in default and, at its option: 1) terminate the Contract, in whole or in part, by providing written
notice to the Contractor, without penalty or obligation to the State and deem the Contractor in
default; 2) return the Contractor’s product provided under the Contract and receive a refund
of all amounts paid; 3) and pursue its remedies available at law or in equity.

Notwithstanding any provision of the Contract, the State’s option to terminate the Contract and
pursue the remedies above will remain in effect until the Contractor completes the Contract to
the satisfaction of the State.

System Acceptance
Upon completion of the Warranty Period, the State will issue a Letter of Final System
Acceptance.
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Failure of Test; Retesting
For each failure of Acceptance Tests, the State will notify the Contractor, in writing, in what
respects the testing failed.

The Contractor shall notify the State no later than five (5) business days from the Contractor’s
receipt of written notice of the test failure, when the Contractor expects the corrections to be
completed and ready for retesting by the State. The Contractor will have up to fifteen (15)
business days to make corrections to the problem unless specifically extended in writing by the
State.

If a Class A or B Deficiency is identified, and the System becomes unusable in whole or in part,
then the test period for that function or module may start over, at the sole discretion of the
State. If a Deficiency occurs that the Contractor cannot resolve then the State will notify the
Contractor in writing and give the Contractor a thirty (30) day Cure Period as outlined in the
Warranty Section of this RFQ to remedy the issue to the State’s satisfaction per the requirements
of the RFQ. If the Contractor is unable to remedy the Deficiency during the Cure Period, then
the State may declare the Contractor in default, pursuant to Appendix G-4, Section 8, and
immediately pursue its remedies at law and in equity.
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