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FORM NUMBER P-37 ( version 1/09)

Subject: CATEGORY 2 - NETWORK & APPLICATION PENETRATION TESTING SERVICES

AGREEMENT
The State of New Hampshire and the Coniractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

[ Ty —— _ | = Sioié”';‘;&é'l*uc:y P R
| State of New Hampshire 25 Capitol Street, Room 102
Administrative Services Concorg, NH 03301
1.3 Contractor Name 1.4 Contractor Address
Enterprise Risk Management, Inc. DBA EMRisk 800 S. Douglas Road, #940N, Coral Gables, FL
B B — 33 l 34 e e AL ARt e
1.5 Contractor 1.6 Account Number | 1.7 Complefion Date 1.8 Price Limitation
Phone Number :
305 447-6750 . |Jonuory31.2017 | $360.00000 |
1.9 Coniracting Officer for State Agency 1.10State Agency Telephone Number
Robert Lawson, Purchasing Agent 603-271-3147 ‘
1.11 Coniractor Signature 1.12 Name and Title of Contractor Signatory |
" r A -~ s P . 3 |
Lttt Mo Sl )1 Gozez | flesden
1.13 Acknowledgement: Stdte of Al . Counly of KL,L\LC}@_
Oon ‘5’2% # -DG" 3 pefore the undersigned officer, personally appeared the person

identified in block 1.12, or satisfactorily proven to be the person whose name is signed in block ,
1.11. and acknowledged that s/he executed this document in the capacity indicated in block
1.12.

1.13.1 Signature of Notary Public or Justice o1 &%e“ Peace

B AGA % 3 HUNTLEY MADDREY
[seal] N A, y /Z = 'E)ﬁ’?

gt i i % MY COMMISSION # EEB78525
1132 Name and Title of Notary or Justice of the Peate o s
F

Luonaeows __ ronaanouryservies com
3 Aty Moy

""""""" 1.15 Name and Title of State Agency
Signaiory

s

i 116 Approval by the N.H. Department of Administration, Division of Personnel (if applicable] |

i

Linda M. Hodgdon, Commissioner

By: Director, On:

1.17 Approval by the Aitor'nepy General {Form, Subs!d:—%d"émdh"ci Exeéuﬂon}
| By: on:

|
1.18 Approval by the Governor and Executive Council

. By: Oon:
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STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 — Network Application Penetration Testing Services

2. EMPLOYMENT OF CONTRACTOR/SERVICES TO BE PERFORMED. The State of New Hampshire,
acting through the agency identified in block 1.1 {“State"). engages contractor identified in
block 1.3 (“*Contractor”) to perform, and the Contractor shall perform, the work or sale of goods,
or both, identified and more particularly described in the attached EXHIBIT A which is
incorporated herein by reference ("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the contrary. and subject to the approval
of the Governor and Executive Council of the State of New Hampshire, this Agreement, and all
obligations of the parties hereunder, shall not become effective until the date the Governor and
Executive Council approve this Agreement ("Effective Date"}.

3.2 If the Contractor commences the Services prior to the Effective Date, all Services performed
by the Contractor prior to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become effective, the State shall
have no liability to the Confractor, including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed. Contractor must complete all Services
by the Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT. Notwithstanding any provision of this Agreement to
the contrary. all obligations of the State hereunder, including, without limitation, the
continuance of payments hereunder, are contingent upon the availability and continued
appropriation of funds, andin no event shall the State be liable for any payments hereunder in
excess of such available appropriated funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold payment until such funds become
available, if ever, and shall have the right to terminate this Agreement immediately upon giving
the Contractor nofice of such termination. The State shall not be required to transfer funds from
any other account to the Account identified in block 1.6 in the event funds in that Account are
reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, method of payment, and terms of payment are identified and more
particularly described in EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the only and the complete
reimbursement to the Contractor for all expenses, of whatever nature incurred by the
Coniractor in the performance hereof, and shall be the only and the complete compensation
to the Contractor for the Services. The State shall have no liability to the Contractor other than
the contract price.

5.3 The State reserves the right to offset from any amounts otherwise payable to the Contractor
under this Agreement those liquidated amounts required or permitted by N.H. RSA 80:7 through
RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments authorized. or actually
made hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the Contractor shall comply with all
statutes, laws, regulations, and orders of federal, state, county or municipal authorities which
impose any obligation or duty upon the Confractor, including. but not limited fo, civil rights and
equal opportunity laws. In addition, the Contractor shall comply with all applicable copyright
laws.
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STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

6.2 During the term of this Agreement, the Contractor shall not discriminate against employees
or applicants for employment because of race, color, religion, creed, age, sex, handicap.
sexual orientation, or nationat origin and will take affirmative action to prevent such
discrimination.

6.3 If this Agreement is funded in any part by monies of the United States, the Contractor shall
comply with all the provisions of Execufive Order No. 11246 ("Equal Employment Opportunity”),
as supplemented by the regulations of the United States Department of Labor (41 C.F.R. Part 60),
and with any rules, regulations and guidelines as the State of New Hampshire or the United
States issue to implement these regulations. The Contractor further agrees to permit the State or
United States access to any of the Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders, and the covenants, terms and
conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel necessary to perform the
services. The Contractor warrants that all personnel engaged in the Services shall be qudlified o
perform the Services, and shall be properly licensed and otherwise authorized to do so under all
applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this Agreement, and for a period of
six (6) months after the Completion Date in block 1.7, the Contractor shall not hire, and shall not
permit any subcontractor or other person, firm or corporation with whom it is engaged in a
combined effort to perform the Services to hire, any person who is a State employee or official,
who is materially involved in the procurement, administration or performance of this Agreement.
This provision shall survive fermination of this Agreement.

7.3 The Contracting Officer specified in block 1.9. or his or her successor, shall be the State’s
representative. In the event of any dispute conceming the interpretation of this Agreement. the
Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the Contractor shall constitute an event
of default hereunder ("Event of Default"):

8.1.1 failure to perform the Services satisfactorily or on schedule:

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of this Agreement.

8.2 Upon the occumrence of any Event of Default, the State may take any one, or more, or all, of
the following actions:

8.2.1 give the Contractor a written notice specifying the Event of Default and requiring it to be
remedied within, in the absence of a greater or lesser specification of time, thirty (30) days from
the date of the notice: and if the Event of Default is not timely remedied, terminate this
Agreement, effective two (2) days after giving the Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of Default and suspending all
payments to be made under this Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period from the date of such nofice
uniil such time as the State determines that the Contractor has cured the Event of Default shall
never be paid to the Contractor;

8.2.3 set off against any other obligations the State may owe to the Contractor any damages
the State suffers by reason of any Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of ifs remedies at law or in equity, or
both.
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 - Network Application Penetration Testing Services

9. DATA/ACCESS/CONFIDENTIALITY/ PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all information and things developed
or obtained during the performance of, or acquired or developed by reason of, this Agreement,
including. but not limited to, all studies, reports, files, formulae, surveys. maps, charts, sound
recordings, video recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes, letters, memoranda, papers,
and documents, all whether finished or unfinished.

9.2 All data and any property which has been received from the State or purchased with funds
provided for that purpose under this Agreement, shall be the property of the State, and shall be
returned to the State upon demand or upon termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA chapter 91-A or other existing law.
Disclosure of data requires prior written approval of the State.

10. TERMINATION. In the event of an early termination of this Agreement for any reason other
than the completion of the Services, the Contractor shall deliver to the Contracting Officer, not
later than fifteen (15) days after the date of termination, a report {“Termination Report”)
describing in detail all Services performed, and the contract price earned, to and including the
date of termination. The form, subject matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In the performance of this Agreement the
Contractor is in all respects an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its officers, employees, agents or
members shall have authority to bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT;‘DELEGATION!SUBCONTRACTS. The Contractor shall not assign, or otherwise
transfer any interest in this Agreement without the prior written consent of the N.H. Depariment
of Administrative Services. None of the Services shall be subcontracted by the Contractor
without the prior written consent of the State.

13. INDEMNIFICATION. The Contractor shall defend, indemnify and hold harmless the State, its
officers and employees, from and against any and all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or penailties asserted against the State, its officers
and employees, by or on behalf of any person, on account of, based or resulting from, arising
out of {or which may be claimed to arise out of) the acts or omissions of the Contractor.
Notwithstanding the foregoing. nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the State.
This covenant in paragraph 13 shall survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and maintain in force, and shall require any
subcontractor or assignee fo obtain and maintain in force, the following insurance:

14.1.1 comprehensive general liability insurance against all claims of bodily injury, death or
property damage. in amounts of not less than $250,000 per claim and $2.,000,000 per
occurrence; and

14.1.2 fire and extended coverage insurance covering all property subject to subparagraph 9.2
herein, in an amount not less than 80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be on policy forms and
endorsements approved for use in the State of New Hampshire by the N.H. Depariment of
Insurance, and issued by insurers licensed in the State of New Hampshire.
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 - Network Application Penetration Testing Services

14.3 The Contractor shall furnish to the Contracting Officer identified in block 1 .9, or his or her
successor, a certificate(s) of insurance for all insurance required under this Agreement.
Coniractor shall also fumnish to the Contracting Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all renewal(s) of insurance required under this
Agreement no later than fifteen (15) days prior to the expiration date of each of the insurance
policies. The certificate(s) of insurance and any renewals thereof shall be altached and are
incorporated herein by reference. Each certificate(s) of insurance shall contain a clause
requiring the insurer to endeavor to provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than ten (10) days prior written notice of cancellation or modification of
the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies and warrants that the Contractor
is in compliance with or exempt from, the requirements of N.H. RSA chapter 281-A { "Workers'
Compensation”).

15.2 To the extent the Contractor is subject to the requirements of N.H. RSA chapter 281-A,
Contractor shall maintain, and require any subcontractor or assignee to secure and maintain,
payment of Workers’ Compensation in connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall furnish the Contracting Officer identified
in block 1.9, or his or her successor, proof of Workers' Compensation in the manner described in
N.H. RSA chapter 281-A and any applicable renewal(s) thereof, which shall be attached and
are incorporated herein by reference. The State shall not be responsible for payment of any
wWorkers' Compensation premiums or for any other claim or benefit for Contractor, or any
subconiractor or employee of Contractor, which might arise under applicable State of New
Hampshire Workers' Compensation laws in connection with the performance of the Services
under this Agreement.

16. WAIVER OF BREACH. No failure by the State to enforce any provisions hereof after any Event
of Default shall be deemed a waiver of its rights with regard to that Event of Default, or any
subsequent Event of Default. No express failure to enforce any Event of Default shall be
deemed a waiver of the right of the State to enforce each and all of the provisions hereof upon
any further or other Event of Default on the part of the Contractor.

17. NOTICE. Any notice by a parly hereto to the other party shall be deemed to have been duly
delivered or given at the time of mailing by certified mail, postage prepaid. in a United States
Post Office addressed to the parties at the addresses given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended, waived or discharged only by an
instrument in wrifing signed by the parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of the State of New Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS. This Agreement shall be construed in
accordance with the laws of the State of New Hampshire, and is binding upon and inures to the
benefit of the parties and their respective successors and assigns. The wording used in this
Agreement is the wording chosen by the parties to express their mutual intent, and no rule of
consiruction shall be applied against or in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend fo benefit any third parties and this
Agreement shall not be construed to confer any such benefit.

Page 5 of 21 //
Contractor Initiats /& ~*-77-
Nate Jq ?‘1- !;




STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

21. HEADINGS. The headings throughout the Agreement are for reference purposes only, and
the words contained therein shall in no way be held to explain, modity, amplify or aid in the
interpretation, construction or meaning of the provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set forth in the attached EXHIBIT C are
incorporated herein by reference.

23. SEVERABILITY. In the event any of the provisions of this Agreement are held by a court of
competent jurisdiction to be conirary to any state or federal law, the remaining provisions of this
Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be executed in a number of counterparts,
each of which shall be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior Agreements and understandings
relating hereto.
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STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

EXHIBIT A
SCOPE OF SERVICES

1. INTRODUCTION

Enterprise Risk Management, Inc. DBA EMRisk (hereinafter referred to as the
“Contractor”) hereby agrees to provide the State of New Hampshire with
CATEGORY 2 - Network Application Penetration Testing Services in accordance
with NH State Bid #1560-14 and as described herein.

2. CONTRACT DOCUMENTS

This Contract consists of the following documents (“Coniract Documents”) in
order of precedence:

a. State of New Hampshire Terms and Conditions, General Provisions Form
P-37

b. EXHIBIT A Scope of Services

c. EXHIBIT B Payment Schedule

d. EXHIBT C Special Provisions

e. EXHIBITD RFB 1560-14

3. TERM OF CONTRACT

This contract shall commence upon the approval of Commissioner of the
Department of Administrative Services through January 31, 2017, @ period of
approximately thirty nine (39) months. The contract may be extended for
additional periods of time thereafter under the same terms, conditions and
pricing structure upon the mutual agreement between the Contractor and the
Bureau of Purchase and Property, subject fo the approval of the Commissioner
of the Department of Administrative Services; however the contract shall not
exceed a period of more than five (5) years.
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STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

4. CONTRACTOR RESPONSIBILITY

Contractor shall be solely responsible for meeting all terms and conditions
specified in this Contract.

5. TERMINATION

The S}c’re of New Hampshire shall have the right to terminate the Contract at
any time by giving the Contractor a thirty (30) day written notice.

6. OBLIGATIONS AND LIABILITY OF THE CONTRACTOR

Coniractor shall complete all work to the satisfaction of the State and in
accordance with the specifications herein mentioned, at the price herein
agreed upon and fixed therefore. All the work, labor and equipment o be
done and furnished under this Contract, shall be done and furnished strictly
pursuant to, and in conformity with the specifications described herein, and the
directions of the State representatives as given from time to time during the
progress of the work, under the terms of this Contract.

The Contractor shall take all responsibility for the work under this Contract. They
shallin no way be relieved of their responsibility by any right of the State to give
permission or issue orders relating to any part of the work; or by any such
permission given on orders issued or by failure of the State to give such
permission or issue such orders.

7. GENERAL REQUIREMENTS

Contractor shall provide CATEGORY 2 - Network & Application Penetration
Testing Services to meet ongoing Payment Card Industry Data Security Standard
(PCI DSS) security and monitoring requirements as established by the Security
Standards Council. These services include, but are not limited to: network
penetration testing and application penetration testing services. This Contract
may be used by the State of New Hampshire agencies and institutions during
the term of the Contract.

Services shall be consistent with all the terms and conditions set forth in this
Contract.

Contractor shall be solely responsible for meeting all terms and conditions in this
Contract.
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 - Network Application Penetration Testing Services

8. SCOPE OF SERVICES

Contractor shall be certified by the PCI Security Standards Council for PCI DSS
compliance services by Visa, MasterCard, American Express and Discover as a
Qualified Security Assessor (QSA). Contractor shall be required to continue to
be PCI certified as required while performing PCl services for the State.

All testing must be done from locations within the United States of America.
Access will not be provided to foreign IP addresses.

Services shall be provided as needed for Agency Merchants throughout the
term of the Contract.

During the term of the Contract the State may add or delete locations as
needed. Any location deleted during the term of the Contract will only be
responsible for payment for services received up to that point.

During the term of the Contract locations may be added by requesting the
Contractor to provide a quotation for that new location. Pricing quotations
submitted for new locations shall be in line with the pricing structure in this
Contract.

Services shall be completed in a reasonable time frame as mutually agreed
upon with agency and Coniractor. The Contractor shall submit a proposed
schedule to the state agency requesting services at each facility at least ten
(10) days prior o each period.

Penetration Testing Services

Contractor shall be a Qualified Security Assessor (QSA) who can provide
services that allow agencies to comply with PCl Security Standards
Council PCI DSS Requirements 6.6 and 11.3 for network penetration and
application penetration testing. Services shallinclude:

TABLE 1 PENETRATION TESTING SERVICES
Network-layer penetration tests (PCI DSS Requirement 11.3.1)
PCI DSS requirement 11 requires that penetration tests be conducted at
least annually or after any significant change to your network. The
Contractor shall provide a service designed to satisfy these requirements
and include the following

Enumeration: A list of targeted and authorized IP addresses shall be
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 — Network Application Penetration Testing Services

developed based on State provided data (domain names, network
blocks and individual IP addresses). This includes intelligent domain
name resolution in which dynamic, periodic name resolution is
employed in order to discover load-balancing architectures that
utilize multiple public IP addresses
Inventory: The Contractor shall determine which of the enumerated IP
addresses are actually running, available and offering network
services. Host inventory uses a number of techniques, including ICMP
pings, common TCP service probes, and protocol-specific UDP service
probes. In local, LAN-based scans, ARP queries also reveal active
systems. Open services shall be probed by the Contractor for any
information that can be used to verify the actual application layer
protocol (e.g., HTTP), as well as Contractor applications (e.g. Apache,
IS, Netscape, Domino) and version
System Discovery: The Contractor attempts fo identify other IP
addresses associated with the target IP addresses. Typical discovery
methods include DNS record lockups and various dynamic port
mapping techniques (e.g., DCE Endpoint Mapping and Java RMI
Reqistry probes)
Vulnerability Checks: The Contractor shall perform specific checks for
vulnerabilities on all accessible host IP addresses and services
Manual Analysis and Verification: The Contractor shall perform
manual verification and analysis of the discovered vulnerabilities on
Internet facing systems to identify security holes and eliminate false
positives. Upon completion of the testing, a report shall be provided
by the Contractor documenting the findings and include high-level
recommendations. All testing phases shall be coordinated with the
State to minimize any adverse impact that may occur as a result of
the services
Application-layer penetration tests (PCI DSS Requirements 6.6 and 11.3.2) PCI
DSS require that application reviews and penetration tests be conducted at
least annually or after any significant change to your application. The
Contractor shall provide a service designed to satisfy these requirements and
include the following
Manual Analysis and Verification: Contractor shall perform manual
web application vulnerability assessment based on PCI DSS
Requirements 6.5 and 11.3.1
Vulnerability Checks: Contractor shall perform specific checks for
vulnerabilities on all accessible host IP addresses and services
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STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 — Network Application Penetration Testing Services

Guarantee of Business Volume

There is no minimum amount of business guaranteed under this Contract.
Agencies will use this Contact as necessary. Contractor shall have
adequate personnel to fulfill contract requirements but should have
sufficient existing business to sustain those personnel without relying on
business from the State.

9. AGENCIES AS MERCHANTS
Below is a list of Merchant agencies that are processing credit cards with their
annual sales and transaction volume as of 2012.

Totals
Ref# | Agency / Boards Accepting Merchant Cards Locations
Processing
Merchant Card
Transactions Gross Sales Gross Transactions
1 | Administration of the Courts 82 $ 5,382,241.39 26,798
2 | Agriculture Department 1 $ 22,892.00 847
3 | Corrections Department 1 S 152,364.29 678
4 | Education Department 1 S 945,445.00 8,270
5 | Environmental Services Department 1 S 152,852.96 592
& | Fish & Game Department 1 s 239,567.25 3,475
7 | Health and Human Services Department 1 $ 255,228.16 830
8 | Joint Board of Licensure 1 $ 1,269,910.37 7,788
9 | Liqguor Commission 82 $337,381,899.79 5,824,069
10 | Lottery Commission’ $  373,100.00 2,944
11 | Nursing, Board of 1 $ 1,386,445.00 16,977
12 | Pease Development Authority 2 S 749,699.26 3,330
13 | Resources & Economic Development 19 $ 7,019,664.53 311,056
14 | Safety Department 28 $ 18,072,311.63 233,001
15 | Secretary of State 1 $ 7,059,484.00 65,342
16 | Transportation Department 1 s 315,004.00 13,392
Total 224 $ 380,778,109.63 6,519,389
e llof2l /
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 - Network Application Penetration Testing Services

10. CONTRACTOR PERSONNEL QUALIFICATIONS
As required by PCI DSS, the Contractor shall assign certified consultants to
validate the State's compliance with the data security requirements.

In the event the Contractor proposes a foreign national to perform the testing,
the Contractor shall provide the State with copies of all security checks and
clearance reports as well as documentation of their foreign labor certification.

11. SUBCONTRACTOR

Contractor shall be solely responsible for meeting all terms and conditions
specified in this Contract. Any subcontractor shall first be approved by the
State. The Contractor shall remain wholly responsible for performance under the
Contract and will be considered the sole point of contact with regard to all
contractual matters, including payment of any and all charges.

subcontractors will only be considered if they have a minimum of three years of
successful experience providing the required services.

12. CONFIDENTIALITY & CRIMINAL RECORD

If Applicable, by the using agency, the Contractor shall have signed by each of
employees or its approved sub-contractor(s), if any, working in the office or
externally with the State of New Hampshire records a Confidentiality form and
Criminal Record Authorization Form. These forms shall be returned to the
individual using agency prior to the start of any work.

13. PRE-ENGAGEMENT CHECKLIST
Contractor shall agree to use the Pre-Engagement Checklists found in
Attachment 1 of this Contract.

This form will be used by a requesting agency to convey to all the Coniractors
ihe services they are requesting. The Contractor shall use this Checklist to
generate a quote to the Agency based on their contracted hourly rates. All
Contractors will have the opportunity to submit such a quote and a Purchase
Order, if issued, will go to the Contractor submitting the lowest priced quotation.

Agencies shall provide the pre-en gagement checklist to the Contractors to
ensure they provide the adequate details as to the scope of each individual
engagement.
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 — Network Application Penetration Testing Services

14. PRICING QUOTATIONS

Agencies may request quotations from all Contractors by providing a Statement
of Work (SOW) describing the services required as well as the Pre-Engagement
Checklist. If appropriate, the Contractors may be allowed to view code or
facilities after the execution of confidentiality agreements. Contractors shall
return pricing quotations within five (5) business days. If additional information
has been circulated to all Contractors, they will have one (1) exira business day
to revise their quotation. The specified hourly rates shall not exceed the rates
quoted under this Confract.

15. ORDERING PROCEDURE FOR SERVICES
Agencies shall process purchase orders complete with attached quote for

services procured under this contract. The Bureau of Purchase and Property will
issue purchase orders in excess of $500 on behalf of the State agencies.
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 — Network Application Penetration Testing Services

ATTACHMENT 1

Network Penetration Testing: Pre-Engagement Checklist
These questions are intended to help the Contractor understand your agency’s needs
for an assessment to validate your compliance with the Payment Card Industry Data
Security Standard (PCI DSS0 v1.2.

Agency Information

Contact Name

Name of Organization
Mailing Address

City, State, Zip Code

Telephone Number

Fax Number

E-mail Address

Policy and Procedures

Do information security policies and procedures currently Yes No
exist?

Can these documents be made available to contractor Yes No
analysts?

Network Penetration Testing — Automated and manual attacks. Comprehensive but
will not exploit identified vulnerabilities.

Question Answer
How large is the IP space to be assessed? Please
provide the subnets/IP addresses.
How many hosts are in scope as part of this
assessment?
Are any systems or devices in scope hosted by a
third party?
Are brute-force attacks and password cracking in
scope?
Are there any timing restrictions on the testing? _
Provide logical diagrams showing system and/or
subnet boundaries, location of protection devices
(firewall, IDS, IPS) and of interconnections with
other systems, flow/locations of cardholder data.

Internal Network Characteristics (Please provide the following information about your
internal network to accurately determine your assessment needs.)

Deployed Critical applications (For each deployed critical application, please provide the following
information)

Page 14 of 21
Contractor Initials /A -

Nate //‘?/0?//}




STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

Name of Application Purpose of Application

Deployed Internal Servers (For each deployed internal server, please provide the following
information)

Type of Server

Number of Servers

Deployed End-User Workstations (For each type of deployed end-user workstation, please provide
the following information)

Type of Workstation Number of Workstations
Number of End-Users
Total number of End-Users
Type of Physical Network
Wired | | Yes No
Wireless | | Yes No

Security Devices within the Internal Network (Please indicate with a check mark
which security devices are deployed within your organization’s internal network; then
provide the additional requested information about the types and numbers of devices.

Device Type(s) of Devices Number of Devices
Firewalls [ TYes [ |No Type(s) Number
Intrusion Detection or Prevention Type(s) Number
System
Host based [ TYes | | No
Network based [ TYes | [No
Logging Type(s) Number
Host based [ TYes | [No
Network based [ Tyes | | No
Are log analysis tools used to generate Yes No
reporis?
SPAM Filter [ TYes | [No Type(s) Number
Encryption/’VPN__ | [ Yes | [ No Type(s) Number
Authentication Type(s) Number
(e.g., tokens, Yes No
biometrics)
Anti-Virus Type(s) Number
Host based [ [Yes | [No
Network based [ TYes | | No
Gateway based [ TYes [ [No
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 - Network Application Penetration Tasting Services

Application Penetration Testing: Pre-Engagement Checklist
These questions are intended to help the Contractor understand your agency’s needs
for an assessment to validate your compliance with the Payment Card Industry Data
Security Standard (PCI DSS0 v1.2.

Agency Information

Contact Name

Name of Organization
Mailing Address

City, State, Zip Code
Telephone Number

Fax Number

E-mail Address

Policy and Procedures

Do information security policies and procedures currently Yes No
exist?

Can these documents be made available to Contractor Yes No
analysts?

Application Penetration Testing: Automated and manual attacks.

Question Answer

Written description of the Cardholder Data
Environment (CDE) ~ e.g. CDE system boundaries,
description of how the CDE is segregated from the
rest of the agency’s systems, major components
and/or subnets, interconnections with other systems
(including ISPs and any other information system to
which this system is connected, such as business
partners and separately-managed information
systems within the organization), flow/locations of
cardholder data, etc.

What applications are in scope and what are their
names/URLs?

What is the type of application (Web, Thick-client,
etc.)?

s the application available over the Internet? If not,
what location does the testing team need to be atin
order to test?

How many URLs are required to access the
application components (basic application functions,
administration)?

Is the application in a test or production
environment?
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STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

Does the application provide both a web interface
and a web services interface?

What is the web application/web services platform?
What other technologies are involved in the web
application’s n-Tier architecture?

Is a current application design diagram available for
the application architecture including platforms,
locations of customer data, network-based controls,
etc.? If so, please provide.

Was the application purchased from a vendor,
developed in-house or the result of an outsourced
development project?

What is the total number and type of authorization
levels in scope for this assessment (anonymous,
admin. workflow)?

What type of authentication is required (password,
OTP token, certificate)?

How many form fields exist or how many dynamic
pages exist and what is the average inputs per

| page?

What languages are used (C, C++, Java)?
What is the development platform (.Net, J2EE,
ColdFusion)?

Which application server or middleware is used
(Weblogic, Websphere)?

What database server is used (Oracle, MS SQL,
DB2)?
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 — Network Application Penetration Testing Services

EXHIBIT B
PAYMENT TERMS

The contract price limitation for this contract is $360,000.00. The following pricing
and payment terms apply:

INVOICING:
Invoices shall be submitted after completion of work to the requesting agency.

No reimbursement by the State for travel time or mileage shall be allowed.

PAYMENTS:

Payment shall be paid in full within thirty (30) days after receipt of invoice and
acceptance of the work to the State's satisfaction. Said payments shall be
made electronically or by a check mailed to the address in Section 1.4 of this
Conftract.

Page 18 of 21

Contractor Initials _&" .A
Nate 0? Iy [?




STATE OF NEW HAMPSHIRE
Department of Administrative Services
CATEGORY 2 - Network Application Penetration Testing Services

COST TABLES

COST OF SERVICES:

Table1 -
PENETRATION
TESTING PRICING
COMBINED RATE
Tasks

10/13/2013 -
10/12/2014 Hourly Rate
Network-layer

Penetration Tests /

Hourly Rate $ 170.00

Application-layer
Penetration Tests /
Hourly Rate $ 170.00

10/13/2014 -
10/12/2015
Network-layer
Penetration Tests /
Hourly Rate $

173.50

Application-layer
Penetration Tests /

10/13/2015 -

10/12/2016
Network-layer
Penetration Tests /
Hourly Rate $

177.00

Application-layer
Penetration Tests /
Hourly Rate $

177.00
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STATE OF NEW HAMPSHIRE
Department of Administrative 5 ervices
CATEGORY 2 - Network Application Penetration Testing Services

EXHIBIT C
SPECIAL PROVISIONS

1. Delete Paragraph 14.1.1 and substitute the following: comprehensive
general liability insurance against all claims of bodily injury, death or property
damage, in amounts of not less than $250,000 per claim and $1,000,000 per
incident and no less than $1,000,000 in excess/umbrella liability each
occurrence; and

2. There are no other special provisions for this contract.
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STATE OF NEW HAMPSHIRE
Department of Administrative S ervices
CATEGORY 2 - Network Application Penetration Testing Services

EXHIBIT D

RFB 1560-14 is incorporated herewith.
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enterprise nanagement

Y

ENTERPRISE RISK MANAGEMENT, INC.

JOINT WRITTEN CONSENT IN LIEU OF JOINT MEETING
OF THE SHAREHOLDERS AND THE SOLE DIRECTOR

The undersigned, being all of the Shareholders and the sole Director of ENTERPRISE
RISK MANAGEMENT, INC., a corporation organized and existing under the laws of the State
of Florida (the "Corporation”) do hereby consent, to the adoption of the resolutions below
with the same force and effect as if they had been adopted at a duly convened meeting of the
shareholders and the board of directors of the Corporation.

Let it be resolved that Silka M Gonzalez, as President and sole Director of the
Corporation, has the authority to execute any and all contracts with the State of New
Hampshire on behalf of the Corporation.

IN WITNESS WHEREQF, the undersigned, being all of the Shareholders and the sole
Director of the Corporation, have executed this written consent to action as of this 9 day of
September 2013,

SHAREHOLDERS:
Aig. M %«J@

Sitka M Grmzn__le?, W)

Esteban Farao

ez -aB

Georgios Mortakis

SOLE DIRECTOR:
Leiton, S, M
Sitka M Gonzalez U
4%, JHUNTLEY MADDREY

WZT?\_I___ESS: : MY COMMISSION # EEB78525

\fx’%@@%ﬂi} | e
7 e .com

ey

]. Huntl@y Maddr
Notary Public, State of Florida, County of Dade {




State of Neto Hampshive
Department of State

CERTIFICATE

[, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby
certify that Enterprise Risk Management, Inc. doing business in New Hampshire as
EMRisk, a(n) Florida corporation, is authorized to transact business in New Hampshire
and qualified on August 27, 2013. [ further certify that all fees required by the Secretary

of State's office have been received.

In TESTIMONY WHEREOF, I hereto
set my hand and cause to be affixed
the Seal of the State of New Hampshire,

-

this 3" day of September, A.D. 2013
2 W/
William M. Gardner
Secretary of State




ENTER-1 OP ID: DM
ACORD  CERTIFICATE OF LIABILITY INSURANCE " orrsrz013.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the
certificate holder in lieu of such endorsement(s).

PRODUCER

Global Risk LLC

MARIO PARADELA

Phone: 305-455-7250] Ganrec"

5959 Blue Lagoon Dr Suite 101 Fax: 305-455-7251| (X1"No, Ext): RN
Miami, FL 33126 EMAIL

__INSURER(S) AFFORDING COVERAGE NAIC #

insurer A : St Paul Fire & Marine Ins Co

INSURED Enterprise Risk Management Inc wsurer s : Travelers Indemnity Co of Amer :
g{l})g ghlgg:.ns;las Rd. N Towsr #840 insurer ¢ : The Phoenix Insurance Company .
Coral Gables, FL 33134 | INnsuRer D : Travelers Property Casualty Co i
INSUREREE : -
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHO\NN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

lNSR TYPE OF INSURANCE AmDSDBL %UVB-DR POLICY NUMBER (M POL'C[NYYEYFYFYl LPOL'CDTYE{YY] LIMITS
GENERAL LIABILITY _ | EACH CCCURRENCE |3 1,000,000
A | X | COMMERCIAL GENERAL LIBILITY ZLP14N19714 | 12/08/2012 | 12/08/2013 | PAVURES jeaoounence) | § 250,000
cLams-mane | X | occur - MED EXP (Any oneperson) | § 10,000
A | X |Foreign GL - ZPP14N20196 12/08/2012 | 12/08/2013 PERSONAL & ADV INJURY 3 1,000,000
I o | GENERAL AGGREGATE $ 2,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: PRODUCTS - COMP/OP AGG | § 2,000,000
| X—| POLICY e LOC Foreign G $ equal above|
AUTOMOBILE LIABILITY | _ &%“;EL%EE‘JS' NGLELIMIT | 1,000,000
B | ANY AUTO BAB962XT717 12/08/2012 | 12/08/2013 | BODILY INJURY tPer person) 5 -
ALLCINED | SCHEQULED | BODILY INJURY (Per accident)| §
NON-OWNED ‘PROPERTY DAMAGE Y
X__. HIRED aUTOS | X | AUTOS (Per accident) ]
; s
X |UMBRELLALIAB | X ' ocCUR EACH OCCURRENCE 5 3,000,000
A | EXCESS LIAB CLAIMS-MADE ZLP14N19714 12/08/2012 | 12/08/2013 | AGGREGATE $ 3,000,000
| DED | X | RETENTION S 10000 s
WORKERS COMPENSATION WG STATU- OTH-
AND EMPLOYERS' LIABILITY YIN X [TORY LIMITS | ER - —
C | ANY PROPRIETOR/PARTNER/EXECUTIVE [ UB2B144344 12/08/2012 | 12/08/2013 | £ | EACH ACCDENT $ 1,000,000
OFFICER/MEMBER EXCLUDED? NTA | I ;
(Mandatory in NH) I EL DISEASE - EAEMPLOYEE[ S 1,000,000,
B scgﬁ?gﬁ OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | § 1,000,000
D |Cyber Tech E&O ZPL14N21666 12/08/2012 | 12/08/2013 |Per Claim 5,000,000
Aggregate 5,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (Attach ACORD 101, Additional Remarks Schedule, if more space is required)
IT Consulting including IT Security/Accounting Software Systems Auditing

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire ACCORDANCE WITH THE POLICY PROVISIONS.

NH Bureau of
Purchasing and Property
25 Capital Street
Concord, NH 03301

AUTHORIZED REFRESENTATIVE

%’ -

© 1988-2010 ACORD CORPORATION. All rights reserved.

ACORD 25 (2010/05) The ACORD name and logo are registered marks of ACORD




STATE OF NEW HAMPSHIRE BID TRANSMITTAL LETTER

Aciciress:

io: Point of Contaci: ROBERT LAWSON
Tslephone: {4031-271-3147
Ernail: prehweb@nh.gov

RE: 8id Invitation Hame: CATEGORY 2 - Network & Application Penelfration Testing Services
Bicl Number: RFB 1560-14
Bicdt Opening Dote ana Time: B/5/13@ 11:30 AM

[Inseri narme of signor} Silka M. Gonzalez . on behaif of Enterprise Risk Managemenl. InClincart name of entity submitiing bid

[coliectively refered to os "Vendor"] hereby submits an offer as contained in 1he writter bid submitted herewith {“Bidd"} fo the State of New

Hompshirs in resporse o BID # 1560-14 for CATEGORY 2 - Network & Application Penetration Testing Services ai the
price(s) quoted herein in complete acgordonce with the bid.

dor attesis 1o the fact that:

i

2. The Vendor has not gltered any of the language of other provisions contained in the Bid document.

3. The Bid is effective for o period of 180 days from the Bid Opening date os indicated above,

4. The prices Vendor has guoled in the Bid ware esiablished wilhaut coliusion wilth other vendaors.

5. The Vendor has rsad and fully undersiands this Bid.

é. Further, in accordance with RSA 2i-: -, the undersianed Vendor cerifies ihal neither the Vendor nor any of ils subsidianies, offficies or
principal officers {principat officers refers fo individuals with mcmucwmeru r@apomsnbllaﬁf for the entity or association}:

. Tne Vendor hos eviewead and agreed 1o be bound by the 8id,

a.  Has, within tha past 2 yeors, been convicied of, or pleaded 3o viotodion of RSA 354:2. RSA 35814, or any stale or federnl low

or county or municipal ardinance prohibiting specified bidding proctices, or involving antitrust violations, which has not been

annulled:

Hos been pronibited, either permanenty or temporarily, from paicipating in any public works project pursuant to RSA 838:20:

Has previously orovidad folie, decaptive. or froudulent information on ¢ vendor code number application form, or any other

document submitted to the siale of New Hampshire, which informafion was not corrected as of the fime of the fiing o bidg,

proposal, or quotation:

d. s curently debared from performing work on any project of the tederal govermnment or the governmeni of any siate;

. Has, within the past 2 years. failed 1o cure a defoult on any confract with the federal government or the governmeni of any siate;

. s presenily subject fo any order of the department of labor, the department of employmeni secuniy, or any other siate
department. agency, board, or commission, inding that ihe applicant is notin rompimm,e with the requirements of the laws or
rigles that the department, agency, board, or commi :

g. B presently subject to any sanction or penalty finally issued by the department of E<,;'w, .":s-: departmant of employment securily,
or any other stale depariment, agency, board, or commission, which sanction or penalty has not been fully discharged or fulfilled:

n. s currently serving ¢ sentence o is subject o a continuing or unfuifiled penalty for any crime or viokahon noled in ihis seciion:

i.  Has foiled or negiected o advise the division of any conviction, piea of guilty, or inding relalive 1o any crime or viclation noted in
this seciion, or of any debarment, within 30 days of such conviction, plea, finding, o debarment: or

Je Has been ploced on he debarred parties list described in RSA 2141 1-¢ within the past vear,

(8]

ion is charged with implamse

Authorized Signor's Signature Aé« /““:/-“ Y M/( Authorized Signor's Title _President

NOTARY PUBLIC/JUSTICE OF THE PEACE

couNty; Miami-Dade sTaTe: Florida 7ip: 33134

In wdnjyh%d%ei my han

(Notary Public/Justice of fife Pefice)

o P APy 4 ‘%
My commission expires: M.@VéCV 44{ B0 - ik \(;L

Form AT A
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1.1

1.2

1.3

1.4

1.5

1.6

1.7

REQUEST FOR BID FOR - CATEGORY 2 - NETWORK & APPLICATION PENETRATION TESTING SERVICES FOR
THE STATE OF NEW HAMPSHIRE

SECTION 1 — GENERAL INSTRUCTIONS

INSTRUCTIONS TO VENDOR:

Read the entire bid invitation prior to filing it out. Complete the pricing information in ATTACHMENT 1 -
PRICE RESPONSE SHEET and all other required information on your offer. Also complete the “Vendor
Contact Information” Page 6. Finally, complete the company information on the “Bid Transmittal Letter”
page of this bid invitation, then sign the bid in the space provided on that page.

SPECIFICATIONS:
Complete specifications required are detailed in SECTION 2 - SPECIFICATIONS. In responding to the bid,
the vendor shall address all requirements for information as outlined.

VENDOR RESPONSIBILITY:
The successful Vendor shall be sclely responsible for meeting all terms and conditions specified in the
bid, and any resulting contract(s).

TERMS OF SUBMISSION:

All material received in response to this bid shall become the property of State and will not be returned
to the Vendor. Regardless of the Vendors selected, State reserves the right to use any information
presented in a bid response. The content of each Vendor's bid shall become public information once a
contract(s) has been awarded.

Complete bids shall be filled out on original bid format. Vendors may submit additional paperwork with
pricing, but all pricing shall be on bid and in the State's format.

LIABILITY:
The State shall not be held liable for any costs incurred by the vendor in the preparation of their bid or
for work performed prior to contfract(s) issuance.

CONTRACT(S) TERMS AND CONDITIONS:

The vendor's signature on a bid submitted in response to this bid guarantees that all of the State of New
Hampshire's Terms and Conditions are accepted by the Vendor

The form contract(s) P-37 attached hereto shall be part of this bid and the basis for the contract(s). The
successful Vendor and the State, following notification, shall promptly execute this form of contract(s),
which is to be completed by incorporating the service requirements and price conditions established by
the vendor's offer.

PUBLIC DISCLOSURE OF BID SUBMISSIONS: _

Generally, all bids and proposails (including all materials submitted in connection with them, such as
attachments, exhibits and addenda) become public information upon the effective date of a resulting
contract or purchase order. However, to the extent consistent with applicable state and federal laws
and regulations, as determined by the State, including, but not limited to, RSA Chapter 21-A (fhe "Right-
to-Know" Law), the State will attempt to maintain the confidentiality of portions of a bid that are clearly
and properly marked by a Vendor as confidential. Any and all information contained in or connected
to a bid or proposal that a Vendor considers confidential must be clearly designated in a manner that
draws attention to the designation. The State shall have no obligation to maintain the confidentiality of
any portion of a bid, proposal or related material, which is not so marked. Marking an entire bid,
proposal, attachment or sections thereof confidential without taking into consideration the public’s right
to know will neither be accepted nor honored by the State. Notwithstanding any provision of this
RFP/RFB to the contrary, pricing will be subject to public disclosure upon the effective date of all
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1.8

1.9

resulting contracts or purchase orders, regardiess of whether or not marked as confidential. If a bid or
proposal results in a purchase order or contfract, whether or not subject to approval by the Govemnor
and Executive Council, all material contained in, made part of, or submitted with the confract or
purchase order shall be subject to public disclosure.

If a request is made to the State by any person or entity to view or receive copies of any portion of a bid
or proposal, and if disclosure is not prohibited under RSA 21-I: 13-a, Vendors acknowledge and agree
that the State may disclose any and all portions of the bid, proposal or related materials which is not
marked as confidential. In the case of bids, proposals or related materials that contain portions marked
confidential, the State will assess what information it believes is subject to release; notify the Vendor that
the request has been made; indicate what, if any, portions of the bid, proposal or related material will
not be released; and notify the Vendor of the date it plans to release the materials. The State is not
obligated to comply with a Vendor's designation regarding confidentiality.

By submitting a bid or proposal, the Vendor agrees that unless it obtains and provides to the State, prior
o the date specified in the notice described in the paragraph above, a court order valid and
enforceable in the State of New Hampshire, at its sole expense, enjoining the release of the requested
information, the State may release the information on the date specified in the notice without any
liability fo the Vendor. :

TERMINATION:
The State of New Hampshire shall have the right to terminate the contract(s) at any time by giving the
successful Vendor a thirty (30) day written notice.

VENDOR CERTIFICATIONS:

ALL Vendors SHALL be duly registered as a Vendor authorized to conduct business in the State of New
Hampshire. Vendors shall comply with the certifications below at the fime of submission and through
the term of any contract which results from said bid. Failure to comply shall be grounds for
disqualification of bid and/or the termination of any resultant contract:

STATE OF NEW HAMPSHIRE VENDOR APPLICATION: Vendor SHALL have a completed Vendor
Application and Alternate W-9 Form which SHALL be on file with the NH Bureau of Purchase and
Property. See the following website for information on obtaining and filing the required forms (no fee):
http://admin.state.nh.us/purchasing/Contractor.asp

NEW HAMPSHIRE SECRETARY OF STATE REGISTRATION: A bid award, in the form of a contract(s). will
ONLY be awarded to a Vendor who is registered to do business AND in good standing with the State of
New Hampshire. Please visit the following website to find out more about the requirements for
registration with the NH Secretary of State: hitp://www .sos.nh.gov/corporate.

CONFIDENTIALITY & CRIMINAL RECORD: If Applicable, by the using agency, the Vendor will have signed
by each of employees or its approved sub-contractor(s), if any, working in the office or externally with
the State of New Hampshire records a Confidentiality form and Criminal Record Authorization Form.
These forms shall be returned to the individual using agency prior to the start of any work.

INVOICING:

Invoices shall be submitted after completion of work to the requesting agency. Payment shall be paid
in full within thirty (30) days after receipt of invoice and acceptance of the work to the State's
satisfaction.

BID INQUIRIES:

All questions regarding this bid, including clarifications and proposed specification changes shall be
submitted to Robert Lawson Purchasing Agent, Bureau of Purchase and Property, at
bob.lawson@nh.qov., or Telephone number: 603-271-3147. Allrequests shall be submitted five business
days prior to bid opening date.

Vendor shall include complete contact information including the vendor's name, telephone number and
fax number and e-mail address.
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1.12

1.14

BID DUE DATE:

All bid submissions shall be received at the Bureau of Purchase and Property no later than the date and
time shown on transmittal letter of this bid. Submissions received after the date and time specified will
be marked as “Late” and will not be considered in the evaluation process.

All offers shall remain valid for a period of one hundred and eighty (180} days from the bid due date. A
vendor's disclosure or distribution of Bids other than to DAS, Bureau of Purchase and Property may be
grounds for disqualification.

VENDOR'’S RESPONSIBILITY:

Read the entire bid invitation prior to filling it out. Complete the pricing information in ATTACHMENT 1 -
PRICE RESPONSE SHEET and all other required information on your offer. Also complete the "Bidder
Contact Information™ Page 7. Finally, complete the company information on the “Bid Transmittal
Letter” page of this bid invitation, then sign the bid in the space provided on that page. All State of
New Hampshire bid invitations and addenda to these bid invitations are advertised on our website at:
hitp://admin.state.nh.us/purchasing/index2.asp

It is a prospective Vendor's responsibility to access our website to determine any bid invitation under
which they wish to participate. Itis also the Vendor(s)'s responsibility to access our website for any
posted addendum.

The website is update several times per day: it is the responsibility of the prospective Vendor(s) fo
access the website frequently to ensure no bidding opportunity or addenda are overlooked.

It is the prospective Vendor's responsibility to forward a signed copy (if the form has a signature block)
of any addenda to the Bureau of Purchase and Property with the bid response.

INSTRUCTIONS TO VENDOR(S):

Read the entire bid invitation prior to filling it out. In the preparation of your bid response you shall:

Complete the pricing information in ATTACHMENT 1 — PRICE RESPONSE SHEET

Complete all other required information on your officer

Complete the “Vendor(s) Contact Information” section

Complete the company information on the Bid Transmittal Letter page, and sign the bid in the
space provided on that page.

IF AWARDED A CONTRACT, The Vendor must complete the following sections of the attached

agreement State of New Hampshire Form #P-37;

Section 1.3 Contractor(s) Name

Section 1.4 Confractor(s) Address

Section 1.11  Contractor(s) Signature

Section 1.12  Name & Title of Contractor(s) Signor

Section 1.13  Acknowledgement

Section 1.13.1 Signature of Notary Public or Justice of the Peace

Section 1.13.2 Name & Title of Notary or Justice of the Peace

s Provide certificate of insurance with the minimum limits required as described in Section 1.20.

e Provide a certificate of good standing from the NH Secretary of State or proof of your completion
of and payment for the start of the registration process.

e Provide a Corporate Resolution or Cerfificate of Authority. This document provides evidence that
the person signing the Contract has the corporate authority to sign such agreements.
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1.16

1.18

1.20

BID SUBMISSION:

This bid may have been delivered to you in a facsimile or web based format. Vendor shall return their
signed complete hard copy or complete fax copy offers to the Bureau of Purchase and Property before
the date and time above in "Bid Submission”.

Submission of bid in ifs enfirety via mail, fax (603-271-7564) or emdil (prehweb@nh.goy) to:
Robert Lawson, Purchasing Agent

NH Bureau of Purchase and Property

25 Capitol Street - Room 102

Concord NH 03301

Bid responses shall be marked as:
State of New Hampshire RFB 1560-14
Due Date: 8/5/13 @ 11:30 AM
CATEGORY 2 - Network & Application Penetration Testing Services

BID RESPONSE PREPARATION AND REJECTION RIGHTS:
The State reserves the right to waive any irregularities or information in any Vendor's bid. A bid may be
rejected if it is conditional, incomplete, or if it contains iregularities of any kind.

If a bidder has altered, modified, deleted or taken exception to the contents of this bid the bidder will
be required to withdraw such alterations, modifications, deletions or exceptions fo be considered for
award.

AWARD:

The award shall be made to the responsible Vendor(s) meeting the criteria established in this RFB and
providing the lowest cost in total. The State reserves the right to reject any or all bids or any part thereof
and add/delete locations to the contract price. If an award is made it shall be, in the form of a State of
New Hampshire Contract(s).

Any resulting contract(s) shall become effective on the date approved by the Commissioner of
Department of Administrative Services for the State of New Hampshire.

The term of the contract shall be from the date of award through January 31, 2017. The confract may be
extended for additional periods of time thereafter under the same terms, conditions and pricing structure
upon the mutual agreement between the successful Vendor and the Bureau of Purchase and Property,
with the approval of the Commissioner of the Department of Administrative Services. In no event, however,
shall the total term of the contract and any extensions thereof exceed five (5) years in total.

NOTIFICATION AND AWARD OF CONTRACT(S):

Bid resulfs will not be given by telephone. For Vendors wishing to aftend the bid opening: only the
names of the vendors submitting responses will be made public. Specific response information will not
be given out. Bid results will be made public after final approval of the contract(s).

Bid results may also be viewed on our website at hitp://www.state.nh.us/purchasing/bid.asp.

CERTIFICATE OF INSURANCE:
Prior to performing any services for the State, vendors awarded a contract shall be required to:

e Submit proof of comprehensive general liability insurance. The coverage shall have appropriate
riders against all claims of bodily injury, death or property damage. in amounts of not less than
$250,000.00 per claim and $2,000,000.00 per occurrence or $1,000,000.00 per occurrence with
$1,000,000.00 umbrella.

s Certify compliance with, or exemption from, the requirements of NH RSA 281-A, Workers'
Compensation.
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1.21  OBLIGATIONS and LIABILITY OF THE VENDOR:
Vendor shall complete the entire work to the satisfaction of the State and in accordance with the
specifications herein mentioned, at the price herein agreed upon and fixed therefore. All the work,
labor and equipment to be done and furnished under this contract(s), shall be done and furnished
strictly pursuant to, and in conformity with the specifications described herein, and the directions of the
State representatives as given from time to fime during the progress of the work, under the terms of this
contract(s) and also in accordance with contract(s) drawings.

The Vendor shall take all responsibility for the work under this contract(s). They shallin no way be
relieved of their responsibility by any right of the State to give permission or issue orders relafing fo any
part of the work; or by any such permission given on orders issued or by failure of the State to give such
permission or issue such orders.

1.22 PERFORMING SERVICES:
The Vendor will perform all services according to the requirements and specifications of this bid.

1.23 SCHEDULE OF EVENTS:

EVENT DESCRIPTION DATE TIME

BID Released (On or About) 717013

Questions Must Be Submitted No Later Than 7/26/13 4:00 PM
Responses To Questions Will Be Posted By 7/31/13 4:.00 PM
Bid Opening Date (Due Date) 8/5/13 11:30 AM

BIDDER CONTACT INFORMATION:
The following information is for this office to be able to contact a person knowledgeable of your bid
response, and who can answer guestions regarding it:

Silka M. Gonzalez 305-447-6750 N/A

Contact Person Telephone Number Toll Free Telephone Number
305-447-6752 silka@emrisk.com www.emrisk.com

Fax Number E-mail Address Company Website
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22

23

SECTION 2 - SPECIFICATIONS

PURPOSE:

The purpose of this bid invitation is to establish Statewide Contracts to provide services fo meet ongoing
Payment Card Industry Data Security Standard (PCI DSS) security and monitoring requirements as
established by the Security Standards Council. These services include, but are not limited to: network
penetration testing and application penetration testing. Any confract(s} resulting from this solicitation
may be used by the State of New Hampshire agencies and instfitutions during the term of the
contract(s), in accordance with the requirements of this bid invitation and any resulfing contract(s).

BACKGROUND:

Eleven (11) State agencies accept merchant cards at more than one hundred (100) locations (see
Exhibit 1). The majority of agency business offices that support these locations are headqguartered in
Concord, New Hampshire but the merchandising locations are geographically located throughout the
state.

The State’s acceptance of credit cards has grown significantly over time currently numbering almost 6.5
million transactions and $374 million in sales annually. Agencies use a variety of methods to accept
credit cards including standalone swipe devices, point of sale terminals, and e-commerce applications.
The State currently has a contract with Bank of America Merchant Card Services to process its credit
card transactions.

SCOPE OF SERVICES:

Contracts will be awarded to up to three (3) vendors who are certified by the PCI Security Standards
Council for PCI DSS compliance services by Visa, MasterCard, American Express and Discover as o
Qualified Security Assessor (QSA). Vendors shall be required to continue to be PCI certified as required
while performing PCl services for the state.

The State requires that all testing must be done from locations within the United States of America.
Access will not be provided 1o foreign IP addresses.

The scope of work shall include CATEGORY 2 - Network & Application Penetration Testing Services for all
locations included in this bid in Exhibit 1 and other locations that may be added throughout the term of
the contract. During the term of the contract the State may add cr delete locations as needed. Any
location deleted during the term of the contract will only be responsible for payment for services
received up to that point.

During the term of the contract locations may be added by requesting the contracted vendor fo
provide a quotation for that new location. Pricing quotations submitted for new locations shall be in line
with the pricing structure as submitted in this bid.

CATEGORY 2 - Network & Application Penetration Testing Services shall be completed in a reasonable
time frame as mutually agreed upon with agency and vendor. The Vendor shall submit a proposed
schedule to the state agency requesting services at each facility at least ten (10) days prior to each
period.
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Penetration Testing Services
The State of New Hampshire will award contracts fo a maximum of three (3) QSA vendors.

The contracts will be awarded to Qualified Security Assessor (QSA) vendors who can provide services
that allow agencies to comply with PCI Security Standards Council PCI DSS Requirements 6.6 and 11.3
for network penetration and application penetration testing. These contracts shall require:

TABLE 1 PENETRATION TESTING SERVICES
Network-layer penetration tests (PCI DSS Requirement 11.3.1)
PCI DSS requirement 11 requires that penetration tests be conducted at least annually or
after any significant change to your network. The vendor shall provide a service designed
to satisfy these requirements and include the following
Enumerdation: A list of targeted and authorized IP addresses will be developed
based on State provided data (domain names, hetwork blocks and individual IP
addresses). This includes intelligent domain name resolution in which dynamic,
periodic name resolution is employed in order to discover load-balancing
architectures that utilize multiple public IP addresses
Inventory: The vendor determines which of the enumerated IP addresses are
actually running, available and offering network services. Host inventory uses a
number of techniques, including ICMP pings, common TCP service probes, and
protocol-specific UDP service probes. In local, LAN-based scans, ARP queries also
reveal active systems. Open services are probed by the Vendor for any information
that can be used to verify the actual application layer protocol {e.g.. HTTP), as well
as vendor applications (e.g. Apache, IIS, Netscape, Domino} and version
System Discovery: The vendor attempts to identify other IP addresses associated
with the target IP addresses. Typical discovery methods include DNS record lockups
and various dynamic port mapping techniques (e.g., DCE Endpoint Mapping and
Java RMI Registry probes)
Vulnerability Checks: The vendor performs specific checks for vulnerabilities on all
accessible host IP addresses and services
Manual Analysis and Verification: The vendor performs manual verification and
analysis of the discovered vulnerabilities on Internet facing systems to identify
security holes and eliminate false positives. Upon completion of the testing, a report
shall be provided by the vendor documenting the findings and include high-level
recommendations. All testing phases must be coordinated with the State fo
minimize any adverse impact that may occur as d result of the services
Application-layer penetration tests (PCI DSS Requirements 6.6 and 11.3.2) PCI DSS require
that application reviews and penetration tests be conducted at least annually or after any
significant change to your application. The vendor shall provide a service designed to satisfy
these requirements and include the following
Manual Analysis and Verification: Contractor performs manual web application
vulnerability assessment based on PCI DSS Requirements 6.5 and 11.3.1
Vulnerability Checks: Contractor performs specific checks for vulnerabilities on all
accessible host IP addresses and services

Guarantee of Business Volume

Vendors should note that there is no minimum amount of business guaranteed in this bid solicitation.
Agencies will use these contacts as their needs develop. Vendors responding to this bid should have
adequate personnel to fulfill contract requirements but should have sufficient existing business to sustain
those personnel without relying on business from the State.
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25

2.6

27

28

AGENCIES AS MERCHANTS:
The agencies listed on the EXHIBIT 1, AGENCIES AS MERCHANTS provide a representation of the types of
agencies that process credit cards and their annual sales and transaction volume.

'VENDOR PERSONNEL QUALIFICATIONS:

As required by PCI DSS. The contractor shall assign certified consultants to validate the State’s
compliance with the data security requirements listed in this RFB.

In the event the vendor proposes a foreign national to perform the testing, the vendor shall provide the
State with copies of all security checks and clearance reports as well as documentation of their foreign
labor certification.

Responses to qualification requirements will be recorded in ATTACHMENT 3, COMPANY PROFILE AND
VENDOR MINIMUM REQUIREMENTS of the Response.

SUBCONTRACTOR:

The successful Vendor shall be solely responsible for meeting all terms and conditions specified in this
solicitation, their bid, and any resulting contract. Any subcontracted vendor shall first be approved by
the State. The Vendor shall remain wholly responsible for performance under the contract and will be
considered the sole point of contact with regard to all contractual matters, including payment of any
and all charges resulting from any conftract.

Subconiractors will only be considered if they have a minimum of three years of successful experience
providing the required services.

Vendors must provide, as ATTACHMENT 5, PROPOSED SUBCONTRACTORS as described below.

The name, address and phone number of any proposed subcontractor.

Number of years they have provided these types of services

References of customers for whom they have provided similar services

A company profile including a description of staff, # of employees, position held, qualifications,
number of years in industry etc.

PRE-ENGAGEMENT CHECKLIST:
Vendors shall agree to use the Pre-Engagement Checklists found in Exhibits 3 and 4 of this bid.

This form will be used by a requesting agency to convey to all the awarded contractors the services they
are requesting. Contracted vendors will use this Checklist to generate a quote to the Agency based on
the hourly rates they are submitting in this response. All contracted vendors will have the opportunity to
submit such a quote and a Purchase Order, if issued, will go to the contracted vendor submitting the
lowest priced quotation.

Agencies shall provide the pre-engagement checklist to contracted vendors to ensure they provide the
adequate details as to the scope of each individual engagement.

PRICING QUOTATIONS

Once the contract has been awarded, agencies may request quotations from all awarded vendors by
providing a Statement of Work (SOW) describing the services required as well as the Pre-Engagement
Checklist. If appropriate, the vendors may be allowed to view code or facilities after the execution of
confidentiality agreements. Vendors must return pricing quotations within five (5) business days. If
additional information has been circulated to all vendors, vendors will have one extra business day fo
revise their quotation. The specified hourly rates shall not exceed the rates quoted under this Contract.
A Maximum of three (3) contracts will be awarded to the vendors with the lowest Total Bids.
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2.9

ORDERING PROCEDURE FOR SERVICES:

Agencies shall process purchase orders complete with attached quote for services procured under this
contract. The Bureau of Purchase and Property will issue purchase orders to vendors on behalf of the
State agencies.

Page 10 of 26




3.1

3.2

3.3

SECTION 3 - BID RESPONSE PROCEDURES

PRICE RESPONSE SHEETS:

Vendors must provide, as ATTACHMENT 1, PRICE RESPONSE SHEETS, pricing as specified within this RFB.
All Pricing must be submitted as Fully Loaded (all expenses included) and FOB Destination. Vendors
must submit pricing using the table format provided.

Table 1 - Table 1 lists the rate for each scanning service category in each of three contract years as
well as a three year total.

REFERENCES:
All vendors must provide, as ATTACHMENT 2, at least three (3) business references, fo which they have

supplied related services of a comparable magnitude. Vendors should use the Vendor Reference
Checklist format included as Exhibit 2.

For each reference the vendor must provide:

e A description of the service provided
e The service time period (start date to finish date)
¢ Required reference contact information

Ensure that all Reference names and phone numbers are current and can be contacted easily.

COMPANY PROFILE AND VENDOR MINIMUM REQUIREMENTS:

The vendor shall provide the following information in ATTACHMENT 3,

COMPANY PROFILE
The vendor shall complete a Company Profile which includes, as a minimum, the following:
* Company overview/background
* Number of employee’s
* Length of time business has been in existence

VENDOR COMPANY MINIMUM REQUIREMENTS

Vendor must show evidence that they have successfully completed engagements of a similar
nature with government organizations of similar size. Vendor must demonstrate a minimum of
three years of performing this type of work.

Vendor must include credentials of personnel meeting the certification requirements and place them in
ATTACHMENT 3 of the Vendor Response. All QSA employees must have valid QSA certification as
verified by the PCI Standards Security Council

(https://www pcisecuritystandards.org/approved_companies_providers/verify_gsa_employee.php)
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3.4 CONTRACTOR CERTIFICATIONS:

All vendors must provide, as ATTACHMENT 4, the following:
e Certificate of Insurance, demonstrating that the vendor has the insurance necessary to provide
the services required by the contract as detailed in Section 1.20.
Vendors may also be required to provide the following, but need not submit them with the bid response:
s Cerificate of Corporate, or Organizational Authority, demonstrating that the officer signing the

contract has been duly authorized to do so.
e Certificate of Good Standing/Authaority from the New Hampshire Secretary of State.
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SECTION 4 - BID EVALUATION, SELECTION & AWARD PROCESS

41 AWARD:
A Maximum of three (3) contracts will be awarded to the vendors with the lowest Total Bids. Responses
must meet or exceed all of the requirements of this RFB.

4.2 EVALUATION:
Responses will be reviewed by the Bureau of Purchase and Property and the Department of
Information Technology. When the evaluation is complete recommendations for contract awards, if
any, will be made to the Commissioner of Administrative Services for final approval.

4.3 EVALUATION SCREENING PROCESS AND CRITERIA.:
All submissions will be passed through three levels of screening, an Initial Screening Process, an
Infermediate Evaluation and a Final Selection process.

4.3.1 |Initial Screening Process

The initial screening of will verify full compliance with all mandatory-filing requirements
specified in this RFB. Submissions that do not comply may be rejected. Submissions meeting all
the requirements will proceed to the Intermediate Evaluation Process.

Each vendor response must be:

e Complete, fulfiling all requirements of the RFB.

e Clear and understandable

s Inthe format specified in Section 5; RESPONSE FORMAT.

4.3.2 Intermediate Evaluation

ATTACHMENT 2 (REFERENCES), and ATTACHMENT 3 (COMPANY PROFILE AND VENDOR
MINIMUM REQUIREMENTS) will be reviewed and evaluated on a pass/fail basis. Only those
responses with a "passing” evaluation in all categories will proceed to the FINAL SELECTION
stage.

4.3.3 Final Selection

A Maximum of three (3) contracts will be awarded to those vendors whose submissions
successfully reach the FINAL SELECTION stage, and who have the lowest Total Bids in
ATTACHMENT 1 (PRICE RESPONSE SHEETS).

BID RESULTS

Bid results will not be given over the telephone. Bid results may be viewed on our web site at:
http://admin.state.nh.us/purchasing/bids.htm
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5.1

5.2

SECTION 5 - RESPONSE FORMAT

FORMAT REQUIREMENTS FOR RESPONSE TO RFB:

The following format was developed to ensure a comprehensive evaluation of the vendor's offering.
This format is not an attempt to limit the content of the response or in any way inhibit a presentation:
Submissions not conforming to the format described below may be excluded from further
consideration. The vendor's response will consist of the following items, presented in the order in
which the explanations appear in this section. If the vendor's response is presented in a tabbed
notebook, each tab must have the headings from the following sections.

e Prinfouts of complete original Addenda (if any issued) in numerical sequence, and
signed.

Original printout of RFB

Price Response Sheets (ATTACHMENT 1).

References (ATTACHMENT 2).

Company Profile and Vendor Minimum Requirements (ATTACHMENT 3).

Contractor Certifications (ATTACHMENT 4).

Proposed Subcontractor(s) (ATTACHMENT 5)

EXPLANATION OF RESPONSE SECTIONS:

5.2.1 Original Addenda
Addenda may be issued for the purpose of change or clarification to the original RFB. Each
Addendum must be printed, filled out, signed and inserted in the order in which they were
issued.

5.2.2 Original RFB
Printout of the Original RFB in its original order with signed and completed Transmittal Letter.

5.2.3 Price Response Sheets
The vendor must complete the appropriate table or tables in ATTACHMENT 1. as detailed in
Section 3.1; PRICE RESPONSE SHEETS, providing price information for all services listed.
ATTACHMENT 1 must remain in its original location in the RFB.

5.2.4 References
The vendor must provide References in ATTACHMENT 2, as detailed in Section 3.2; References.

5.2.5 Company Profile And Vendor Minimum Requirements,
The vendor must provide in ATTACHMENT 3, information as detailed in Section 3.3, COMPANY
PROFILE AND VENDOR MINIMUM REQUIREMENTS.

5.2.6 Contractor Certifications
The vendor must provide in ATTACHMENT 4, information as detailed in Section 3.4, Contractor
Certifications.

5.2.7 Proposed Subcontractors

The vendor must provide in ATTACHMENT 5, information as detailed in Section 2.8, Proposed
Subcontractor.
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ATTACHMENT 1

PRICE RESPONSE SHEETS

Prices for the specified services MUST be entered in the following Price Response sheetfs. Vendors MUST
provide pricing for ALL required services to be considered for award. Vendors may NOT submit pricing in
any format other than the tables provided. Bid prices must be FOB Destination. Bid rates are fully loaded
and include all additional charges including but not limited to: meals, travel, and lodging. A maximum
of three individual contracts shall be awarded to the vendors with the lowest priced compliant bids.

Normal Business Hours — 8:00 AM fo 5:00 PM EST Monday through Friday, excluding State of New
Hampshire Holidays. State Holidays are: New Years Day, Martin Luther King Day, President’s Day,
Memorial Day, July 4th, Labor Day, Veterans Day, Thanksgiving Day, the day after Thanksgiving Day and
Christmas Day. Specific Dates will be provided.

PENETRATION TESTING - Vendors are asked to submit hourly rates for providing both
network-layer testing and application-layer penetration testing. Contracts will be
awarded based on these hourly rates.

Once the contfract has been awarded, agencies may request quotations from all contracted vendors
by providing a Statement of Work (SOW) describing the services required as well as the Pre-
Engagement Checklist. If appropriate, the vendors may be allowed to view code or facilities after the
execution of confidentiality agreements. Vendors must return pricing quotations within five (5} business
days. If additional information has been circulated to all vendors, vendors will have one extra business
day to revise their quotation. The specified hourly rates quoted shall not exceed the rates offered in the
Vendor's bid response. A Maximum of three (3) contracts will be awarded to the vendors with the
lowest Total Bids.

OFFER: The undersigned hereby offers to perform the services to the State of New Hampshire as specified at the
prices quoted below, in complete accordance with general and detailed specifications included herewith.

Table 1 — PENETRATION TESTING PRICING COMBINED RATE

Tasks Hourly Rate
10/13/2013 - 10/13/2014 - 10/13/2015 - Total
10/12/2014 10/12/2015 10/12/2016

Network-layer Penetration Tests

$170 $173.5 $177
Application-layer Penetration $170 $173.5 $177
Tests
Total
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ATTACHMENT 2
REFERENCES

(REFER TO SECTION 3.2 FOR SUBMISSION REQUIREMENTS)

Ensure that all Reference names and phone numbers are current and can be contacted easily.

ATTACHMENT 3

COMPANY PROFILE AND VENDOR MINIMUM REQUIREMENTS

(REFER TO SECTION 2.4 AND 3.3 FOR SUBMISSION REQUIREMENTS)

ATTACHMENT 4

CONTRACTOR CERTIFICATIONS

(REFER TO SECTION 3.4 FOR SUBMISSION REQUIREMENTS)

ATTACHMENT 5

PROPOSED SUBCONTRACTORS

(REFER TO SECTION 2.7 FOR SUBMISSION REQUIREMENTS)
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Agencies as merchants

EXHIBIT 1

Sales and transaction data by State Agency for calendar year 2012

Totals
Ref# | Agency / Boards Accepting Merchant Cards | Locations
Processing
Merchant Card

Transactions Gross Sales Gross Transactions
1 | Education Department 1 s 945,445.00 8,270
2 | Fish & Game Department 1 S 239,567.25 3,475
3 | Joint Board of Licensure 1 $ 1,269,910.37 7,788
4 Liquor Commission 82 $337,381,899.79 5,824,069
5 Lottery Commission” 1 S 373,100.00 2,944
6 | Nursing, Board of 1 $ 1,386,445.00 16,977
7 | Pease Development Authority 2 S 749,699.26 3,330
8 Resources & Economic Development 19 $ 7,019,664.53 311,056
9 | Safety Department 28 $ 18,072,311.63 233,001
10 | Secretary of State 1 $ 7,059,484.00 65,342
11 | Transportation Department 1 S 315,004.00 13,392
Total 138 $374,812,530.83 6,489,644
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EXHIBIT 2
REFERENCE CHECKLIST FORMAT

All vendors must provide, as ATTACHMENT 2, at least 3 (three) references for which they currently
hold similar contracts with multiple delivery locations. For each reference the vendor must provide
customer name, contact name, contact telephone number, a descripfion of the service provided
and service time period (start to finish dates). Ensure that all Reference names and phone numbers
are current and can be contacted easily.

Ref. Customer Name, Customer Dates of Products and Services Provided
No. Address and Contact Service
Contact Telephone From-To
Number
1
2
3
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EXHIBIT 3

Network Penetration Testing: Pre-Engagement Checklist

These questions are intended to help the vendor understand your agency’s needs for an assessment to
validate your compliance with the Payment Card Industry Data Security Standard (PCI DSS0 v1.2.

Agency Information

Contact Name

Name of Organization
Mailing Address

City, State, Zip Code
Telephone Number

Fax Number

E-mail Address

Policy and Procedures
Do information security policies and procedures currently exist? Yes No
Can these documents be made available to vendor analysts? Yes No

Network Penetration Testing — Automated and manual attacks. Comprehensive but will not exploit identified
vulnerabilities.

Question Answer
How large is the IP space to be assessed? Please
provide the subnets/IP addresses.
How many hosts are in scope as part of this
assessment?
Are any systems or devices in scope hosted by a
third party?
Are brute-force attacks and password cracking in
scope?
Are there any timing restrictions on the testing?
Provide logical diagrams showing system and/or
subnet boundaries, location of protection devices
(firewall, IDS, IPS) and of interconnections with
other systems, flow/locations of cardholder data.

Internal Network Characteristics (Please provide the following information about your internal network to
accurately determine your assessment needs.)

Deployed Critical applications (For each deployed critical application, please provide the following
information)
Name of Application Purpose of Application

Deployed Internal Servers (For each deployed internal server, please provide the following information)
Type of Server Number of Servers

Deployed End-User Workstations (For each type of deployed end-user workstation, please provide the
following information)
Type of Workstation Number of Workstations

Number of End-Users
Total number of End-Users [
Type of Physical Network
Wired [ [ Yes [ [ No
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[ Wireless [ [Yes | [No

Security Devices within the Internal Network (Please indicate with a check mark which security devices are
deployed within your organization's internal network; then provide the additional requested information about
the types and numbers of devices.

Device Type(s) of Devices Number of Devices
Firewalls [ TYes [ [No Type(s) Number
Intrusion Detection or Prevention System Type(s) Number
Host based | [Yes | | No
Network based | TYes | [No
Logging Type(s) Number
Host based | TYes | [ No
Network based [ TYes [ [No
Are log analysis tools used to generate Yes No
reports?
SPAM Filter [ TYes | |No Type(s) Number
Encryption/VPN [ Tyes | |[No Type(s) Number
Authentication Type(s) Number
(e.g., tokens, Yes No
biometrics)
Anti-Virus Type(s) Number
Host based | TYes | [ No
Network based | TYes | | No
Gateway based [ TYes [ [No
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EXHIBIT 4

Application Penetration Testing: Pre-Engagement Checklist

These questions are intended to help the vendor understand your agency’s needs for an assessment to
validate your compliance with the Payment Card Industry Data Security Standard (PCI DSS0 v1.2.

Agency Information

Contact Name

Name of Organization

Mailing Address

City, State, Zip Code

Telephone Number

Fax Number

E-mail Address

Policy and Procedures

Do information security policies and procedures currently exist? Yes No

Can these documents be made available to vendor analysts? Yes No

Application Penetration Testing: Automated and manual attacks.

Question Answer

Written description of the Cardholder Data
Environment (CDE) — e.g. CDE system boundaries,
description of how the CDE is segregated from the
rest of the agency’s systems, major components
and/or subnets, interconnections with other systems
(including ISPs and any other information system to
which this system is connected, such as business
partners and separately-managed information
systems within the organization), flow/locations of
cardholder data, etc.

What applications are in scope and what are their
names/URLs?

What is the type of application (Web, Thick-client,
etc.)?

Is the application available over the Internet? If not,
what location does the testing team need to be at in
order to test?

How many URLs are required to access the
application components (basic application functions,
administration)?

Is the application in a test or production
environment?

Does the application provide both a web interface
and a web services interface?

What is the web application/web services platform?

What other technologies are involved in the web
application’s n-Tier architecture?

Is a current application design diagram available for
the application architecture including platforms,
locations of customer data, network-based controls,
etc.? If so, please provide.

Was the application purchased from a vendor,
developed in-house or the result of an outsourced
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development project?

What is the total number and type of authorization
levels in scope for this assessment (anonymous,
admin. workflow)?

What type of authentication is required (password,
OTP token, certificate)?

How many form fields exist or how many dynamic
pages exist and what is the average inputs per
page?

What languages are used (C, C++, Java)?

What is the development platform (.Net, J2EE,
ColdFusion)?

Which application server or middleware is used
(Weblogic, Websphere)?

What database server is used (Oracle, MS SQL,
DB2)?
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FORM P-37

Subject:
1.0 AGREEMENT

The State of New Hampshire and the Vendor hereby mutually agree as follows:

GENERAL PROVISIONS

IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
1.3 Vendor Name 1.4 Vendor Address
1.5 Vendor Phone # 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
1.9 Contract(s)ing Officer for State Agency 1.10State Agency Telephone Number
1.11 Vendor Signature 1.12 Name and Title of Vendor Signatory
1.13 Acknowledgement: State of , County of
On . before the undersigned officer, personally appeared the person identified in block

1

.12, or satisfactorily proven to be the person whose name is signed in block 1.11, and acknowledged that s/he

executed this document in the capacity indicated in block 1.12.

1

.13.1 Signature of Notary Public or Justice of the Peace

[Seaql]

.13.2 Name and Title of Notary or Justice of the Peace

—

.14 State Agency Signature 1.15 Name and Title of State Agency Signatory

16 Approval by the N.H, Department of Administration, Division of Personnel (if applicable)

By: Director, On:

A7 Approval by the Afttorney General (Form, Substance and Execution)

By: Oon:

.18 Approval by the Governor and Executive Council

By: On:

2. EMPLOYMENT OF VENDOR/SERVICES TO BE PERFORMED. The State of New Hampshire, acting through the agency identified in block
1.1 (“State™), engages Vendor identified in block 1.3 (*Vendor") to perform, and the Vendor shall perform, the work or sale of goods,
or both, ideniified and more particulary described in the attached EXHIBIT A which is incorporated herein by reference (“Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the contrary, and subject to the approval of the Govermnor and Executive
Council of the State of New Hampshire, this Agreement, and all obligations of the parties hereunder, shall not become effective until
the date the Governor and Executive Council approve this Agreement (“Effective Date”).

3.2if the Vendor commences the Services prior fo the Effective Date, all Services performed by the Vendor prior to the Effective Date
shall be performed af the sole risk of the Vendor, and in the event that this Agreement does not become effective, the State shall
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have no liability to the Vendor, including without limitation, any obligation to pay the Vendor for any costs incurred or Services
performed. Vendor shall complete all Services by the Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT. Notwithstanding any provision of this Agreement to the confrary, all obligations of the State
hereunder, including, without limitafion, the confinuance of payments hereunder, are confingent upon the avdilability and continued
appropriation of funds, and in no event shall the State be liable for any payments hereunder in excess of such available appropriated
funds. In the event of a reduction or terminafion of appropriated funds, the State shall have the right to withhold payment until such
funds become available, if ever, and shall have the right to terminate this Agreement immediately upon giving the Vendor notice of
such termination. The State shall not be required to fransfer funds from any other account o the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT(S) PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract(s) price. method of payment, and terms of payment are identfified and more particularly described in EXHIBIT B which
is incorporated herein by reference.

5.2 The payment by the State of the contract(s) price shall be the only and the complete reimbursement to the Vendor for all
expenses, of whatever nature incurred by the Vendor in the performance hereof, and shall be the only and the complete
compensation to the Vendor for the Services. The State shall have no liakility to the Vendor other than the contract(s) price.

5.3 The State reserves the right to offset from any amounts otherwise payable to the Vendor under this Agreement those liquidated
amounts required or permitted by N.H. RSA 80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement fo the contrary, and notwithstanding unexpected circumstances, in no event shall
the total of all payments authorized, or actually made hereunder, exceed the Price Limitation set forth in block 1.8.

4. COMPLIANCE BY VENDOR WITH LAWS AND REGULATIONS/ EQUAL EMPLOYMENT OPPORTUNITY.

6.1 In connection with the performance of the Services, the Vendor shall comply with all statutes, laws, regulations, and orders of
federal, state, county or municipal authorities which impose any obligation or duty upon the Vendor, including, but not limited to, civil
rights and equal opportunity laws. In addition, the Vendor shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Vendor shall not discriminate against employees or applicants for employment because of
race, color, religion, creed, age, sex, handicap, sexual orientation, or national origin and will take affirmative action to prevent such
discrimination.

6.3 If this Agreement is funded in any part by monies of the United States, the Vendor shall comply with all the provisions of Executive
Order No. 11246 (*Equal Employment Opportunity”), as supplemented by the regulations of the United States Department of Labor (41
C.F.R. Part 40), and with any rules, regulations and guidelines as the State of New Hampshire or the United States issue to implement
these regulations. The Vendor further agrees to permit the State or United States access to any of the Vendor's books, records and
accounts for the purpose of ascertaining compliance with all rules, regulations and orders, and the covenants, terms and conditfions
of this Agreement.

7. PERSONNEL.

7.1 The Vendor shall at its own expense provide all personnel necessary to perform the Services. The Vendor warmrants that all personnel
engaged in the Services shall be qualified to perform the Services, and shall be properly licensed and otherwise authorized to do so
under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this Agreement, and for a period of six {4) months after the Completion
Date in block 1.7, the Vendor shall not hire, and shall not permit any subvendor or other person, firm or corporation with whom it is
engaged in a combined effort to perform the Services to hire, any person who is a State employee or official, who is materially
involved in the procurement, administration or performance of this Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contract(s)ing Officer specified in block 1.9, or his or her successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the Contract(s)ing Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissicns of the Vendor shall constitute an event of default hereunder (“Event of
Default"):

8.1.1 failure to perform the Services satisfactorily or on schedule;

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may take any one, or more, or all, of the following acftions:

8.2.1 give the Vendor a written nofice specifying the Event of Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the date of the nofice; and if the Event of Default is not fimely remedied.
terminate this Agreement, effective two (2] days after giving the Vendor nofice of fermination;

8.2.2 give the Vendor a written nofice specifying the Event of Default and suspending all payments to be made under this Agreement
and ordering that the portion of the contract(s) price which would otherwise accrue to the Vendor during the period from the date of
such notice until such time as the State determines that the Vendor has cured the Event of Default shall never be paid to the Vendor:
8.2.3 set off against any other obligations the State may owe to the Vendor any damages the State suffers by reason of any Event of
Default; and/or

8.2.4 freat the Agreement as breached and pursue any of its remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/ PRESERVATION.

9.1 As used in this Agreement, the word “data" shall mean all information and things developed or obtained during the performance
of, or acquired or developed by reason of, this Agreement, including, but not limited fo, all studies, reports, files, formulae, surveys,
maps. charts, sound recordings, video recordings, pictorial reproductions, drawings, analyses, graphic representations, computer
programs, computer printouts, notes, letters, memoranda, papers, and documents, all whether finished or unfinished.

9.2 All data and any property which has been received from the State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned to the State upon demand or upon termination of this Agreement
for any reason.

9.3 Confidentiality of data shall be governed by N.H. RSA chapter 21-A or other existing law. Disclosure of data requires prior written
approval of the State.
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10. TERMINATION. In the event of an early termination of this Agreement for any reason other than the completion of the Services, the
Vendor shall deliver to the Confract(s)ing Officer, not later than fifteen (15) days after the date of termination. a report (“Termination
Report"] describing in detail all Services performed. and the contract(s) price earned, to and including the date of termination. The
form, subject matter, content, and number of copies of the Termination Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. VENDOR'S RELATION TO THE STATE. In the performance of this Agreement the Vendeor is in all respects an independent Vendor, and
is neither an agent nor an employee of the State. Neither the Vendor nor any of its officers, employees, agents or members shall have
authority to bind the State or receive any benefits, workers' compensation or other emoluments provided by the State toits
employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACT(S)S. The Vendor shall not assign, or otherwise fransfer any interest in this Agreement
without the prior written consent of the N.H. Department of Administrative Services. None of the Services shall be subcontract(s)ed by
the Vendor without the prior written consent of the State.

13. INDEMNIFICATION. The Vendor shall defend, indemnify and hold harmless the State, its officers and employees, from and against
any and all losses suffered by the State, its officers and employees. and any and all claims, liabilities or penalties asserted against the
State, its officers and employees, by or on behalf of any person, on account of, based or resulting from, arising out of {or which may
be claimed fo arise out of) the acts or omissions of the Vendor. Notwithstanding the foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign immunity of the State, which immunity is hereby reserved to the State. This covenant
in paragraph 13 shall survive the termination of this Agreement.

14. INSURANCE.

14.1 The Vendor shall, at ifs sole expense, obtain and maintain in force, and shall require any subvendor or assignee to obtain and
maintain in force, the following insurance:

14.1.1 comprehensive general liability insurance against all claims of bodily injury, death or property damage, in amounts of not less
than $250,000 per claim and $2,000,000 per occurrence; and

14.1.2 fire and extended coverage insurance covering all property subject to subparagraph 9.2 herein, in an amount not less than 80%
of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued by insurers licensed in the State of New Hampshire,

14.3 The Vendor shall furnish to the Contract{s)ing Officer identified in block 1.9, or his or her successor, o cerfificate(s) of insurance for
all insurance required under this Agreement. Vendor shall also furnish to the Contract(s)ing Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all renewal(s) of insurance required under this Agreement no later than fifteen (15) days prior
to the expiration date of each of the insurance policies. The certificate(s) of insurance and any renewals thereof shall be attached
and are incorporated herein by reference. Each certificate(s) of insurance shall contain a clause requiring the insurer to endeavor to
provide the Contract(s)ing Officer idenfified in block 1.9, or his or her successor, nao less than ten (10) days prior written notice of
cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Vendor agrees, cerfifies and warrants that the Vendor is in compliance with or exempt from, the
requiremnents of N.H. RSA chapter 281-A ("Workers' Compensafion”).

15.2 To the extent the Vendor is subject to the requirements of N.H. RSA chapter 281-A, Vendor shall maintain, and require any
subVendor or assignee to secure and maintain, payment of Workers' Compensation in connection with acfivities which the person
proposes to undertake pursuant to this Agreement. Vendor shall furnish the Contract(s)ing Officer identified in block 1.9, or his or her
successor, proof of Workers' Compensation in the manner described in N.H. RSA chapter 281-A and any applicable renewal(s)
thereof, which shall be attached and are incorporated herein by reference. The State shall not be responsible for payment of any
Workers' Compensation premiums or for any other claim or benefit for Vendor, or any subVendor or employee of Vendor, which might
arise under applicable State of New Hampshire Workers' Compensation laws in connection with the performance of the Services
under this Agreement.

16. WAIVER OF BREACH. No failure by the State to enforce any provisions hereof after any Event of Default shall be deemed a waiver
of ifs ights with regard to that Event of Default, or any subsequent Event of Default. No express failure to enforce any Event of Default
shall be deemed a waiver of the right of the State to enforce each and all of the provisions hereof upon any further or other Event of
Default on the part of the Vendor.

17. NOTICE. Any notice by a party hereto to the other party shall be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

18. AMENDMENT. This Agreement may be amended, waived or discharged only by an insfrument in writing signed by the parties
hereto and only after approval of such amendment, waiver or discharge by the Governor and Executive Council of the State of New
Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS. This Agreement shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and inures to the benefit of the parties and their respective successors and assigns. The wording used
in this Agreement is the wording chosen by the parties to express their mutual intent, and no rule of consiruction shall be applied
against or in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to benefit any third parfies and this Agreement shall not be construed fo confer
any such benefit.

21. HEADINGS. The headings throughout the Agreement are for reference purposes only. and the words contained therein shall in no
way be held to explain, modify, amplify or aid in the inferpretation, construction or meaning of the provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set forth in the attached EXHIBIT C are incorporated herein by reference.
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23. SEVERABILITY. In the event any of the provisions of this Agreement are held by a court of competent jurisdiction to be confrary to
any state or federal law, the remaining provisions of this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be executed in a number of counterparts, each of which shall be deemed an

original, constitutes the entire Agreement and understanding between the parties, and supersedes all prior Agreements and
understandings relating hereto.
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STATE OF NEW HAMPSHIRE | aYe ‘j"
BUREAU OF PURCHASE AND PROPERTY ' 7 '
STATE HOUSE ANNEX
25 CAPITOL STREET
CONCORD, NEW HAMPSHIRE 03301-6398
ADDENDUM # 1 TO RFB INVITATION # 1560-14

DATE OF BID OPENING: 8/5M13 TIME OF BID OPENING: 11:30 AM

FOR: CATEGORY 2 - Network & Application Penetration Testing Services

QUESTIONS AND ANSWERS

QUESTION #1

| was speaking to our technical architect, and he said we would be

able to complete the services requested in this bid. We were wondering how

important QSA is as a requirement for an award. Here is a short description of QSA and how it
doesn’'t impact our ability to perform the services required.

“QSA ("Qualified Security Assessor") is a certification bestowed by the PCI
Security Standards Council for organizations who are permitted to prepare
official Report On Compliance (ROC) documentation (i.e., they can perform
official 3rd party PCI audits). That certification is not required for
performing penetration testing for PCI under section 11.3, and it has nothing
to do with the ability to perform penetration testing-- it's about auditing
against the PCI DSS. CDW is not a QSA, but we are expert penetration
testers.”

After reviewing that information will you allow us to respond and be awarded
the business assuming our proposal is chosen?

ANSWER #1

Services provided by a Qualified Security Assessor (QSA) is a mandatory requirement.




QUESTION #2

Am | correct in thinking as per Section 2.3 only US companies may
respond?

ANSWER #2

We assume you are referring to the following bid language:

The State requires that all testing must be done from locations within the United States
of America. Access will not be provided to foreign IP addresses.

This does not prevent foreign companies from bidding but it does require that the testing be
done from locations within the United States.

QUESTION #3

PCI does not require a company to be a QSA in order to perform the testing that the State of New
Hampshire is requesting. Would the State allow a non-QSA who is qualified to perform the
requested tests?

ANSWER #3

Services provided by a Qualified Security Assessor (QSA) is a mandatory requirement.

QUESTION #4

Would we be able to get the RFB in an editable form? (to allow completion of the forms)

ANSWER #4

You may have the response portion of the bid by sending a request to Robert.lawson@nh.gov




QUESTION #5

Section 5 — Response Format, 5.2.3 Price Response Sheets — There is a statement that says
“Attachment 1 must remain in its original location in the RFB.” Since the Original RFB is to be
printed in the previous section (5.2.2 Original RFB) would the State like us to complete the

price sheets within section 5.2.2 and just make reference to the completed price sheets in
section 5.2.37

ANSWER #5

We are just looking for all the bids to have all the items in the same sequence so we don’t
have to go looking for all the materials we need to review. Please sort the materials in the
requested order.

QUESTION #6

Would the State entertain alternative language to Section 13 of the General Provisions?

a. The extensiveness of the provisions as proposed in Section 13 precludes bidders from
evaluating or pricing the associated risk in the penetration testing environment. The

provision requires bidders to assume an uncapped and uninsured liability.

ANSWER #6

Sorry, we cannot modify the existing language.

QUESTION #7
How many externally facing web applications are in scope?
ANSWER #7

Please see the table at the end of this document for the requested addresses.

QUESTION #8
How many externally facing web applications are internally developed custom applications?
ANSWER #8

Please see the table at the end of this document for the requested addresses.




QUESTION #9

How many internal hosts are in scope?

ANSWER #9

The number of internal servers in scope varies by each agency’s application and cardholder

flow. Details on each is provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work

QUESTION #10
How many internal network segments are there?
ANSWER #10

The number of internal servers in scope varies by each agency’s application and cardholder
flow. Details on each is provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work

QUESTION #11
How many external IP addresses/hosts are there?
ANSWER #11

Please see the table at the end of this document for the requested addresses.

QUESTION #12

How many virtual hosts exist that would only respond to a host name?

ANSWER #12

None

QUESTION #13

Is there a pre-established budget for this project? Could you please provide the budget figure?




ANSWER #13

Sorry, there is no pre-established budget for this project.

QUESTION #14

Is there a set-aside and/or any special considerations for this opportunity to prefer small
disadvantaged businesses, woman-owned businesses, economically disadvantaged woman owned
small businesses, and/or minority-owned businesses?

ANSWER #14

Sorry, No.

QUESTION #15

Is this the first time that the State will contract a vendor for a project with this (or similar) scope?

ANSWER #15

No, there are currently contracts in place that were established in 2010.

QUESTION #16

Could you please name the previous successful contractor(s) and the “not to exceed” hourly rates
proposed by said contractor(s)?

ANSWER #16

This information is available at nh.gov. All current contracts are posted for public view.

QUESTION #17

Further, if there is an incumbent, what is the reason that the State is looking to contract a new
vendor(s) for this requirement (e.g. poor performance by previous vendor, conflict of interest issues,
etc.)?




ANSWER #17

Current contracts are expiring and procedure requires that we provide a new bidding
opportunity.

QUESTION #18

During evaluation of proposals received, will any preference/points be awarded for vendors that
submit references from government organizations? Is it preferred that the contractor have
government experience?

ANSWER #18

Please review the bid requirements. No preference/points will be given but vendors must
meet the requirements in the bid or they will be considered non-compliant.

QUESTION #19

At the bidding stages, would a “Summary of Insurance Coverage” document that shows compliance
with the requirements stated in Section 1.20 of the RFB document suffice? Or is the State looking for
a bidder to submit a proper insurance certificate with the State as the beneficiary?

ANSWER #19

We will need a proper Insurance Certificate. This will be needed to be able to proceed with
any potential contract.

QUESTION #20

Is there a preference for a local firm (or one that is more accessible)? Will this go against a vendor
who is not local or not more accessible, in the scoring process? If so, please specify the point
deductions applicable.

ANSWER #20

Please review the bid requirements. The only preference would be for a New Hampshire
company if there were a tie.




QUESTION #21

Since all scope activities can be performed remotely, is it acceptable to the State that a vendor hold
all meetings over GoTo Meeting or a similar remote collaboration platform, in order to keep costs low
and offer the best value to the State?

ANSWER #21

Yes, this would be acceptable if provided at vendor’s expense.

QUESTION #22

Is the State looking for a bidder to provide any other material beyond the completed attachments (e.g.
a technical proposal or such)? Or will the completed attachments provided as part of the RFB
suffice?

ANSWER #22

The information requested as part of the RFB is sufficient to allow the state to select vendors
for possible award.

QUESTION #23

It is our understanding that at the time of bidding, a vendor need not be registered nor have a
certificate of Good Standing with the State, but that once awarded a vendor would have to obtain said
certificate. Can you please confirm if this understanding is correct?

ANSWER #23

Per Section 1.9; On submitting a bid any vendor should already be registered with the Bureau
of Purchase and Property to do business with the State.

Although you need not be registered with the Secretary of State at the time of submitting a
bid it can take some time to get registered such that if we were to be ready to offer you a
contract you may not be able to get registered in time and the contract would have to be
awarded to another bidder.




QUESTION #24

Please confirm that a bid response may be submitted over e-mail (to prchweb@nh.gov) and that this
mode of submission is acceptable to the State.

ANSWER #24

Section 1.16 shows the manner in which bids may be submitted and via e-mail is one of the
options.

QUESTION #25

As part of the final result announcement on this RFB, will the names of all selected bidders be
announced?

ANSWER #25

As per Section 1.19; bid results will be posted on the web site for public view.

QUESTION #26

Please confirm that a QSA audit (typical QSA audit followed by a report on compliance) is not in
scope and only network and application layer penetration testing is in scope.

ANSWER #26

The Scope of this RFB is for services to meet PCI DSS 11.3.

QUESTION #27

Based on the RFB document, it appears that the methodology that will be used in network and
application penetration tests is not being evaluated currently. Can you please confirm that this is the
case? Or is the vendor expected to provide the methodologies used as a separate document (or as
part of a technical proposal)?




ANSWER #27
The vendor is not required to provide the methodologies used in their response to this Bid

request. This information is required, however, whenever the vendor performs work under
this Bid.

QUESTION #28

Will any of the penetration testing (external or internal) involved systems or applications that are
hosted by a 3™ party (vendor) service provider?

ANSWER #28

Not at this time but it is conceivable that this may change over the course of this contract.

QUESTION #29
Is there a preference for:
a. Uninformed testing (“black box”),
b. Informed testing (“white box”), or
c. A combination of uninformed and informed testing?

ANSWER #29

The State does not have a stated preference beyond the requirements under PCI 11.3.

QUESTION #30

Do any of the agencies have systems with modems that will require war-dialing as part of the external
penetration testing?

ANSWER #30

None of the current applications have modems in place however; it is conceivable that this

may change over the course of the contract. Vendors must be capable of handling this type of
situation.




QUESTION #31

For internal network penetration testing, is remote testing permissible?

ANSWER #31

Yes.

QUESTION #32

Does the state intend to include wireless infrastructure in the scope of internal network penetration
testing?

ANSWER #32

Not at this time because wireless is not part of any of the existing applications. It is
conceivable that this may change over the course of this contract.
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QUESTION #33

Who is driving your PCI requirement or is this an internal exercise?

ANSWER #33

PCI DSS 11.3 requires all merchants to have network and application penetration tests done

on an annual basis or when there is a significant change to the environment. The State has
determined the best way to accomplish this is using a qualified external third party.

QUESTION #34

How many externally/internally facing IPs do you have for

each department?

1. Education Dept.
2. Fish & Game Dept.
3. Joint Board of Licensure




Liqguor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department
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For External Pen Testing:

How many Edge Router(s) / Switch(es)?
Education Dept.

Fish & Game Dept.

Joint Board of Licensure

Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority

. Resources & Economic Development
10.Safety Dept.

11.Secretary of State

12.Transportation Department
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ANSWER #34

Please see the table at the end of this document.

QUESTION #35

2. How many Firewall(s)?
Education Dept.

Fish & Game Dept.
Joint Board of Licensure
Liquor Commission
Lottery Commission
Nursing, Board
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7. Pease Development Authority

8. Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department

ANSWER #35

The number of firewalls in scope varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #36

3. How many VPNs/ Remote Access?
Education Dept.

Fish & Game Dept.

Joint Board of Licensure

Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10.Secretary of State

11. Transportation Department
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ANSWER #36

Whether there is VPN in scope varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.




QUESTION #37

4. IP address spaces are exposed?
Education Dept.

Fish & Game Dept.

Joint Board of Licensure

Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department
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ANSWER #37

The full network scope and IP addressing varies by each agency’s application and cardholder
flow. Details on each are provided as part of the Scope of Work and Pre-Engagement
Checklist submitted to the vendor for pricing prior to conducting any work. For security
purposes, the State does not provide details about the networking and application
environments.

QUESTION #38
5. How many web servers? SOAP, XML, dynamic content?

a. What is the physical number of web servers that you have in your environment to be
tested?
1) Education Dept.

2) Fish & Game Dept.

3) Joint Board of Licensure

4) Liquor Commission

) Lottery Commission

) Nursing, Board

) Pease Development Authority

8) Resources & Economic Development
) Safety Dept.

0)Secretary of State

1)Transportation Department




ANSWER #38

The number of servers in scope varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #39

b. How many different applications reside amongst the web servers? (Web applications
can

include web sites or full blown applications)
Education Dept.

Fish & Game Dept.

Joint Board of Licensure

Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11.Transportation Department
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ANSWER #39

Details about each application varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #40
c. What are the applications? (Static Web Pages or Dynamic)

1. Education Dept.
2. Fish & Game Dept.
3. Joint Board of Licensure




Liguor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department
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ANSWER #40

Details about each application varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #41

d. What languages are web applications developed in?
1. Education Dept.

Fish & Game Dept.

Joint Board of Licensure

Liqguor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department
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ANSWER #41

Details about each application varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.




QUESTION #42

e. How many forms are present in your web application?
1. Education Depit.

Fish & Game Dept.

Joint Board of Licensure

Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority

Resources & Economic Development

9. Safety Dept.

10.Secretary of State

11. Transportation Department
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ANSWER #42

Details about each application varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist
submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #43

f. How many pages make up your web app?
1. Education Dept.

Fish & Game Dept.

Joint Board of Licensure

Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department
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ANSWER #43
Details about each application varies by each agency’s application and cardholder flow.
Details on each are provided as part of the Scope of Work and Pre-Engagement Checklist

submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #44

For Internal Penetration Testing:

1. Number of datacenter locations
. Education Dept.

. Fish & Game Dept.

. Joint Board of Licensure

. Liqguor Commission

. Lottery Commission

. Nursing, Board

. Pease Development Authority

. Resources & Economic Development
9. Safety Dept.

10.Secretary of State

11. Transportation Department
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ANSWER #44
Details about State data centers vary by each agency’s application and cardholder flow.
Details on each is provided as part of the Scope of Work and Pre-Engagement Checklist

submitted to the vendor for pricing prior to conducting any work. For security purposes, the
State does not provide details about the networking and application environments.

QUESTION #45

2. Number of retail/store locations (if any)?

ANSWER #45

See Exhibit 1.




QUESTION #46

3.

Are all the locations accessible from a single site?

If we are going to do a penetration test (internal); is your network segmented in a manner that
allows us to either access it from one point or do we need to access it from multiple geographic
locations.

ANSWER #46

VPN accounts will be provided as necessary to allow the vendor to access the specific
network locations required for penetration testing.

QUESTION #47

4. How many IP addresses per location would need to be scanned?

PN R OA D

9.
10.
11.

Education Dept.

Fish & Game Dept.

Joint Board of Licensure
Liqguor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
Safety Dept.

Secretary of State
Transportation Department

ANSWER #47

The full network scope and IP addressing varies by each agency’s application and cardholder
flow. Details on each are provided as part of the Scope of Work and Pre-Engagement
Checklist submitted to the vendor for pricing prior to conducting any work. For security
purposes, the State does not provide details about the networking and application
environments.

QUESTION #48
5. Your internal systems that process, transmit, store or handle credit card data, are they on a
segmented network of their own with no other systems (servers, desktops etc) present?




Education Dept.

Fish & Game Dept.

Joint Board of Licensure
Liquor Commission

Lottery Commission

Nursing, Board

Pease Development Authority
Resources & Economic Development
9. Safety Dept.

10. Secretary of State

11. Transportation Department
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ANSWER #48

The full network scope and cardholder flow varies by each agency’s application. Details on
each are provided as part of the Scope of Work and Pre-Engagement Checklist submitted to
the vendor for pricing prior to conducting any work. For security purposes, the State does
not provide details about the networking and application environments.

QUESTION #49

6. This can be accomplished with either a firewall, router and acl’s or VPN’s with acl’s that
restrict
access to only systems that need access and is not open to all.
a. If yes, how many physical computers are present?

ANSWER #49

The full network scope and cardholder flow varies by each agency’s application. Details on
each are provided as part of the Scope of Work and Pre-Engagement Checklist submitted to
the vendor for pricing prior to conducting any work. For security purposes, the State does
not provide details about the networking and application environments.

QUESTION #50




i. Many organizations will have a standard process for building production servers.
Typically windows and unix / linux web servers, database servers etc will each
have their own process often referred to as a template to ensure consistency.

Are these systems built using such a process? If yes, how many different
templates are present in these network segments that are considered in scope
for PCI1?

If no, how many systems are there total? ie.: servers, desktops devices, etc.

ANSWER #50

The State has standard build configurations based on purpose and operating system. Details
about how this is done for each agency is provided as part of the Scope of Work and Pre-
Engagement Checklist submitted to the vendor for pricing prior to conducting any work. For
security purposes, the State does not provide details about the networking and application
environments.
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ATTACHMENT 3

Company Profile and Vendor Minimum Requirements

Company Overview

Entity’s Legal Registered Name: Enterprise Risk Management, Inc.

DUNS Number: 610144201

Primary SIC Number: 8748

Secondary SIC Number: 7371

Year Established: 1998

State Of Incorporation: Florida

Type of Entity: S — Corporation (Registration No.: 650827427)
Office Location (Headquarters): 800 South Douglas Road, #940N,

Coral Gables, FL 33134,

Phone: 305-447-6750

Facsimile: 305-447-6752

Authorized Negotiator: Silka M. Gonzalez (President)
E-mail: silka@emrisk.com

Enterprise Risk Management, Inc. (ERM) was founded in Miami, Florida in 1998 to
respond to the need for top quality services at reasonable rates. Since then, many
organizations have experienced - with a high level of satisfaction - the technical

expertise and quality service provided by our professionals.

Our goal is simple: to provide each client with outstanding cost-effective services.
Beyond that, our team of knowledgeable, experienced and well-rounded
professionals adds value, helps manage risks, and improves the overall performance

of our client's organizations.
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With over fifteen (15) years of experience in cybersecurity and information
assurance services, ERM has today become the Go-To advisor for its clients in all

matters relevant to information security.

ERM is one of South Florida’s fastest growing companies. ERM’s professionals hold a
number of prestigious certifications in the information security and audit fields such

as the CISSP, CISM, CISA, CITP, CRISC, PCI-QSA, CPA, etc.

Number of Employees

ERM currently employs 30 employees.

Length of time business has been in existence
ERM was founded in 1998 and has maintained a niche focus on information security

services ever since. ERM has been in business for over fifteen (15) years.

Why ERM?

ERM’s core philosophy is to establish long lasting partnerships with clients. Not

stopping at words, we would like to highlight exactly why we believe this —

e Passion for quality, excellence, and great value.

ERM possesses professional caliber and technical abilities combined with a
philosophy of providing fair rates to clients. Typically, clients report that ERM
saves them, on an average, a whopping 32% of their information security
budget each year and still enables them to achieve all their stated
information security objectives and goals.
A quote from one of our clients, an established and well-known credit card
processing company that conducts prolific business throughout Latin
America, would be most apt to share —
We thought we were more secure than we actually were. ERM has become our

go-to advisor for security and network administration questions, problems, or
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needs. The investment we’ve made through ERM has paid off three-fold in
losses avoided.

Tecnicard, Inc.

« Innovative solutions in services and information.

ERM has a track record of coming up with innovative answers to clients
problems and, in the process, instating robust information security,
introducing significant cost-efficiencies, and generating high value. As a case
in point, ERM works with the Metropolitan Washington Airports Authority
(MWAA), which operates Washington, D.C.’s major airports, namely the
Ronald Reagan Washington National Airport and the Washington Dulles
International Airport, with highly technical network vulnerability assessments
and penetration tests. When the MWAA was in the process of evaluating
ERM, our innovative answers to their unique requirements in network
vulnerability assessments and their combined need to comply with the
Payment Card Industry (PCI) standards in conjunction with the clear cost
benefits offered led them to selecting ERM. The multi-year nature of the
contract between MWAA and ERM exemplifies the innovation, answers, and
value that ERM brought to the table for MWAA.

One of our clients, the 15" largest university in the U.S. and a top-tier
Research University, has this to say about ERM —

ERM’s team is very dynamic. They have been able to attract an amazing level
of talent to their office. We’re fortunate to have a firm of ERM’s caliber here
in South Florida.

Florida International University

e A capacity to understand, anticipate, and meet the State of New

Hampshire’s most important needs.
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ERM’s team is adept at dynamically adapting to client needs and
requirements. A case in point is our association with the Defense
Commissary Agency (DeCA).

DeCA is an agency of the United States Department of Defense (DoD) that
operates more than 250 commissaries worldwide. DeCA operates a
worldwide chain of commissaries providing groceries to military personnel,
retirees, and their families in a safe and secure shopping environment. Our
first project with DeCA saw them staring at a one month deadline for
compliance with the complex and demanding Payment Card Industry Data
Security Standard (PCI DSS). ERM'’s team obtained a clear understanding of
the precise requirements that DeCA is looking at and the goals it wishes to
achieve. ERM’s project plan had to change twice during the entire project
due to new developments and findings. However, our team’s adaptability
and versatility ensured that these changes were taken into stride and at the
end of the project DeCA met all its goals, relevant both to PCl compliance as
well as overall information security. This project should clearly emphasize
that ERM believes in changing and adapting as per the client’s needs and
goals. The client’s goal is our goal and we will get the job done within
stipulated deadlines, even if they're tight.

We hope to kindle your trust in our abilities with a quote from one of our
clients, which is the largest bank in the Eurozone and the 13" largest public
company in the world according to Forbes Magazine Global 2000 —
Enterprise Risk Management combines the expertise and range of services of
a large firm with the very personalized approach of a boutique firm. Unlike
bigger firms that use a standard methodology with all clients, ERM customizes
its services and makes adjustments throughout the engagement to address our
very specific needs and challenges. And they do this with a constantly high
degree of professionalism, expertise, and personal commitment.

Banco Santander
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The project team that you select must have a solid understanding of your business
imperatives, issues and needs. ERM’s experience in working with several
government organizations, Federal, State, and Local, gives us this in-depth
understanding. Your project team should offer an unmatched level of expertise,
unwavering focus on quality and a strong commitment to best serve the State of
New Hampshire. A project team with vast experience in operational and information
system security studies and evaluation services will allow you to leverage best

practices from professionals that have been in the "heat of the battle".

A summary of ERM’s qualifications are as follows:

« Highly qualified information security professionals who have assisted several
government organizations (Federal, State, and Local), Fortune companies,
and multi-national organizations for the past several years with highly
technical information security projects that include comprehensive
information security assessments, network and application level penetration
testing, digital forensic investigations involving various kinds of computing
and electronic devices, data loss prevention projects, detailed configuration
reviews and vulnerability assessments, and customized social engineering, to
name a few. We know how to get this done in a customized and seamless
fashion.

e A team that is focused, responsive and accessible. Our proposed team is
being led by a supervisor with extensive experience in working with
esteemed multinational organizations and who is committed to providing all
resources needed to achieve all aspects of the statement of objectives and
stated tasks. Our history of going above and beyond to ensure client success
is documented and reflected in our customer citations in our proposal. We
understand your unique reqairements in security and information

protection.
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« Our proposed team has highly respected educational and professional
qualifications. Our professionals have earned Masters Degrees, specifically in
information security and networking, from esteemed institutions of learning
such as the Massachusetts Institute of Technology, Carnegie Mellon
University, and the State University of New York, and hold reputed
professional information security certifications such as the Certified
Information Systems Security Professional (CISSP), PCI Approved Qualified
Security Assessor (QSA), and the Certified Information Systems Auditor
(CISA), to name only a few. Our team to serve you is qualified at par with
the highest industry standards.

« Our proposed team possesses the professional expertise and credentials of
the highest industry standards. A combination of former Big 4 senior
executives, former technical backbones with stalwart institutions such as the
CERT® Coordination Center, and former executives from large multi-national
global companies. We have built a strong client service model that can be
executed in a cost effective manner to achieve high quality results while
achieving important efficiencies.

« QOur team has worked on network security engagements that are atypical.
Some of these engagements have included live response to an ongoing cyber
attack, complete information security re-design and implementation from
scratch following a destructive cyber incident, digital forensics investigations
related to employee misconduct that included cell phones and atypical digital
equipment, completely handling a bank’s outsourced IT security function,
wireless and mobile device hacking, and regulatory compliance assistance
that ensured a client under strict scrutiny passed as compliant without fines

or regulatory action. Our team is comprised of experts in these fields.
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ERM’s Core Ideology

ERM is a fast growing consulting and information security services firm bringing
some of the best professionals in the industry together to offer services of the
highest quality. ERM’s core ideology centers on having a group of highly qualified,
out-of-the-box thinking professionals committed to superior quality with
personalized attention to each client. Our recurring client rate is indicative of the

superior and innovative thoughts and attention we provide to our clients.

97%

BB Recurring clients

32%
B Costs saved by clients

5%
Employee turnover

Specialized One-Stop Destination

ERM is a specialized one-stop destination for clients because of the wide array of
information security services we offer and, particularly, the consistent efficiency and
perspicacity with which we perform in each service area. The comprehensive nature
of our services ensures that we become a “go to” advisor for our clients in all

matters relevant to information systems security.
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Clients Speak For ERM

Their consultants are more seasoned than typical Big 4 firms.

Carnival Cruise Lines

Known technical quality at less than “Big 4 firms rates.
Florida Power & Light

ERM’s professionals have a wealth of knowledge and are the best in the field of IT
security. Combine that expertise with their knowledge of the banking industry, and
ERM remains our go-to consultant for all of our IT security needs.

Helm Bank USA

ERM’s work product is superb. The level of detail and skilled experience they
incorporate is huge, and as a result, whenever they perform an assignment, we’re
certain that no stone has been left unturned.

Banco Industrial de Venezuela
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Vendor Company Minimum Requirements

Over the years, ERM has held various certifications from the PCl Council including
the PCl Qualified Security Assessor (QSA) that is critical to the State of New
Hampshire as part of this RFB’s requirements. ERM was one of the first movers as
far as certifications with the PCI Council go. ERM has been certified as a QSA with
the PCl Council since the inception of the Council in September 2006. The State of
New Hampshire may verify ERM’s PCI QSA credentials on the PCl Council website
where ERM is listed as a QSA company aﬁd includes the QSA employees whose

profiles are provided in the following pages of this response document.

Further, ERM is pleased to inform the State of New Hampshire of its extensive
experience in working on PCl-specific projects with several government

organizations including —

Government Client Name Client Since
U.S. Department of Defense — Defense Commissary Agency (DeCA) August 2011
Metropolitan Washington Airports Authority May 2010
Dallas Area Rapid Transit (DART) March 2012
West Virginia State Treasurer's Office March 2012
State of Oregon September 2011
Oregon Public Employees Retirement System (OPERS) February 2013
Cooperative Education Service Agency 10 (CESA 10 Wisconsin) July 2013
University of Texas — Pan American July 2012
University of Texas - Brownsville May 2013

As you may have noticed, the geographic reach of our services and expertise spans a
very wide area of the United States of America. Performing our services across such
a wide geographic reach across the U.S. is not something new to us and we do it with

utmost customer satisfaction as the goal — reflected in our 97% client retention rate.
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All the above-mentioned government clients are current clients and the
performance contracts on these are currently ongoing. Each of these clients is highly
satisfied with ERM’s performance and our consultants are often lauded by clients for
exceeding the expectations of the projects. Also, please note that these are
government clients only specific to PCI DSS related projects similar in scope to the

requirements of the State of New Hampshire.

While the projects above already showcase more than three (3) years of experience
in performing the type of work required by the State of New Hampshire, ERM
possesses over fifteen (15) years of experience in network and application
penetration testing. This experience spans a vast array of highly reputable and large
organizations in the private sector such as HEICO Aerospace, Banco Santander,
Credit Agricole, Bacardi Martini, Assurant Solutions, Banco do Brasil, Banco Itau,
Florida International University, University of Miami, Carnival Cruise Lines, Rinker
Materials, SONY Electronics Latin America, Rosetta Resources, and Mount Sinai

Medical Center, among several others.

Lastly, ERM has a very strong presence in the Federal Government space as well. We
currently work with a large number of Federal Government clients including —
= Department of State — USAID
Department of Treasury — Bureau of Public Debt
Department of Treasury — Office of Comptroller of the Currency

Department of Homeland Security — Federal Law Enforcement Training Center

¥ ¥ ¥ ¥

Department of Defense — U.S. Army INSCOM

ERM’s PCI QSA Employee Profiles
For the State of New Hampshire’s consideration, ERM has included detailed resumes
of two (2) of its PCI QSA employees, one of whom will be assigned as the Project

Manager for the State of New Hampshire projects, in the following pages.
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George Mortakis, CISSP, CISA, CRISC, PCI QSA, PCIP
800 S. Douglas Road #940N 1 Coral Gables, FL 33134
Tel: (305) 447-6750 | E: gmortakis@emrisk.com

Summary

Extensive experience in IT audits; attack and penetration testing; network security; computer
forensics; regulatory compliance (GLBA, HIPAA, HITECH PCl, FERPA, SOX and FACT Act); security risk
assessments; computer incident response definition and testing; and application security.

Professional Experience

Information Security Director, ENTEPRISE RISK MANAGEMENT (Miami, FL)
2005-Present

e Worked on several PCI DSS projects and provided expertise including — scoping assistance to
help optimize compliance scope (including network segmentation to optimize compliance
scope), network and application penetration testing, network security assessments, PCl D55
gap analyses, and subject matter expertise on PCI DSS based on several years of experience
in helping clients understand PCI DSS requirements and interpretations.

®  Assist various Fortune 500 organizations to comply with federal regulations (e.g., GLBA,
HIPAA, FACT Act, SOX).

® Responsible for performing Social Engineering engagements, network penetration tests
(internal and external), conducting security awareness and training, managing and
performing IT audits, and supervising multiple SAS70/SSAE-16 engagements for client
organizations in various industries.

s  Perform computer forensics during major security breach investigations, control and
remediation.

e  Perform PCl and QSA security engagements and audits for clients processing credit cards.

s Provide expert services to multiple financial institutions in South Florida (e.g., manage and
perform risk and vulnerability assessments relating to GLBA and FACTA compliance and
online banking, comprehensive forensic investigations, and Business Continuity Plan
projects).

*  Design and deploy the network infrastructure architecture for financial institution clients in
the South Florida area, involving Windows 2000/2003 server infrastructure, multi-network
environment, and VPN implementation and core-network devices for both its Production and
QA environments. Some of that work was associated for FED application platform
requirements and compliance (FED-Advantage).

e  Perform numerous network security implementations, for financial institution clients in the
South Florida area, involving firewalls, voice-over-IP devices, routers, switches, and other
network devices.

e Perform security administration engagements, such as Cisco 10S hardening, firewall
implementation and IDS deployment for financial institution clients in the South Florida area.

* Manage and perform technical security and infrastructure assessment engagements for
clients in the South Florida area, for platforms deployed on Windows 2000, Windows 2003,
Windows NT4, Windows XP, Solaris 8-9-10, HP-UX 11.x, Redhat Linux AS/ES, Oracle 8i-9i-10g,
MS-SQL, z/0S, Novell Netware, and Cisco 105,
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Conduct security and z/0S RACF control assessments and audits for a major South Florida
utility company.

Perform security implementation of mobile devices and intrusion detection technologies for
financial institutions in South Florida.

Develop comprehensive security programs, along with policies, standards, procedures and
training material covering GLBA and FACTA for various financial organizations in South
Florida.

Web Systems Manager, SONY ELECTRONICS LATIN AMERICA, INC. (Miami, FL)
2002-2005

1999

Provided the full Infrastructure Design and Implementation of the SONY Electronics Latin
America E-Platform.

Successfully built and provided an Enterprise set of environments for 220 marketing sites, 5
call centers, and several customer registration portals. Responsible for managing the
infrastructure’s security life cycle elements.

Performed and led security vulnerability assessments and penetration testing in platforms
including: operating systems (e.g., Windows, Linux, and Cisco I0S); hardware (e.g., x86, SUN,
and EMC/Symetrix & DMX); network (e.g., Cisco, Lucent, WatchGuard); application platforms
(e.g., IBM Websphere, BEA Weblogic, and 1BOSS); database platforms (e.g., Oracle 8i, 9i, and
MS SQL, MySQL); and Web servers (e.g., Apache, MS IS, and Sun-One).

Performed systems and network administration services for the platforms including: Cisco
switches and routers, Lucent firewalls, BIG IP F5 Loadbalancers, Windows and Unix
environments, Jakarta Tomcat and ATG Dynamo Application Servers.

Authored company security policies and standards for Windows 2000, 11S, SUN Solaris 8 and
9, Redhat Linux 9 ES, storage operational rule-sets, network performance metrics, managed
backup procedures, change control, incident handling, disaster recovery, capacity
management and redundancy/availability clauses.

Managed team of internal engineers, developers and analysts, as well as 3 external
development contractor teams. Responsible for the total allocated yearly budget of $2.1
million.

Systems Architect, DEMOTTE CONSULTING, LTD. (Miami, FL)
2001-2002

Responsible for the migration of 16 regional web sites from an NT/ASP system setup to
SOLARIS 8/1SP/ORACLE environment.

Laid the foundation for the upcoming enterprise platform and operation ion for all of the
Marketing/Product promotion sites, E-commerce/On-line sales, Call-centers, Customer
Registration, Personal Information Management Security Provision and overall the 100%
operation, full availability and performance of all the customer oriented/targeted web sites.
Provided system administration services for a total of 49 servers (ranging from development
to production environments) both in UNIX (Solaris 8) and Windows (NT and 2000).
Responsible for preparing gold “jump-start” OS configurations, providing the guidelines and
configurations for OS hardening and patching processes.

Network/Systems Specialist, MACEDONIAN N&M, INC. (Thessaloniki, Greece)
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¢ Involved in intra-web design and development, using ASP, JavaScript and Java Applets, Thin-
Ethernet network installation, TCP/IP protocol development, network administration and
system testing.

e Responsible for the system architecture design, having as major task the centralization of a
customer database, based on a UNIX (Solaris 7)/ORACLE environment, feeding NT based
application servers.

VAX and UNIX Administrator, MACEDONIAN N&M, INC. (Thessaloniki, Greece)
1998

e Performed updates and maintenance on the existing VAX systems.
e  Part of a maintenance team on PowerPc (Apple) and Intel-based workstations. Other duties
included modem pool connection maintenance and hardware/network driver upgrades.

Systems Operations, LOGIC CONTROL SYSTEMS, INC. (Thessaloniki, Greece)
1992-1994

e Charged with hardware and software installation/upgrades and maintenance. Performed
network installation and configuration on-site to clients, provided customer technical
support and training on hardware/software and network sections.

e Main tasks included PC, MAC and Intel based server bare-bone system configuration and
DOS, Mac 0S and Windows 3.11 OS installation. Additionally, performed “on-demand”
maintenance on VAX and UNIX environments.

Education

Master of Science in Computer Information Systems, University of Miami (Coral Gables, FL)
M.B.A in Information Systems, University of Miami (Coral Gables, FL)

Bachelor of Science in Computer Information Systems, University of Miami (Coral Gables, FL)

Bachelor of Arts in Marketing, University of Miami (Coral Gables, FL)

Certifications
»  Certified Information Systems Security Professional (CISSP)
Certified Information Systems Auditor (CISA)
PCI Qualified Security Assessor (QSA)
Payment Card Industry Professional (PCIP)
GIAC Security Essentials Certification (GSEC)
GIAC Systems and Network Auditor (GSNA)
Telecommunications Architecture Certification from the University of Miami
Total Quality Management Certification from the University of Miami

Most Recent Professional Training Topics Attended
e PCl Qualified Security Assessor Diploma
*  PCl Network Vulnerability Assessment
» ISO/IEC 27001:2005 Information Security Management System Lead Auditor
e  Computer Forensics - Syracuse University
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Esteban Farao, CISSP, CISA, CRISC, MCP, PCI QSA, PCIP
800 5. Douglas Road #940N | Coral Gables, FL 33134
Tel: (305) 447-6750 | E: efarao@emrisk.com

Summary

Extensive experience in IT audits; attack and penetration testing; network security; computer
forensics; regulatory compliance (GLBA, HIPAA, PCl, FERPA, SOX and FACT Act); security risk
assessments; computer incident response definition and testing; and application security.

Professional Experience

Information Security Director, ENTEPRISE RISK MANAGEMENT (Miami, FL)
2003-Present

e  Worked on several PCl DSS projects and provided expertise including — scoping assistance to
help optimize compliance scope (including network segmentation to optimize compliance
scope), network and application penetration testing, network security assessments, PCI DSS
gap analyses, and subject matter expertise on PCI DSS based on several years of experience
in helping clients understand PCI DSS requirements and interpretations.

e  Assist various Fortune 500 organizations to comply with federal regulations (e.g., GLBA,
FERPA, HIPAA, FACT Act, SOX).

e Responsible for performing numerous security vulnerability assessments and audits including
platforms such as Windows, AS/400, Cisco Routers, ASA Firewall, Sonicwall Firewall, Ms.
Exchange, Oracle, MsSQL, different Unix flavors, IDS/IPS, Antivirus, Vmware, Nortel Switch,
1IS, Apache, and iPlanet.

* Responsible for performing Social Engineering engagements, network penetration tests
(internal and external), application penetration tests, conducting security awareness &
training, managing & performing IT audits, and supervising multiple SAS70/SSAE16
engagements for client organizations in various industries.

s Perform computer forensics during major security breach investigations, control and
remediation.

e Perform PCl and QSA security engagements and audits for clients processing credit cards.

s Provide expert services to multiple financial institutions in South Florida (e.g., manage and
perform risk and vulnerability assessments relating to GLBA compliance, online banking, and
comprehensive forensic investigations).

s  Responsible for developing a service to analyze audit logs from different platforms such as
AS400, Windows, AlX, Solaris, HP-UX, Pix, Cisco Router, Firewall-1, Oracle, and MsSQL.

s  Perform application security assessment reviews for systems such as E-Banking, Wire
Transfer Systems and ATM Network System. Performed technical security reviews for all the
Fedline System products, Swift, Fedlink, PAM and Pay Plus applications.

e  Perform numerous network security implementations, for financial institution clients in the
South Flarida area, involving firewalls, voice-over-IP devices, routers, switches, and other
network devices.

s Perform security administration engagements, such as Cisco 105 hardening, firewall
implementation and 1DS deployment for financial institution clients in the South Florida area.
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*  Provide outsource information security services to various financial organizations in South
Florida.
e Author Windows 2000, Windows 2003 and Cisco router security standards for several banks.

Information Security Consultant, PRICEWATERHOUSECOOPERS (Buenos Aires,
Argentina and London, UK)
1998-2003

s Led network attack and penetration testing for clients in various industries (e.g., banking,
university, manufacture, and telecommunications) in Argentina, Colombia and UK.

e Led web and thick application penetration testing for clients in various industries (e.g.,
banking, university, manufacture, and telecommunications) in Argentina, Colombia and UK.

e Responsible for performing numerous security vulnerability assessments and audits including
platforms such as mainframes, Windows, AS/400, Cisco Routers, Juniper, Pix Firewall,
SonicWall Firewall, Ms. Exchange, Oracle, MsSQL, different Unix flavors, IDS/IPS, Antivirus,
11S, Apache, and iPlanet.

e  Organized the Internet Security Area for a major bank in Argentina.

s Wrote security standards for Windows NT, Windows 2000, Internet Information Server for a
major Argentine Bank and two Colombian telecommunication companies, as well as for
routers Cisco, Firewall-1, Pix and Raptor for internal use in PwC Argentina.

e Co-designed and co-developed Security Control Panel, a decision tool used by computers
security officers at several companies in Argentina, such as Telecom Personal, a leading
mobile communications company.

s Reviewed and improved the security of several Unix servers (HP-UX, SCO, AIX, Linux, Sun
Solaris) as part of a team of 7 consultants at Telecom Argentina, one of the two largest
telecommunication companies of the country.

Database Consultant, DITRA S.A. (Buenos Aires, Argentina)
1997-1998

e  Modeled and implemented several multidimensional databases.
e Designed and developed several tools to perform a Windows environment vulnerability
assessment and Web server vulnerability assessment.

Workflow Consultant, PARADIGMA CONSULTORES ASOCIADOS (Buenos Aires,
Argentina)
1996-1997

¢ Developed and designed Workflow circuits for Perez Companc, a major local company.
e Developed an application for Telecommunication Company to manage all the telephony
inquiries.

Education
Master in International Business Administration, Florida International University (Miami, FL)

Master in Management Information Systems, Universidad del Salvador/State University of New York
at Albany (Buenos Aires, Argentina and Albany, NY)

Bachelor of Science, Information Systems, University of Belgrano (Buenos Aires, Argentina)
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Certifications

e (Certified Information Systems Security Professional (CISSP)

e  Microsoft Certified Professional (MCP) (Exam 70-220)

e (ertified Information Systems Auditor (CISA)

e  PCl Approved Scanning Vendor (PCI-ASV)

Payment Card Industry Professional (PCIP)

PCI Payment Application Qualified Security Assessor (PA-QSA) {(Former)
Certified in Risk and Information Systems Control (CRISC)

Most Recent Professional Training Topics Attended
®  PCI-QSA ReCertification
e ISO/IEC 27001:2005 Information Security Management System Lead Auditor
*  FTK - Forensics Investigation
s  Computer Forensics - SANS Institute
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ATTACHMENT 4

Contractor Certifications

Certificate of Insurance

A certificate of insurance demonstrating that Enterprise Risk Management, Inc.
(ERM) has the insurance necessary to provide the services required by the contract
as detailed in Section 1.20 of the RFB document is provided on the following page of

this response document.

Other Requirements
ERM also affirms that it will make the necessary efforts to meet all additional
requirements put forth by the State of New Hampshire in order to be eligible to

perform work under RFB related contracts for the State.
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ATTACHMENT 5

Proposed Subcontractors

Enterprise Risk Management, Inc. (ERM) shall perform all work for proposed State of
New Hampshire projects arising as a result of contracts related to this RFB internally
without the use of any subcontractor. ERM is fully equipped and capable of

performing all work proposed using its own resources.
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