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GENERAL REQUIREMENTS

STATE OF NEW HAMPSHIRE
BUREAU OF PURCHASE AND PROPERTY
25 CAPITOL STREET - ROOM 102
CONCORD NEW HAMPSHIRE 03301-6398
DATE: SEPTEMBER 3, 2014
NOTICE OF CONTRACT

PAYMENT CARD INDUSTRY DATA SECURITY STANDARD COMPLIANCE
CONSULTING SERVICES

8001602
920-0000

COALFIRE SYSTEMS, INC. #221845
361 CENTENNIAL PARKWAY, SUITE 150
LOUISVILLE, CO 80027

Hassan Mahmoud

TEL: OFFICE (646) 459-7340

CELL (848) 219-4516

E-MAIL: Hassan.Mahmoud@coalfire.com

SEPTEMBER 01, 2014 THROUGH AUGUST 31, 2017
NET 30 DAYS
SEE ATTACHED PAGES

SEE ATTACHED PAGES

DIRECT ANYQUESTIONS TO ROBIN PARKHURST AT 603 271-7410

Contractor shall provide audit and remediation services to meet ongoing Payment Card Industry
Data Security Standard (PCI DSS) security requirements as established by the Payment Card Industry
Security Standards Council (PCI SSC).

These services include, but are not limited to: audit work plan and schedule, preliminary report on
compliance, final report on compliance, post assessment executive report and oral presentation,
contractor authored documents and remediation services to ensure all agencies remain PCI DSS
compliant. This Contract may be used by the State of New Hampshire agencies and institutions
during the term of the Contract.

Services shall be consistent with all the terms and conditions set forth in this Contract.

Contractor shall be solely responsible for meeting all terms and conditions in this Contract.

SCOPE OF SERVICES
Contractor shall be certified by the PCI Security Standards Council for PClI DSS compliance services
by Visa, MasterCard, American Express and Discover as a Qualified Security Assessor (QSA).



mailto:Hassan.Mahmoud@coalfire.com

Contractor shall be required to continue to be PCI certified as required while performing PCI services
for the State.

Services shall be provided as needed for Agency Merchants throughout the term of the Contract.

During the term of the Contract the State may add or delete locations as needed. Any location
deleted during the term of the Contract will only be responsible for payment for services received up
to that point.

During the term of the Contract locations may be added by requesting the Contractor to provide a
guotation for that new location. Pricing quotations submitted for new locations shall be in line with
the pricing structure in this Contract.

SCOPE OF SERVICES

Pricing by agency is included in the Contract. Agencies that wish to begin to accept credit card
payments will need to notify the Department of Administrative Services — Merchant Card Services in
order to request a cost estimate related to PCI DSS.

INVOICING

Department of Administrative Services (DAS) will pay the Coalfire invoices based upon the terms
stated in the Contract. DAS in turn will invoice each agency covered under the contract for their
portion of the audit as invoices are paid out.



Exhibit B Pricing and Payment

Invoicing - Payrment shall be paid, via check or electronic payment, within thirty {30] days
after receipt of o properly documented invaice. Payment shall be remitted to the address
set forth in Section 1.4 of the Form P-37 unless otherwise directed by the Invoice.

The Contractor shall issue on invoice for [l standard (non-remediation) PCI services during
the year, uccc:rding ta the project milestona deliverabiles listed bealkoer.

The Contractor shall be paid in five Installmants based on Deliverakles:

| Deliveraoble Descriplion Expected Due Date _|_F ol Fee
wWork Plan & For enoch year during the 15 days ofter  the 10%
Schedule lerm of the Contract, the effeclive date of the
Contracior shall submit o canfracl and mulually 54, 575.00
detaoiled wiork plon agreedbla in
according o the subsequent yeor dunng
Specificafions in Exhibit A the term of the Contract
Preliminary For each year during the After initial PClI  DSS 407
Report on tarm of the Contiact the assessment, Confracion
Compliance Confraclor shall submit o will draft and present a $1E,200.00
preliminary Report on preliminary  Repart on
Complonce according 1o Complicnce for  the
the Specdifications in Exhibit State,  Along with this,
A the State will complets
all necessany
remedcicfion  steps  fo
ensure FCl 0SS

Compliance,  This  will
include rermediafion
support services  from
the Contractor. This
must be done 30 days
pricr fo the Final Report
on Comphance.

Firval Repart on Each year an Avgust 11 After the Preliminary 355
Compliance Report on Complance
and remedialion sleps 51601250

are completed,  the
Confractar  will  re-
evaluate to ensure that
the Siate is PCI DSS
Compliant. The
Confract will prepare
and  deliver the Finol
Repart on Complonce
and Attestation  of
Compliance 1o the

Stale.

Post Far each year during the Thiis report should 10%
Assessrment term of the Contract, the include butis not limited
Executive Contractor shall submit a to:  High level overall %4,.575.00
Report and Post Assassment Executive Sate PCI D58
Cral Report and will presend this Complignce,  summory
Presentation report accordng to of strengiths &

specifications in Exhikit A, weaknesses, summary of

appled compensaling
confrols that were put in
place lo address arens
of nan-compiance and
recommend long term
changes and summoary
of short and long term
changes the  State
should  consider 1o
reduce  owerall  PCI
exposure and  future

cosls,

Confrachor Far each year during the A copy of alt 5%
Authored term of the Confract, the documentafion created
Digcuments Confracter shall provide by the Cenfrocier in the 52,287.50

copies of the Confroctor course of its services

Authored Daocurmeanis under this contract shall

according o the be provided to the Slate

specifications in Exhibil A. in hard and/or

electrenic copy.




The Contractor shall be paid the follow amounts for PCl Services (non-remediation);

Ref##t Agency Processing Payment Cards

Cost Year 1

Cost Year 2

Cost Year 3

Agency
Totals

1 | Administration of the Courts 2,250.00 2,250.00 2,250.00 S 6,750.00
2 | Agriculture Department, Markets and | 5 2.250.00 5 2,250.00 5 2,250.00 S  6,750.00
Food
3 | HHS Office of Reimbursements 5 2,250.00 $  2,250.00 5 2,250.00 S §,750.00
4 | Corrections Department $  2,250.00 $  2,250.00 % 2,250.00 s 6,750.00
5 | Education Department $  2,250.00 S 2,250.00 S 2,250.00 S 6,750.00
6 | Environmental Services Department S 2,250.00 5 2,250.00 $  2,250.00 S 6,750.00
7 | Fish & Game Department % 2,250.00 S 2,250.00 S 2,250.00 S 6,750.00
8 Joint Board of Licensure $  2,250.00 S 2,2%0.00 S 225000 s 6,750.00
9 | Labor, Department of $ 2,250.00 $  2,250.00 $  2,250.00 S 6,750.00
10 | Liquor Commission S 2,250.00 5 2,250.00 S 2,250.00 S 6,750.00
11 | Lottery Commission S 2,250.00 S 2,250.00 S 2,250.00 S 6,750.00
12 | Mursing, Board of $  2,250.00 S 2,250.00 $  2,250.00 S 6,750.00
13 | Pease Development Authority $  2.250.00 $  2,250.00 $ 2,250.00 S 6,750.00
14 | Resources & Economic Development | $  2,250.00 S 2,250.00 5 2,250.00 S 6,750.00
15 | Safety Department $  6,000.00 $  6,000.00 $  6,000.00 $ 0 18,000.00
16 | Secretary of State $  6,000.00 $  6,000.00 S 6,000.00 S 18,000.00
17 | Transportation Department $  2,250.00 $  2,250.00 $ 225000 S 6,750.00
Totals Per Year and Total Award $ 45,750.00 $ 45,750.00 $ 45,750.00 $ 137,250.00

Optional Remediation $Service Rates:

Invoices for remediation services shall be invoiced
separately according to the houtly rate schedule set forth below. The State reserves the
right to accept or decline remediation support services.

Year 1 Year 2 Year 3
Services Hourly Hourly | Hourly | Hourly Hourly Hourly
On-Site' | Off-Site | On-Site’ | Off-Site | On-Site' | Off-Site

Ren.ledtat:on Support Services $200 $200 4200 $200 $200 $200
during annual PCl assessment
Remediation Support Services
outside of annual PCI 5200 $200 $200 $200 $200 $200
Assassment

‘Al travel and living expenses are included

In no event shall the total cost exceed the price limitation section 1.8 of the P-37

standard contract form.
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